t VK WorkSpace

YcTaHOBKa TectToBou
Bepcumn VK WorkMail Ha
OAHY MaLUUNHY

TecToBada ycTaHOBKA

© VK WorkSpace, 2024 r. Bce npaBa 3aLLlLLEHbI



OrnaesneHne

Ha3HavyeHve pokymeHTa
TexHn4eckne TpeboBaHNS
MpenBapuTenbHble yCnoBma Ans yCTaHOBKI
O693aTenbHble NpeaBapuTENnbHble OENCTBUS
CospgaHune DNS-3anuncen
[nckoBoe NpoCcTpaHCTBO
OTanbl yCTaHOBKM
[lencTBns B KOMaHLHOW CTPOKE Ha cepBepe
1. Co3gaHune nonb3osatens deployer
2. PacnakoBka gucTpunbyTimBea
3. 3anyck yCTaHOBLLUMKa KaK cepBurca
1. Bbi6Op BapumaHTa yCTaHOBKM
2. Bbi6op npofyKToB
3. [lo6aBneHne nNUEH3NOHHOIO KJto4va
4. [lo6aBneHvie runepeunsopa
5. CeTeBble HaCTPOWKM
6. [lomeHHble nMeHa
6.1 [lo6aBneHune SSL-cepTndnkaToB
7. 3anycK yCTaHOBKM rMnepBrsopa
8. leHepauua KOHTENHEPOB
9. XpaHunuwa, WapgnposaHne n pennnkaums b,
10. 3anyck yCTaHOBKM BCEX MaLUVH
11. 3aBepLUeHme yCTaHOBKM, UHMLMann3aLmns LOMEHa 1 BXOA, B MaHeNb agMUHUCTpaTopa
JononHntenbHas GOKYMEHTaLNs

I'Ipmnoerl/le 1. Yto genaTb, ecnu npw Bxoae B naHesib agMHNCTPATOPa NoABAAEeTCA owbka

«HeBepHbI Naponb»
MpunoxeHne 2. O6HOBNEHME NNLEH3NOHHOIO KJlto4a
MpwunoxeHwne 3. Jlorn 1 nonesHble KoMaHgbl

MpunoxeHue 4. Boinyck SSL-cepTudurkaTos ¢ Let's Encrypt

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

11

11
13
14
15
15
17
18
20
22
23
24
26
27

29

29
31
32

33

CrpaHnua 2 n3 34



MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHunua 3 uns 34


/builds/vk-communications/docs/vkc-docs/workmail/public/tags/#
/builds/vk-communications/docs/vkc-docs/workmail/public/tags/#

Ha3HayeHe fOKyMeHTa

B nokymeHTe copepxuntcsa nHopmaumsa o Tectooin yctaHoBke VK WorkMail 1.20 Ha ofHy BMPTYyasbHYIO
MaLUVHY. [Tog, TeCToOBOW YyCTaHOBKOW NOApa3yMeBaeTCs 6biCTpast yCTaHOBKa C 6a30BbIMU HAaCTOVKaMU 415

OEMOHCTPaUnn BO3MOXHOCTEW MOYTOBOW CUCTEMDbI.

TexHnyeckune TpeboBaHUNS

PekomeHgoBaHHbIe onepaunoHHblie cuctembl ans yctaHoBkn VK WorkMail:

- Astra Linux SE Open — Bepcuu 1.7.3 u BbiLLE;
- PEQL OC — Bepcuun o1 7.3 1 BbiLLe;
- CentOS 7.9.

TecToBas BEpCUs KOPNOPATUBHOW NOYTbl YCTaHAB/VIBAETCSA Ha OLVH CepPBepP CO creayoLeli KoHdurypaumei:

- 24 GB vCPU;
- 64 GB RAM;
- 400 GB SSD.

MpepBapuTenbHble YCNOBNS AJ1 YCTaHOBKMN

MpeacTasutenn VK npegoctaBuiv Bam clieqytoLme gaHHble:

* CCbINIKY Ha ckaumBaHne guctpubytrnea VK WorkMail 1.20,
+ Maposb OT apxmBa C ANCTPUOYTUBOM,
* INLLEH3NOHHBIA KJTIO,

« KOMMNEKT JOKYMEHTaLMN.
Takxe Bam NoTpebyeTcs:

« Ha6op DNS-3anucen: A, CNAME, MX, TXT, NS;

-+ pocTyn K cepBepy no SSH ¢ npaBaMn agMNHNCTPATOPA;
- nokanbHas ceTb 1 GbE nnn 10 GbE;

+ OTKJ/IIOYNTL SWap;

- cepTndukathl SSL gns kaxxgporo CNAME nnu Wildcard-cepTuoukatr ans pomeHa (MHdopmauuio o

Bbinycke SSL-cepTudunkaToB Bbl HANGETE B NMPUIOXEHNN);

- AOCTYN K nopTam: 25, 80,143, 443, 465, 993,1025;
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- tar;

- YTUANTa A9 PACMNaKoBKU Zip-apX1BOB, HanprMep 7zip 1 unzip.
Vicnonbayemble NPOTOKOSbI MOYTbI:

- CalDav ons CMHXpOHM3au M KaneHpoaps;

- Kerberos nnn NTLM — npoTtokon BsanmogeincTeus c Active Directory knneHTa;
« HTTPS pna goctyna K Be6-nHTEpdEnCcy NoyThl C MCnoab3oBaHnem TLS;

« SMTP — npoTokon oTnpaBKy MOYTOBbIX COOBLLEHNI (NOPT 25/465);

« IMAP — npoToKon Nosly4YeHrs NoYToBbIX COO6LLEeHnN (NopT 143/993).

O6s3aTenbHble NpeaBapuTesbHbie AeCTBUS

CospaHune DNS-3anuncen

O.na paboTbl nouThl HeoBxoanma MX-3anuch (pekomeHayembii npuoputeT — 10), KOTopas o6s3aTeNlbHO BeAeT

Ha mxs.<OgomMeH Ona noYTbl> .

[MoMMMO 3TOro BaM HY)KHO CO30aTb Ba OCHOBHbIX AOMEHA: AJISl MOUTbI 1 4K XPaHWIINLL, a Takxke Habop A-
nnn CNAME-3anucei.

[na npumepa B LOKYMeHTe 6yayT Ucnosb3oBaTbes cnegytowmne DNS-3anmcu:

- loMmeH ans cepBMCOB NOYTbl — vbastra@mail.onprem.ru . [Tpn cO3aaHMM NOYTOBOro JOMEHa
PEeKOMEHAYETCH COBAIOAEHNE CTPYKTYPbI: **xmail.xx* k%% NN **xmail.*xx*
- JlomeH ans obnayHbIX XpaHWNLW, — vbastra@st.onprem.ru . [1PYMeEpP CTPYKTYPbI: *x*St.*x* . xx% WA

**kcloud.*x** .

,D,OMeH ONs 06MaYHbIX XPaHUNLWL, OO0/DKEH 6blTb TOrO Xe YPOBHS, UTO N AOMEH ON19 CePBNCOB NOYTbl, N NMETb
CBO€ YHUKaJIbHOE NM4.

Ba>xHO
N3meHaTb CTPYKTYPY OCHOBHbIX OMEHOB 3anpeLyeHo!

HecobniogeHne CTPYKTYpPbI 1 YPOBHS AOMEHOB MOXET NPUBECTN K yTeUke JaHHbIX Yepes npobpoc cookies.
Tak>xe Bbl CTOIKHETECH C OLUMBKaMIN Ha 3Tarne HaCTPOWKN JOMEHHbIX VIMEH.

Hanee B Tabnuue npeacrtasneH cnucok A- nnv CNAME-3anuncein, KoTopble HYXXHO co3aaTb Nepeq,

yctaHoBkol VK WorkMail. [JomeHbl 13 TabnunLbl 4OMXKHbI ABASTLCSH NOAAO0MEHAMN 4115 ABYX OCHOBHbIX.
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Ha3HayeHne gomeHa

Be6-uHTepdenc aBTopunsaumm

CkaymBaHue snoxenunn VK WorkMail

CkaymBaHue ncronHaembix BioxeHunn VK WorkMail

[MpokcupoBaHme akTUBHOIO KOHTEHTa BnoxeHuin VK
WorkMail

MpocmoTp Bnoxenun VK WorkMail

MpocmoTp ncnonHsemoix BroxeHnin VK WorkMail

JomeHHas aBTopur3aLms (BHYTPEHHMX 3aNpOCoB
6pay3epa)

[JJomeH ansl naHenu paclunpeHHOro NPoCMoTpa
OENCTBUIM Nonb3oBaTenen

NHTepdenc agMUHNCTPUPOBaHNS

Blobcloud-aTTaum

Jowmen png BMW gRPC 3anpocos

Kanya

KaneHpapb

[JomeH nHtepdeinca kaneHgaps gns VK Teams

Mo6unbHbIN KaneHgapb

CraTuyeckune gaHHble KaneHga pA

VK WorkDisk

3arpyska ¢annos B VK WorkDisk

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

Nma pomeHa

account

af

af

ampproxy

apf

apf

auth

becca

biz

blobcloud.e

bmw

calendar

calendarmsg

calendartouch

calendarx

cloud

cld-
uploader.cloud

OcHoBHOM
OOMEH

[na noythbl

[nga noytbl

[na xpaHnnuiy,

[ns xpaHnnni,

[na noytbl

[nsa xpaHunniy,

[nsa noytbl

[nga noytbl

[na noythbl

[na noythbl

[nga noytbl

[ns noytbl

[ns noytbl

[na noythbl

[na noytbl

[nga noytbl

[nsa noytbl

[na noythbl
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Ha3HayeHne gomeHa

CkauvBaHue ¢annos B Beb-uHTepderce VK WorkDisk

3awmTa oT XSS-aTtak npu ckaymBaHum dannos 13 VK
WorkDisk

3arpyska ¢pannos B VK WorkDisk

NuTerpaumns c APl VK WorkDisk

3arpyska ¢pannos B nybnnyHble nanku B VK WorkDisk

MopTtanbHas aBTopusauuna VK WorkDisk

CkayvBaHMe 60/1bLUMX MOYTOBbIX BNoXeHun ns VK
WorkDisk

3arpyska 605bLnx No4ToBbIX BNoXeHun B VK WorkDisk

Mpesbio dpannos B VK WorkDisk

PacnakoBka apxnBoB B nHtepdeice VK WorkDisk

NuTerpaumns c APl VK WorkMail

Be6-untepodenc VK WorkMail

CepBuc aBaTapoK

IMAP VK WorkMail

HeuncnonHaemble cTaTnyeckmne gaHHble

VicnonHgemble cTaTnyeckne gaHHble

MX VK WorkMail

OAUTH2-aBTOpM3auus

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

Nma pomeHa

cloclo.cloud

cloclo

cloclo-
upload.cloud

openapi.cloud

pu.cloud

sdc.cloud

cloclo-stock

uploader.e

thumb.cloud

cld-unzipper

corsapi

filin

imap

img

imgs

mxs

02

OcHoBHOM

[na noythbl

[nsa xpaHunniy,

[nsa noytbl

[nga noytbl

[nsa noytbl

[na noythbl

[ns xpaHunuiy,

[ns noytbl

[na noythbl

[ns xpaHunniy,

[nsa xpaHunuuy,

[ns noytbl

[ns noytbl

[na noythbl

[na noytbl

[nga noytbl

[nsa noytbl

[na noythbl
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Ha3HayeHne gomeHa

O6u_|,enopTan bHbl€ CepBUVCbl aBTOpU3auUnn

MpokcupoBaHue BHeLwHKX BnoxeHunin VK WorkMail

[lomeH onsa TekcToBOro pegaktopa R7-office

O6nako, peannsyioLlee S3 API

SMTP VK WorkMail

CepBep aBTOPU3aLMN (MEXCEPBEPHbIE 3aMNPOCHI)

O6nako BpemeHHbIx BnoxeHun VK WorkMail

Webdav

Nma pomeHa

portal

proxy

docs

hb

smtp

swa

tmpatt

webdav.cloud

OcHoBHOM
OOMEH

[na noythbl

[nsa xpaHunniy,

[na xpaHnnuiy,

[ns xpaHnnni,

[na noythbl

[na noythbl

[nsa xpaHunuuy,

[nsa noytbl

NToroBbiii npumep pomeHa: af (Cy6aoMeH 13 Tabnuubl) + vbastradmail.onprem.ru (OCHOBHOW JOMEH U3

npumMepa, KOTOPbI Bbl 3aMeHnTe CBOVM) = af.vbastra@mail.onprem.ru .

Ba)kHo

3meHATb JOMEHHbIe MMEHa N3 Tabnunubl 3anpeLyeHo!

YctaHoswuk VK WorkMail ncnonbayeT nx npu pa3sepTbiBaHUN cucteMbl. ECnn npu ycTtaHoOBKe He 6yaeT HageH

COOTBETCTBYIOLUI JIOMEH, MOXET NPOUN30ATIN CEONA.

AdnckoBoe NpoCcTpaHCTBO

100% AMCKOBOro NpoCTpaHCTBa HEOBXOANMO CMOHTMPOBAaTb B KOPHEBOW pasfen ¢anfoBor cucteMbl. Takxe

HY>KHO BbIK/TIOUNTb darn nogkavky (SWAP).

DTanbl yCTaHOBKW

Becb npouecc yCTaHOBKW MOXHO pas3fesinTtb Ha ABa 3Tana:

1. B KOMaHOHOW CTPOKe Ha CepBEPE BbIMOMHAOTCA AENCTBUS A5 3arycka yCTaHOBLUMKA.

2. MNocnepytowas yCcTaHOBKa NPOV3BOANTCS B CNeLanbHOM Be6-nHTepderice.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/
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dencrensa B KOMaHOHOWN CTPOKe Ha cepBepe

1. Co3pgaHue nosnb3oBaTtena deployer
B KOMaHJJ,HOI7I CTPOKe BbINONMHUTE nocnenoBaTtes/ibHOCTb KOMaH!

Astra Linux

sudo -i

# 3apgaem naposb U cospaeM nonb3oBaTens deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# UrHopupyem owmbky "HEYJAYHbIA MAPOJSIb: error loading dictionary"
# B cny4dae, ecnu OoHa nosiBUNAcChb

# MepenoruHuBaeMmcs nofj nosib3oBaTtens deployer
sudo -i -u deployer
ssh-keygen -t rsa -N ""

# Haxumaem Enter (cornacutbca C BapvaHTOM MO YyMOSYaHMI0)

# Konupyem ssh-kJio4 B HYXHYI0 AUPEKTOPUIO
cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 660 ~/.ssh/authorized_keys

# OnuuoHanbHO: MpoBepsieM, 4YTO camu K cebe MoxeMm 3anTm 6e3 napons
ssh deployer@localhost

exit
PE[Q OC
sudo -i

# 3apjaeM naponb U cospaeM nonb3oBaTens deployer
DEPLOYER_PASSWORD=mURvNxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# lNepenorvHuBaeMmcst nop nosnb3oBaTtens deployer
sudo -i -u deployer
ssh-keygen -t rsa -N ""

# Haxumaem Enter (cornacuTbCA C BapuMaHTOM MO YMOJYaHWI)

# Konmpyem ssh-knw4 B HyXHYW OUMPEKTOPUI0
cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 600 ~/.ssh/authorized_keys

# OnNuMoOHanbHO: MpoBepsieM, 4YTO camu K cebe MoxeM 3aWTu 6e3 Mmapons

ssh deployer@localhost
exit
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CentOS

# Co3pgaem nonb3oBaTens
adduser deployer

passwd deployer

usermod -aG wheel deployer

# ABTOPWM3OBLIBAEMCHA MOM 3TUM MOJSIb3OBaTENEM

su - deployer

# Co3pmaem Ky

ssh-keygen -t rsa

# MponuceiBaemM B authorized_key pnsa ssh

cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 600 ~/.ssh/authorized_keys

A BaxkHo

Bca panbHenwas ycTaHOBKa 6yAeT NPOon3BOAMTLCS NOA CO3faHHbIM nonb3osatenem deployer. lNonb3osaTtenb
OOJDKEeH MMETb NpaBa agMVHNCTPAaTOPa.

3atem B paline /etc/sudoers PacCKOMMEHTUPYITE CTPOKY, CleayoLLyto nocne

## Same thing without a password:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PE[, OC

# %wheel ALL=(ALL) NOPASSWD: ALL
CentOS

# %wheel ALL=(ALL) NOPASSWD: ALL

[n§a 3TOro Hy>KHO BbINOMHNUTb KOMaHAY sudo visudo 1y6paTb # B Hayane NpuBELEHHON BbilLE CTPOKMN, Noc/e
yero BbITK 13 Vim ¢ coxpaHeHnem daina.

To e camoe MOXHO caefnaTbh C MOMOLLLbIO penakTopa nano:

sudo EDITOR=nano visudo
# HaxoOuMm HyXHYl CTpPOKY, yphanfem # B ee Havdane
# BbixoOMM M3 Nano C COXPaHEHUEeM W3MEHEHUN
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2. PacnakoBka guctpunéyTtumea

Pacnakynte guctpunbyTne nog nonblosatens deployer. HeT npuHLUNVanbHOM pasHuLLbl, KakM apX1BaTOpPOM
NoOJsIb30BaTbCA.

Hwxe npvBegeH npuMep A4ns unzip:

Astra Linux

# B cnyyae ecnu Ha MaWwuMHYy He YCTaHOBJIEH Unzip, CKayuBaeM ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb uMs_apxuBa

PE[, OC

# B cnyvae ecnuM Ha MawMHy He YCTaHOBJIEH unzip, CKayMBaeM €ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb uMA_apxuBa

CentOS

# B cny4dae ecnvM Ha MaWwvHy He YCTaHOB/MeH unzip, ckayuBaem ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb uMs_apxuBa

Ba>xHO

MNMocne pacnakoBKky He yaananTe Hukakne daiinbl. o 3aBepLUEHNN YCTaHOBKM [OMYCKAaETCs TONbKO yaaneHue
apXmBa, 13 KOTOPOro 6bl pacnakoBaH ANCTPUBYTUB.

3. 3anyckK ycTaHOBLUMKaA KaK cepBuca

YcTaHoBLUMK onpremise-deployer_linux pekomeHayeTcs 3anyckaTb Kak cepBuc. [py TakoM 3anycke He
npugeTtcs npuberaTtb K ONOAHMTENbHBIM MepaM (screen, tmux, nohup 1 T.1.), NO3BONSIOLLM YCTaHOBLLUKY
NPOAOMKNTb PAabOoTy B CNyyae notepun coeanHeHns no SSH.

YT106bl 3aNyCTUTb YCTAHOBLLVK Kak CepPBIC, BbIMNOAHUTE KOMaHAy (nogxoauT ans Astra Linux, PEL, OC n
CentOS):

sudo ./onpremise-deployer_linux -concurInstalllimit 5 \
-serviceEnable -serviceMake -serviceUser deployer
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Mo ymonyaHwuio BbICTaBAEH UMUT B 5 MOTOKOB, NPY HEOBXOAVMOCTU Bbl MOXETE YBENNYNTb KOMNYECTBO
notokos A0 10, ogHaKo aTO yBENUYNT 1 Harpysky Ha cuctemy. VicnonbsosaHue 6onee yem 10 NOTOKOB He
pekomeHayeTcs.
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OTBeT B CllyYyae yCMeLHOro 3anycka yCTaHOBLUKA BbIFIAAUT Crieayowmym 06pasom:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

The authenticity of host 'localhost (::1)' can't be established.

ED25519 key fingerprint is SHA256:g8si032KUsRU90C/MHro9WaTNKj4R+DkmVnVa7QsYCo.
This key is not known by any other names

# Beeoute "yes" M HaxmuTe Enter, 4T06bH MOATBEPAUTbL MOLKIIOYEHUE

Are you sure you want to continue connecting (yes/no/[fingerprint])?

CentOS

deployer.service was added/updates

see status: <systemctl status deployer.service>
deployer service rsyslog config was added/updates
see logs: <less /var/log/deployer.log>
deployer.service was enable and started

see status: <systemctl status deployer.service>

/" MpumeyaHue

HeBO3MOXHOCTb BKJTIOYEHMS CJ'Iy)K6bI rsyslog He NOBINAET Ha KOPPEKTHOCTb pa6OTbI cepBuca.

1. Bbi6Op BapunaHTa yCTaHOBKU

Ha CTapTOBOI‘/'I CTpaHNLEe HaXXMNTE Ha KHOMKY YcTaHoOBKa.
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ﬂ AdminPanel

MonHble BepCuUU NpoayKToB

Pa3BepHuUTE Ha Balumx cepBepax oguH unm Heckonbko npoaykToB VK On Premise

YcTtaHoBKa

UHCTpyKLUMA No ycTaHOBKE U HacTpolke o6opyaoBaHUs Yntatb
MHCTpyKLMA No KnacTtepHoOM ycTaHOBKE U HacTpoWnke o6opyaoBaHus Yurats
UHCTpyKLuMA no o6HOBNEeHUo Yutarb

MHCprKLIMH no o6HoBMNeHuro KrnactepHou yCTaHOBKMU YuTatb

2. Bbi6op npoayKToB

Bknounte dnar VK WorkMail. B otkpbiiemcs crivicke otmeTste VK WorkDisk v nepelignte k cnegytoLiemy
Lary, HaxkaB Ha KHoMky [lanee BHN3Yy CTpaHuLbl.
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3. lo6aBneHmne INLEH3NOHHOIO KJ1oua

BBeauTe NMUEH3MOHHbIN KoY UK yKaxkuTe nyTb K danny nuueHsun .lic, 3atem HaxmuTe Ha KHonky Janee.

@ AdminPanel

JINLEH3NOHHbIN KoY

JNInueHanoHHbIN kN4 VK WorkMail:

doc-mail.dev.onprem.ru.lic Bbi6patb arin

JTnuensnsa 0187e174-d83f-75¢2-806f-8408d935b622 ana onprem.ru. Konuyecteo nons3osartenen: VK WorkMail - 30, VK

WorkDisk - 30. Pa3peluéHHble noyToBble gomeHbl: "doc-mail.dev.onprem.ru”, "admin.qdit". JenctButensHa go 27.09.2023,

17:51:43

4. lo6aBneHve runepsnsopa

HaxxmunTe Ha kHonky [J,06aBuTb, B BbinagatoLLemM MeHio BbibepuTte CepBep.

@ AdminPanel

! icTa, MalLLUHbI - Tl 1. Ponib - hypervisor. 3To aoxHa 6biTb BUPTYanbHas MaluMHa, Ha KoTopoi ByayT sanyLu U B
) He nokasblBaTb 3aBepLUEHHbIE OG6beKTOB B CTPOKE 1 v
° ) MNokasaTb BCNOMOraTernbHble KOHTEAHePb! pynnuposats He rpynnuposats v

Dobasutb ¥
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OTKpOETCa OKHO [OBaBEHNS MNepBn3opa:

@ AdminPanel

n {7 6: MaLWHbI - T Ponb - hypervisor. 310 AoxHa GbiTe BUPTyanbHas MaluMHa, Ha KOTopoi GyayT 3anyLeHbl KOMMOHEHTbI NPOAYKTa B KOHTEeWHepax.

He nokasbiBaTb 3aBepLUEHHbIE O6bLeKTOB B CTPOKe 1 v

MokazaTb BCcnomoraTtenbHble KOHTSVIHepr rpyl‘ll‘lMpOBaTb He rpynnuposarts ™

Ponb P SSH-nopt Wwms runepsusopa

hypervisor v 10.12.15.1 22 Hypervisor

Wms nonbsosatens Maponb MpuBaTHBIA KN4 Data Center

centos strongPass Vicnonb3soBatb aBTopu3aLmio no naposnto v/ DC1

Tern

store,mail,etc...

(J MponycTuTb NPOBEPKY HE KPUTUYHBIX TpeGoBaHWI

OTmeHa Ho6aeutb

3anonHuTe nons:

- Ponb — hypervisor.
« IP — agpec maLLnHbl, Ha KOTOPYIO NPOU3BOANTCH YCTaHOBKA.

- Uma rmnepBusopa — yKaXunte nvda runepBn3opa i oCtaBsbtTe noJse nyCcTbiM. B clnlydae ecCnn Bbl OCTaBuUTeE
nosne He3anoJ/IHEeHHbIM, MA rmnepBr3opa 6y,c|,eT B3ATO 13 'hostname -s' n go6aBUTCA aBTOMATNYECKI.

- imga nonb3oBaTens — ykaxuTe 1Ms TOro nosib3oBaTtens, No4 KOTOPbIM 3anyLeH yCTaHOBLUKK. B
paccmaTpyBaeMOM NpuMepe 3TO NoJib3oBaTesnb deployer.

- Maponb — HeO6XOAVIMO BBECTI MaPOJIb MO/Ib30BATENS, NMOM, KOTOPbLIM 3anyLLeH YCTaHOBLLMK.
« [lo6aBbTe ssh-ktou:;

+ B none MNpuBaTHbI Kntou BoiGepurTe [Lo6aBUTb HOBbIN KJ1IOM.

P SSH-nopTt
10.12.15.1 22
Maponb [MpuBaTHbIN KoY

v Vcnonb3oBaTbh aBTOPU3aLIMIO MO Naposio ¢

+ [106aBUTb HOBBIN K04 r

OTtmeHa [Nob6aBntb

* B none Nma knova ykaxunTe noboe ygobHoe MMSAB COOTBETCTBUIN C X Ha3HavyeHnem deployerRSA. *

Mepengnte B KOHCONMb, BbINOMHNTE B HEN KOMaHAy cat ~/.ssh/id_rsa 1 CKOMMPYNTE KoY. * 3aTtem

BCTaBbTe ero B nose MpuBaTHbIA KoY. Ero Hy>XHO ykasaTb MOSIHOCTbIO, BKIOYas:

END RSA PRIVATE KEY----- * [Mone Maposb Kitoya ocTaBbTe

nycTbiM. * KnukHuTe no kHonke CoxpaHuTb. * MponycTTb NPOBepPKY HEKPUTNYHDIX TPEe60oBaHU — Npu
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BblBOpe YekboCka ByAEeT NponyLleHa NpoBepka Bepcun sapa 1 dnaros npoueccopa (sse2, avx). B
B0JIbLLUNHCTBE Clly4YaeB 3anosiHeEHME YeK6OKCa He TpebyeTcs.

MNMocne 3Toro HaxXmMrTe Ha KHOMKY Jlo6aBUTb — rMnepBr30p OTO6Pa3nNTCS B BEG-NHTEPdEICE YCTaHOBLUMKA.

HaxxmuTe Ha 3efieHyto KHOMKy fanee B MpaBoM BEpXHEM yriy A9 Nepexoda K CleayloLemy Lary.

# | AdminPanel Hacrpoiikn O6enyxusarne (034 Danee
) He nokasbiBaTb 3aBepLUEHHbIE OB6beKTOB B CTPOKE 1 v
MokasaTb BCrOMoraTenbHbIe KOHTEHEpbI I'pynnuposatb He rpynnuposats A
infra-03 (100.70.81.216) @

5. CeTeBble HACTPOWKU

YCTaHOBLLUVIK aBTOMaTNYECKIN BblYMCNSAET HEKOTOpPbIE CETEBbIE NapaMeTpPbl. TN napamMeTpPbl Heo6xognmMo

npoBepuTb N OONOJIHNTD, €CNi HE BCE N3 HUX 6b1nn onpeneneHnol.

# | AdminPanel Hacrpoitu O6cnyxwsanue o~
3anonHuTe HacTPOIKY ceTe.

HacTpoviku

Cetn  [loveHHbie mvena  Xpawnnuwa  Lapavposarvie u penukauns B} HacTpoiiki KOMMOHEHTOB  UkTerpausu  MepemeHHbie OkpyXeHis

CeTeBble HACTPOMKM

MoaceTb, UCnonb3yemas Mo4ToN Ha cepeepax: 100.70.80.0/23

MogceTb, Mcnonb3yemas BHYTPU KOHTeiHepoB: 172.20.0.0/20

MTU cetu koHTeilHepoB: 1450

HE ncnoneaoears IP-in-IP u BIRD:

Cnucok NTP-cepsepos: + [oGasutb

Cnucok DNS-cepsepos. OcTassTe NyCTbiM, €Cnn cnonbayetcs DHCP: 10.255.2.3 —

+ [oGasutb

Ykaxunte NTP-cepBep 1 DNS-cepsep.

A BaxxHo

O6s3aTenbHo HacTporTe NTP B cooTBeTCTBUM C pekomMeHgauvamu: ana RedOS, gna Astra Linux. He cnegyet
yKa3sbiBaTb 6enbii NTP-cepBep.

Y6epunTtechb, 4YTo:

- MopceTb, ncnonb3yemas NOYTON Ha cepBepax, MeeT focTyn Ha 80-i nnuv 443-11 NopT.

- MopceTb, cnonbayemas BHYTPW KOHTENHEPOB, MOIHOCTbIO CBO60AHA, YHVKA/IbHA 1 MPUHAONEXNT
Tonbko VK WorkMail.
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/" MpumeuyaHue

OTta nogceTb Cnonb3yeTcsd TOJIbKO A4 Tpacbvn(a Mexnay KOHTeVIHepaMVI BHYTPW CUCTEMDbI. Ecnun aBTomaTumyeckmn
BblYMC/IeHHada NogCeTb YHUKaJIbHa 1 He nNepeceKaeTca C opyrmMmm nogceTamMmim 3aka34vynka, 3Ha4eHNAa MeHATb He

HY>HO. 1o ymonyaHuio ncnonbayetcsa 20-9 noaceTb.

MNocne NMpoBEePKN BCEX HACTPOEK HaXXMUTE Ha KHOTMKY COXpaHI/ITb n nepe|7|p,|/|Te K cnegyouwemy wary.

# | AdminPanel Hacrpoitku O6cnyxusanve o~
3anonHuTe HacTpOIikK ceTen.

HacTtpoiiku

Cetn  [lomenHbie umena  Xpawunvua  LWapauposakue u pennvkauvsi Bl HacTpoiiki koMMOHeHToB  WHTerpauun  MepemMenHHbIe OKpyXeHHs:

CeTeBble HAaCTPOMKN

MoaceTs, ucnonbayemas NouTol Ha cepeepax: 100.70.80.0/23
MoAceTb, ucnonbayemas BHYTPU KOHTEAHEPOB: 172.20.0.0/20
MTU cetu koHTeilHepoB: 1450

HE uncnonb3oeats IP-in-IP 1 BIRD:

Cnucok NTP-cepsepos: ntp1.mail.ru

<+ [oGasuTb

Cncok DNS-cepsepos. OcTassTe nycTsIM, ecnu ucnonbayetcs DHCP: 10.255.2.3

+ Ho6asutb

6. lomeHHble nmeHa

Ha Bknagke [,oMeHHble MMeHa HeOBXO4 MO 3arOJIHATL BCE MONS:

- HazBaHWe BaLLen kKoMnaHunu,
- CalT BalLen KoMNaHnu,
« OCHOBHOW OMEH A1 CEPBUCOB,

- [loMeH ans 06/1a4HbIX XPaHUIINLL,

A BaxxHo

OCHOBHOW JOMeH gis cepBnCoOB N gOMeH gn4a 061a4HbIX XPaHNNNLL, OOJIXXHbI 6bITb Pa3sHbIMN.

Korpa Bce nonst 6yayT 3anofHEeHbl, HaXMUTE Ha KHOMKY COXpPaHUTb /15 epexofa K Clefylolemy Lwary.
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m  O6cnyxuBaHue

YKaXuTe OCHOBHbIE [IOMEHbI 11 106aBLTe SSL-CepTUdhUKaTI.

Mog cnoit HacTpoek CMUCOK [JOMEHOB, KOTOPLIE Bbl J0MKHLI 3aHeCT B DNS. Bbl MOXeETe MOMEHSITL MMEHA HEKOTOPLIX XOCTOB, ECIIA Takie afipeca 3aHsiTl, OJHako He PEKOMEHYeTCs 3T Aenats 6es

HeobxoaumocTyh.

P 7 JOMeH Ans 370 fomkeH 6biTb OTAENbHbIE JOMEH TOTO e YPOBHS, YTO 1 OCHOBHOW. Hanpumep: mail.example.ru u other.example.ru - 06a foMeHa 3-ro YpoBHS.

TaK KaKk OCHOBHbIE HACTPOIKM JOMEHOB BIMSIOT Ha , Henbast pefiakTpoBark o6e rpynmbi.

Mocne 3anonHeHns 0CHOBHbIX HACTPOEK, aBTol WMS ANS KaXA0ro JoMeHa. COXpaHUTe OCHOBHbIE HACTPOIIKK 1 y AOCTYN K " it

K [noMeHaM.
HacTtpoiiku
Cetn  [lomeHble umeHa  Xpawunuwa  Llapauposarve v pennukaums B HacTpoiikv KOMNOHeHTOB  MHTerpaumn  [epeMeHHbie okpyxeHus
O6Lyme HaCcTPOKK AOMEHOB
HassaHue Balueit komnaHum: SSL-cepTudukarsl
fmr CoxpaHuTe HacTpoliki AoMeHOB Ana AobaBneHus cepTudmkaTos
VK Communications

CaliT Balueil komMnaHum:

https://mail.vk.com/

OCHOBHO [JOMEH /NS CePBUCOB:

vbastraOmail.onprem.ru

[TloMeH Ans 06nayHbIX XpaHMNLL:

vbastraOst.onprem.ru

/" MpumeyaHue

[Mocne coxpaHeHns AOMEHHbIX MMEH NOoSBATCS owmnbk. OHW NponagyT nocne gotasneHus SSL-ceptundrkaTos
Ha cnegyioLlem Lare.
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6.1 Jo6aBneHne SSL-cepTnunkartos

HaxmuTte Ha kHonky [lo6aBUTb cepTudUKaT Nof 3aroloBkom SSL-cepTudukaThbi.

L’ AdminPanel Hactpoiiku O6cnyxusanvne (604
Ykaxute AOMEHbI 1 06 SSL-cep
TMoA croiinepom AOMOMHUTENbHbIX HACTPOEK HAXOAUTCA CTIMCOK FAOMEHOB, KOTOPbIE Bbl AOMKHBI 3aHeCT! B DNS. Bbl MOXETe MOMEHSTL MMeHa HEKOTOPbIX XOCTOB, ECIN Takue aApeca 3aHsThl, OiHAKO He PEKOMEHAYETCS aTo Aenat 6e3
HeobXxoaAuMMOoCTH.
il W AOMEH ans . 3T0 AOMKeH GbiTb OTAENbHbIE [JOMEH TOTO e YPOBHS, 4TO N OCHOBHOMW. Hanpumep: mail.example.ru u other.example.ru - o6a qomeHa 3-ro ypoBHS.
Tak kak OCHOBHbIE HAacTPOWKM AOMEHOB BAMSIIOT Ha AOMONHUTENbHbIE, HENb3s OAHOBPEMEHHO PeflakTUpoBaTh 06e rpynnbl.
Mocrie 3anonHeHNst OCHOBHBIX y PUPYET UMSI NSt KaXioro flomeHa. C iKu 1 nony [0CTYN K AONONHUTENBHBIM 1 cepr cepTuduKaThb
aBTo! K [AoMeHam.
HacTtpoiku
Cetn [HomeHHble umeHa XpaHunuwa Wapavposakue 1 pennukauna B HacTpoikn KOMNoHeHToB WnTerpaumnn MNepemMeHHble OKpyXeHUst
OB6Lwme HacTpolkn AJoMeHoB (4
HassaHve Balueit komnaHmn: SSL-cepTudpmkarsl:

VK Communications + Nobasute ceptudmkar

CaiiT Balueit komnaHun:

https://mail.vk.com/

OCHOBHOIA JOMEH AN CEPBUCOB:

vbastraOmail.onprem.ru

[lomeH Ans 06nadHbIX XpaHUULL:

vbastraOst.onprem.ru

Hactpoiikv fomeHbIx uméH [E8)

[LomeH ans Be6-nHTepdeiica aBTopusaLmm: Oumbka:
account.vbastraOmail.onprem.ru He HaiineH noaxopsiuuin ceptudukar r_J/

B oTkpbiBLLECA PopMe BBegUTE CEPTUDUKAT 1 KITIOY. VX HEOBXOAMMO yKa3aTb MOHOCTbIO, BKIIIOYas:

Takxxe CyL,eCcTByET BTOPOW BapUaHT L06aBNEHNS: HAXMUTE Ha KHOMKY Bbi6paTtb $painn 1 ykaxuTte nyTb K
dainy ¢ ceptndunkatom .crt n K danny c kovom .key.

/' TNpumeuanne

[MpwBaTHbIN KOY JOMKEH BbITb 4OBaBNEH B OTKPbITOM BUAEe, 6€3 cekpeTHOM dpa3sbl. 3aKOANPOBAHHbBIN KoY
oTnn4yaeTcs oT OTKpbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .
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KnukHuTe no kHonke CoxpaHnTb.

[o6aeneHne SSL-cepTudukara

SSL-
cepTtucumkar:

Wnu BbiGepute haiin ¢ cepTudmkaTom Bbi6path chaiin

Knitoy
cepTudumkara:

Vinu BbiGepuTe haiin ¢ knovom cepTudukara BbiGpath hann

CoxpaHuTtb

Ecnun BCé BepHO, B nHTepdelrice He byaeT 0TObpaXxaTbCs OLLUNBOK N KPAaCHOM NOACBETKN. HaxXmMmunTe Ha 3e1eHyio

kHorky Oanee.
[, AdminPanel Hactpoitku O6cnyxusatve ﬂanee
HacTporiku
Cetn  [lomenHbie umera  Xpawunuwa  Lapavposakve u pennukaumsi Bl HACTpOViki KOMMOHEHTOB  WHTerpaumn  MepemeHHble OKpyxeHUs
O6Lme HaCTPOVKM JOMEHOB (4
HasBaHue Balueit koMnaHum: SSL-ceptucbukatsl:
VK Communications E,/ *.cloud.vbastraOmail.onprem.ru, *.e.vbastraOmail.onprem.ru, *. il.onprem.ru, *. onprem.ru

CaiiT Bawuen komnaHmm: -

https://mail.vk.com/ LeiicTeutenen ¢ 19.04.2023 15:51:23 no 18.07.2023 15:51:22
Buigan: Let's Encrypt (R3)
OCHOBHOI1 AOMEH AN CEPBUCOB:

vbastraOmail.onprem.ru + _No6aputs ceptudukar

[LomeH Ans o6naqHbIX XpaHumnLL:

vbastraOst.onprem.ru

HacTpolikvu JOMeHbIX UMEH

Ceptudpukatsl:
[omeH ans BeG-uHTepcheiica aBTopuaLmm: 0:*.cloud. il.onprem.ru, *. nprem.ru, *. il.onprem.ru, *.vbastraOst.onprem.ru go
account.vbastraOmail.onprem.ru 18.07.2023 15:51:22 Z
Ceprudmkars:
[omeH ans ckaumeaHus snoxernin VK WorkMail: 0:*.cloud. nprem.ru, *. nprem.ru, *. nprem.ru, *.vbastra0st.onprem.ru o
af.vbastraOmail.onprem.ru 18.07.2023 15:51:22 @
CepTudumkaTsl:
[lomeH ans ckaymBaHus uconHsiembix Broxenuin VK WorkMail: 0:*.cloud. nprem.ru, *. nprem.ru, *. nprem.ru, *.vbastra0st.onprem.ru o
af.vbastraOst.onprem.ru 18.07.2023 15:51:22 @
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7. 3anycK ycTaHOBKIU rmnepensopa

Hauyana ycTaHOBKU NepenanTe K O6LLeN CTPOKe COCTOAHNSA — AN 9TOro HaxmuTe Ha norotn AdminPanel.

KnukHnTe no kHonke Play (TpeyronbHuK) pagom ¢ 06LLeil CTPOKOW COCTOSHNS B BEPXHEN YaCTy 9KpaHa.

@ AdminPanel Hactpoitku O6cnyxusanne (0}
Zanycrute BCex Bbl MoXeTe i /i YCTAHOBKIA. [1151 GTOTO HAXMIUTE KHOMKY aBTof yio y y" (3en8Hbiii Tpey B CTPOKe OBLLEH CTATUCTIKH).
BHUMAHUE! H vika r BHOCUT B 7KV MaLLVH. B o b
Taloke Bbl MOXeTe B LiefisiX OTaAKM 3anyckaTb YCTAHOBKY KaXaoi MallnHb! (3enéHblit B CTPOKE . nnn 3agadvm Ha KaXXaon MalunHbl. [N 3Toro nepenanTe Ha CTpaHuLy MalvHbl

(4épHast LWecTepéHKa B CTPOKE MallnHbI).
Mpynnuposat He rpynnuposate v ) He nokasbiBaTb 3aBepPLUEHHbIE OB6bLEeKTOB B CTPOKE 1 v

hypervisor1 (213.219.214.238) L] D |

nO,D,TBep,EI,VITe 3anyck aBTOMAaTNYECKOW YCTaHOBKW, Ha>XaB Ha KHOTMKY 3aI1yCTIlITb.

I'Io,qmepnme 3anyck aBToMaTU4eckomn YCTaHOBKU

BbiNosHeHMe OCTaHOBUTCS B CIEAYHOLLMX CRIy4asix:
1. Ecnm war Tpebyert 3arpysku chaiinos

2. Ecnm war TpeByeT py4Horo 3anycka

3. Mpowsowwna owmbka B NPoOLECCe BbINOMHEHUS

BbinonHeHne aBToMaTHECKol YCTaHOBK MOXHO OCTaHOBUTb. B Takom criyyae yCTaHOBLUMK AOKAETCA
BT 0 Wwara, u aBTOMATUYECKYIO YCTAHOBKY

OtmeHa

[oxanTech 3aBeplLUeHs YCTaHOBKM rinepBusopa. Moka npouecc naeT, pSaoM CO CTPOKO COCTOSHNA 6yaeT
OTOB6paXaTbCs KpacHas KHomMKa Stop.

@ AdminPanel Hacrpoiiku O6cnyxueatve (634
BCEX T Bbi MoxeTe bCst ! i i [1ns aTOro HaxmuTe KHOMKy "3anycTuTs y s €HbIl Tpey B CTPOKe 06LLiel CTaTuCTIKu).
BHUMAHWE! | 7Ka ri BHOCUT B VKM MaLUNH.
Taloke Bbl MOXETE B Liensx OTNaaky 3anyckaTb YCTAHOBKY KaX/I0/ MaLLMHbI MO-OTAENBHOCTY (TPEeYronbHUK B CTPOKE MaLUnHbI), Min b 3a7@4M Ha CTPaHWLE KaxJoW MaluHbl. [l 3TOro nepemauTe Ha CTpaHuLy MalunHbl

(lwecTepéHka B CTPOKe MalLMHbI).
QN

Ipynnuposatb He rpynnuposats v @ He nokasblBaTb 3aBepLUEHHbIE O6bLEKTOB B CTPOKE 1 e

hypervisor1 (212.233.93.121) TR D |
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/" MpumeuyaHue

B npoLecce yCcTaHOBKM 1 HACTPOWKU CUCTEMbI MPOVICXOAAT M3MEHEHUS KOHPUrypaL . BupTyanbHaa MaLlmnHa
MOXET NnepesarpysnTbCsl, 1 NOTPeByeTCs MOBTOPHbIV 3anyCk aBTOMAaTUYECKOWM YCTaHOBKN. [115 MOBTOPHOro
3amnycka HaXXMuTe Ha 3eneHyto KHomnKy Play nn6o B BepxHel o6LLell CTpOoKe COCTOSHUS, TM60 PSAOM C

Ha3BaHeM rmnepsnsopa.

8. leHepauua KOHTeNHepoB

HaxmuTe Ha KHonkKy CreHepupoBaTb aBTOMaTUYE€CKU, YTO6bI JO6aBUTb MO OAHOMY KOHTENHEPY AN5 KaX 40N

ponu.

@ AdminPanel Hacrpoiiu O6cnyxusatne ®~

Moxanyiicta, fo6aBbTe Mo OAHON MaLUMHE ANs Kaxaoin ponu. Haxmute "CreHepupoBaTtb aBToMaTieckn” Ans 6biCTPoro coaaaHus.

YcTaHOBKa 3aBepLueHa .

) He nokasblBaTh 3aBepLUEHHbIE O6beKToB B CTPOKE 1 v
MokasaTb BCriomoratesnbHble KOHT&ﬁHprI rpynnmpoaaTb He rpynnupoBatb v
hypervisor1 (100.70.81.216) m@.

[DoGauTs ¥ CreHep1poBaTh aBTOMATU4ECKH

Ha aKpaHe HauHyT NOSBNATbCSH CreHEPUPOBaHHbIE KOHTENHEPbI.

A BaxkHO

B clny4yae nogaesneHuns OLWNB0OK VICI'IOJ'Ib3yVITe pasgen Jlorn n nonesHble KOMaHabl.

L

Yepes HekoTopoe BpeMS 3BMEHUTCS CTaTyC B CTPOKE COCTOSIHMSA, B MPaBOM BEPXHEM YTy NOABUTCS KHOMKA

Danee, HanpoTuB runepsusopa hypervisorl noasuTtcs kHonka Play.
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@ AdminPanel Hactpoiikn O6cnyxusanue

(7200 _______________________________________________________________N

© ) He nokasbiBaTb 3aBepLUEHHbIe O6beKToB B CTpOKE 1 v
@) MNoka3aTb BCrIOMOraTerbHbIe KOHTEHEpbI pynnuposatb He rpynnuposarb. v
hypervisor1 (100.70.81.216) G g

registry1 (100.70.81.216)
infraetcd1 (100.70.81.216)

calico-libnetwork1 (100.70.81.216)

calico-node1 (100.70.81.216) [TENEa)

bind1 (172.20.5.102) Qa

consult (172.20.5.104) 2]
mailetcd1 (172.20.4.129) T2 @
memcached1 (172.20.5.103) (TS0 a
zookeeper1 (100.70.81.216) ® a
bibliodb1 (172.20.5.111) (IR

KnukHuTe no kHonke Play HanpoTuBs runepsnsopa hypervisorl.

MopTBEPANTE aBTOMATMYECKIUI 3aMyCK 3a4a4 Ha rMNepBr3ope, HaXxas Ha KHOMKY 3anyCcTuTb.

MoaTBepauTe 3anyck Bcex 3agay Ha hypervisor1

Mocne 3anycka waros, b X 6yner

Bl Tcs B cnyyasx:

1. Ecnu war TpeGyeT 3arpy3ku dainnos
2. Ecrm war TpebyeT pyuHoro anycka
3.0 ownbka B Bbl

OTtmeHa BanycTuTi

Ha reHepauuio TpebyeTca Bpems. [NogoxanTe, noka ncyesHeT 3enieHas KHonka Play HanpoTuBs runepsrsopa

hypervisori, n HaxmuTe Ha KHoMnky flanee ona nepexofa K cnegylolemy Lwary.

o NHpopmauusa

PasBepHyTyto MHPOPMALMIO O Ha3HaYEHUN PONEN, X AY6NNPYEMOCTU, 3aBUCMOCTSIX U T.M. Bbl MOXETE HalTu,
KNNKHYB MO 3HaYKy @ 1 nepengs B pasgen OnncaHne cepBNCoB. B 3TOM e BbinagaloLem MeHIO Bbl HallgeTe
LOMOSHUTENbHYIO AOKYMEHTaLMIO, CMOXETE BKIOUYNTb NV BbIKIOYATb NPOAYKTbI (BHYTPW pasgena MpoayKTbl) 1

OBHOBWTb JINLEH3VIOHHDIN KoY.

9. XpaHunuwa, LapaupoBaHune n pennnkaunsa b/,

[na TectoBon YCTaHOBKIW OOCTaTOYHO aBTOMaTUYECKOro pacnpepesieHnsa no OMcKoBbIM Napam, No3TomMy

LOMOMHNTENbHAs HACTPOlIKa He TPEBYETCS, HaXMUTE Ha KHOMKY Janee.
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Cetn [lomeHHble MMeHa

cldmetast
blobcloud
mailcloud
zepto_del
zepto_main
zepto_opt
zepto_skel

zepto_search

crow_index
mescalito
fstab

HacTtponkn

Xpanunuia Wapavposaxue v pennukauusa B HacTpoiikn komnoHeHToB WHTterpauun MepemMeHHble OKpyXeHUs

Xpanunuiie darnos WorkDisk n S3

@ He penuTb xpaHUnUMLLE MO Ha3HAYEHNIO

# Awnck 1

# KoHTponnep YcTpoicTBo Pa3mep KoHTponnep

[o6GaBuTh MMM CreHepupoBaTh AUCKOBbIE Napbl

[aHHble o guckax oT 14.03.2024, 12:01:31. O6HOBUTL

Pazmep

Ha Bknagke WappgupoBaHue u penankaunsa B, Haxxmunte Ha kHornKky Janee.

@ AdminPanel

Hactpoiikn  OBcryxusakme

HacTponku
Cetn [omeHHble UmeHa XpaHunuwa LWapanposaHue u pennukauns 61 HacTpoiiki KoMnoHeHToB WHTerpauun MepemMeHHbIe OKpPYXEHUs!
3arpyautb 13 6a3bl
Wws B0 Howmep knactepa OTKa30yCTOMYMBOCTL: Macrep

abookpdd-tar2

abookpdd-tar 1 Overlord
mail-vkwm2-db2
addrbook-tar1

addrbook-tar 1 Overlord
mail-vkwm2-db1
addrbook-tar3

addrbook-tar 2 Overlord
mail-vkwm2-db2
addrbook-tar4

addrbook-tar 3 Overlord
mail-vkwm2-db1

aliases-tar1

aliases-tar 1 Overlord

mail-vkwm2-db1
appass-tar1
appass-tar 1 Overlord

mail-vkwm2-db1

OnpocuTs Bce Overlord' bl

Cocras

abookpdd-tar2
abookpdd-tar1

addrbook-tar1
addrbook-tar2

addrbook-tar3

addrbook-tar4

aliases-tar1
aliases-tar2

appass-tar1
appass-tar2

/' TNpumeuyanne

Heckonbko knactepos b[, (PostgreSQL, Tarantool, MySQL 1 T.n.) HYy>Hbl Ha 60bLUNX UHCTaNAUMSAX, B TECTOBO

YCTaHOBKE He MPpUMEHAIOTCA.
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10. 3anycK ycTaHOBKM BCeX MaLUVH

KnukHnTe no kHomnke Play psagom ¢ o6Lell CTPOKOW COCTOSIHNSA B BEPXHEN YaCTn SKpaHa.

@ AdminPanel Hactpoitku O6cnyxusatue fohe

|

@) He nokasblBaTb 3aBepLUEHHbIE O6beKTOB B CTPOKE 1 v

@) MNoka3zaTb BCrOMOraTerbHbIE KOHTENHEPDI MpynnupoBath He rpynnuposart v
infra-03 (100.70.81.216) e - |
registry1 (100.70.81.216) Ry - |
infraetcd1 (100.70.81.216) R - |
calico-libnetwork1 (100.70.81.216) ll@}.
calico-node1 (100.70.81.216) [ZXH) ﬂ{:‘ﬁ.
bind1 (172.20.4.129) GRS > |- |
clickhouse-keeper1 (100.70.81.216) ® ﬂ{:‘ﬁ.

[MopTBepanTe 3anycK aBTOMaTUYECKOW YCTAaHOBKM, HaXKaB Ha KHOMKY 3anyCcTUTb.

[MoateepauTe 3anyck aBTOMaTUYECKON YCTaHOBKN

Bi B cnyyasx:
1. Ecnm war tpe6yeT 3arpysku daiinos

2. Ecrm war TpeGyeT pyyHoro sanycka

3. Mpowzowna ownbka 8 NpoLecce BbINONHEHMA

BbINOMHEHME aBTOMATUHECKOI YCTAHOBKM MOXHO OCTAHOBUTH. B TakoM Criy4ae ycTaHOBLUMK 4OKAETCS

OTtmeHa KEL QI

BBl o wara, u Y

B 3aBUCKMOCTU OT 3Tana reHepaunmn 6yaeT MeHATbCS LBET UHAVKATOPa:
- Cepblli — B OXWAAHUN HaYana reHepaLumu;
« CUHMIA — B NpoOLLEecce reHepauuy;
» XKenTblii — Lwar HeoBXOA4MMO MOBTOPUTL (YCTAHOBLLVIK AEMNAET 3TO CAMOCTOSATENBHO);

- KpacHbii — ownbka.

OxunparniTe 3aBepLUEHNS YCTaHOBKN. [Toka npoLecc nget, psgoM CO CTPOKOW COCTOSHNS ByaeT OToBpaXxaTbCs
KpacHas kHorka Stop.
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/" MpumeuyaHue

Ecnne npouecce yCtaHOBKN U HaCTpOVIKVI CUCTEMDI NPONCXOOAT NSMEHEHINSA KOHC])VIpraLJ,VIVI, HEKOTOpPbIe 3aga4n
MoryT I'IOTpe6OBaTb NMOBTOPHOIO BbINOJIHEHWA. ,D,J'IFI NMOBTOPHOIO 3anycka HEOBXOANMO HaXaTb Ha KHOMKY Play B
ob6Len CTPOKe COCTOAHNA B BerHeVI HYacCTn 3KpaHa nnn pagomM C Ha3BaHNEeM KOHKPeTHOro KOHTeVIHepa.

11. 3aBepLUeHMe YCTaHOBKW, UHNLVAIN3aLusa AOMeHa 1 BXOS,
B MaHesIb agMUHNCTpPaTopa

Korpa ycTaHoBKa 6yLeT 3aBeplLueHa, COOTBETCTBYIOLLMI CTaTyC OTOBPAa3sNTCS B CTPOKE COCTOAHUS. s
nepexopa K criegylowemMy Lary HaxxmMmuTe Ha KHorky Janee.

|

He nokasblBaThb 3aBepLUEHHbIE O6bEKTOB B CTPOKE 1 v

MokasaTb BCoMoraTerbHble KOHTEMHEPbI pynnuposats He rpynnuposars v
infra-03 (100.70.81.216) k] - |
registry1 (100.70.81.216) R - |
infraetcd1 (100.70.81.216) (XD R - |
calico-libnetwork1 (100.70.81.216) ﬂ{ﬁ}.
calico-node1 (100.70.81.216) [ZXH) 0{0}.
bind1 (172.20.4.129) (XD R - |
clickhouse-keeper1 (100.70.81.216) [ZXH ® B{i}.
consult (172.20.4.131) [EEEXH) Ry - |
mailetcd1 (172.20.4.130) ([(E2XE) o&H
memcached1 (172.20.4.132) ([EEE) 0{3}.

BBeaunTte nms no4TOBOro AOMEHA 1 HAaXXMUTE Ha KHOMKY ,D,o6aB|nTb.

@ AdminPanel Hacrpoitku O6cnyxusanne @~

Coa3paiiTe nepBblil NOYTOBLIN JOMEH - YacTb email-agpecos nocne "@".

[MoyToBbLIE AOMEHBI KoHTelHepb!

vbastraOmail.onprem.ru

OTKpoeTcs HoBas BK/adKa, Ha KOTOPOI HEO6XOAMMO aBTOPM30BaATHCA:

- Vims nonb3oBaTensa — admin@admin.qdit.

- Maponb HaxoguTcs B daine — bizOwner.pass, 4719 ero NPoCMoTpa BBEANTE B KOHCOMM KOMaHAy: cat /

home/deployer/bizOwner .pass.
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(#) VK Workspace

BonTtu B akkayHT

admin@admin.qdit

BsecTu napons - 3anoMHUTL

Ecnn norvH v naponb 6bin BBEAEHbI MPaBWbHO, Bbl MONageTe B NaHenb agMmuHncTpaTopa. Ons nposepku MX-

3anmcK HaxmMuTe Ha kHonky MpoBepuTb celvac.

VK

Tech Mouta KaneHpapb  AppecHas KHura 0O6nako

a AdminPanel

2 Monb3osatenn

B AgmunncTpatopsl

CocTofHMe cepBepa

a

Q@ HacTtpoiikn
@ Murpauuna

B TIpynnbl pacebinok

Ob6wume AWVKN

WHeTpyKumna

@ daiinoBoe xpaHunuiie >

s

ApnpecHan KHura

CTpyKTypa KoMnaHum

VYnpasnexHve [OMEHOM

Kondurypauma >

vbastraOmail.onprem.ru v

CocTosiHMe cepBepa VvbastraOmail.onprem.ru

MocnepHuit war — HacTpointe MX-3anucb

Bea MX-3anvcy Henb3A 0TNpaBnAATbL U NOyYaTh NUCbMa.

J[o/MmKHO 6bITb Ceimyac
Mma nopnomeHa: @
HeTt 3anucu.
Twvn 3anucu: MX

CospaiiTe 3anuck
C yKasaHHbIMU
napamMeTpamu.

HaHHble: mxs.vbastraOmail.onprem.ru.

MpuopuTeT: 10

MpoBepuTb ceinyac

HﬁCTpOeHa aBToOMaTuyeckan nposepka 3anucen.
O pesynbTaTe Mbl COO6LMM BaM MO 3N1EKTPOHHO MoyTe.

[Mpwn ycnewHo NpongeHHON MPOBEepKe NOSBUTCS yBEAOMIIEHNE O TOM, YTO MX-3anuchk HaCTPOEeHa BEPHO.
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VK Tech Mouta KaneHpapb  AgpecHas kHura  O6nako

ﬂ AdminPanel vbastraOmail.onprem.ru ~
42 TMonb3oBatenu N )

CocTosiHne cepBepa VvbastraOmail.onprem.ru
& AnmuHucTpaTopsl

© MX-3anucu HacTpOeHbl BEPHO

Mouta v
Bbl MOXeTe OTNpaBATL W NoNyYaTh NUCbMA.
E) CocronHue cepsepa
. SPF-3anucb He HacTpoeHa
@ Hacrpoiiku
SPF nosBonAeT BnazienbLy fOMeHa ykasaTb B TXT-3an1cu JOMeHa CTPOKY, YKa3biBalolilylo CIMCOK CEpPBEpOB, MMEIOLMX MPaBo OTMPaB/IATL email-cCoOBIIEHNA ¢ 0BpaTHbIMM
@ Murpauma afipecamu B 3TOM AOMEHe.
& Ipynnbl paccbinok

WHcTpykuma no HacTpoiike

& O6wwue Awmrkm
Ha o6HoBneHve 3anuceit MoxeT noTpe6oBaTbeA [0 72 4acoB
© ViHctpykuma

) DI © Heo6xoauma HacTpoiika DNS 3anuceit ana pa6otsl DKIM

Mvcbma, oTrpaBneHHbIe C Balero JOMeHa, He NoANvChIBaOTCA CrneLyanbHOM NOAMMUCHIO M MOTyT nonagath B cram.

@ ApnpecHas KHura
€ CTpyKTypa KoMnaHum WwmA nopnomvena:  mailru._domainkey
Tun 3anucu: TXT
Q@ VnpasneHve [oMeHOM
MaHHble: v=DKIM1; k=rsa;
p=MIGfIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDic2
Q@ KoHdurypaums 3 3h3ABtEFx/0SdVhWBtSoArt15wVqMgdhtWsK3WnYj95g8hUV

hgKIErA13MUX1WGfVC/mfSnTIcBMVDOpWYTE2C3WbD4d
RtwvMI5Mfhd2EUExVagkpme2aYqTNL71NXknUcIGPEzHXKh
svWOVVTmOp2t9qLFoazltpkzZkpBwIDAQAB

WHcTpykuma no HacTpoiike

Mocne nposepkn MX-3anncm yCTaHOBKY MOXHO CUMTaTb OKOHYEHHO.

Ba>xHO

Mo 3aBepLUEHNIN YCTaHOBKIM JOMYCKaeTCs TOMbKO yaalleHne apxmBa, N3 KOTOPOro 6bif1 pacnakoBaH ANCTPUBYTNB
B Hayane ycTaHOBKW. Bce ocTanbHble daiisibl 4OMKHBI OCTaBaTbCs B narke ¢ gaisiom onpremise-deployer_linux.

He ypanainTte nonb3oBartens deployer — aTa yyeTHast 3anncb NoTpebyeTcs 419 OGHOBNEHNS U JanbHENLEeNn
3KCMyaTaLuum cepBuca noYThbl.

[ononHuntenbHas AOKYMEeHTaLuund

NHcTpyKuma no yctaHoBke o6HoBneHun VK WorkMail — B jokymeHTe cogepXuntcs nHbopmMaums no
o6HoeneHuio VK WorkMail.

NMpunoxeHue 1. YtTo genatb, ecnu npuv Bxoae B
naHenb agMMHUCTPAaTOpPa NosaBASAEeTCA OLUNOKa
«HeBepHbIN Naposib»

[MepenpoBepbTe, YTO NapPOSib CKOMMPOBaH BEPHO. YTOBbI MPOCMOTPETbL Naposib, BBEONTE B KOHCOAN KOMaHAY:
cat /home/deployer/VKWorkMail/bizOwner .pass . ECnn naponb 6bia NpaBusibHbIM, @ OLINGKa BCE paBHO
NosIBMAAaCh, Tak)Xe HEOBXOANMO CreHepupoBaTb HOBbIV NapPOsb.
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B Be6-uHTepdelice gennoepa nepengnte K Cncky KOHTENHEPOB, KNVKHYB no forotuny Admin Panel

@ AdminPanel @ Hactpoitku O6cnyxwusaHue (©)d

CospaiTe nepBbli NOYTOBLIV JOMEH - YacTb email-agpecos nocne "@".

[NoyToBbLIE AIOMEHBI KoHTelHepbl

testpismail.onprem.ru

Ha|7|,u,|/|Te B Crincke KOHTeIZHepOB fmaill n HaxxmMuUTe Ha 3HaYOK LwecCTepeHKn CcripaBa OT Ha3BaHWA KOHTeIZHepa.

cld-beaver1 (172.20.4.254) T2 0
nylon-proxy1 (172.20.4.253) 0
adloader1 (172.20.5.3) (YT 0
mailapi1 (172.20.4.255) 0%
mpop1 (172.20.5.1) 0
oper1 (172.20.5.2) ()
panda1 (172.20.5.0) T o0&
fmail1 (172.20.5.7) a%
img1 (172.20.5.5) (IS B
lightning1 (172.20 5.4) (ST 04
lightning-intapi1 (172.20.5.9) [+ E)
matter1 (172.20.5.8) 08
streamer-hotbox1 (172.20.5.10) 0%
streamer-int1 (172.20.5.11) () 08
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3anycTuTe BbinosHeHWe Wwara get_biz_owner.

@ AdminPanel Hactpoiiku O6cnyxusatue o~

fmail1 (172.20.5.7) O 2128

BbinonHuTe waru no HaCTpOﬁKe MalUUHbI
up_container 513

MoprotoBnTb haisbl KOHMUrypaLumm, cTaTuieckme AaHHble, 3anyCTUTb KOHTenHep 3anycTuTb

get_biz_owner [
Cospatb cynepnonb3oBartens. Cynepnonb3osaTenb - aAMUHUCTPATOpP BCEX NOYTOBbLIX JOMEHOB, OﬁcﬂyXMBaeMbIX NOYTOBbIM
cepBepom

3anyctutb

,D,O)K,D,I/ITer OKOH4YaHM4A BbIMNOJIHEHNA LLara, 3aTem CKOI'II/IpyI7ITe HOBbINN naposib.

MpunoxeHune 2. O6HOBMIEHNE NNLLEH3NOHHOIO KJIlo4a

Ecnu Bam Hy>XKHO O6HOBUTb NINLLEH3VNOHHDIN KJTIOY, HAXKMUTE Ha 3HAYOK @ 1 B BbiMagatoLeM MeHIO Bbibepute
O6HOBUTDb JINLLEH3NOHHDIN KJ1IOY.

@ AdminPanel Hacrpoiikn O6cnyxusarme (6}
Mpoay«kTbl
MoxanyiicTa, fo6assTe Mo OAHOI MaWWHE Ana kaxaon ponu. Haxmute "CreHeprpoBaTk aBToMaTyeckn” Ans GeICTporo cosaaHns. | OBHOBUTL NMUEH3VOHHBIN KIHOY |

i
YcTaHoBKa 3aBeplueHa HETPYKLAR MO yeTanoBKe

VIHCTPYKUMSi MO yCTaHOBKE AeMO-BEpCH

Onucatve cuctembl VK WorkMail
Ipynnuposatb He rpynnuposats v ) He nokasbiBaTb 3aBepLUEHHbIE O6BLEKTOB B CTPOKE

hypervisor (212.233.93.121) o
registry1 (212.233.93.121) [TEI2)
infraetcd1 (212.233.93.121)
calico-libnetwork1 (212.233.93.121) [T
calico-node1 (212.233.93.121) [T
bind1 (172.20.4.129)

bibliodb1 (172.20.4.130)

B oTKpbIBLLEMCS OKHE Bbl CMOXETe NPOCMOTPETb MHPOPMALMIO O TEKYLLINX NNLEH3USIX, @ Tak)Ke OBHOBUTb
JNINLUEH3NOHHDIN KJTtoM.
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Tekywias nuueHsus:
UUID:
KnueHT: on-premise.ru

"k

MouToBbIe AOMeHbI: "*.on-premise.ru"

MpoaykTbl:
VK WorkMail: c 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTenem
VK WorkDisk: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTtenen
VK Teams: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTtenem

Nnuen3unoHHbIN knroy VK WorkMail:

Vnn BbiGepute ain ¢ NMLEH3NOHHbBIM KITHYOM Bbi6paTtb chann

CoxpaHutb

Ecnu Bbl BHOCWAN KaKne-nn60o N3MEHEHUS, KIMKHUTE MO KHOMKe COXpaHI/ITb.

an/IﬂO)KeHI/Ie 3. Jlorn n nonesHble KoMmaHAbl

Bce komaHabl, nepevncnerHbie HUXe, CrnefyeT BbiNOHATb B KOHCOMN.
1. Nepesanyck ycTaHOBLUYIKA:
sudo systemctl restart deployer
2. Jlorn yctaHoBLLUVKa:
sudo journalctl -fu deployer
3. Cnncok 3anyLeHHbIX KOHTENHEePOB:
docker ps
4. Jlorn Kakoro-To KOHKPETHOro KOHTeNHepa:
sudo journalctl -eu uMA_KOHTeWHepa

5. CtaTyC KOHTelHepa:
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systemctl status uMMsA_KoHTelHepa
6. NNoCMOTPETb CNUCOK KCTOMaHHbIX» KOHTENHEPOB:
docker ps -a|grep Exit
7. NOCMOTPETb CMNCOK BCEX HE 3aMyCTUBLUNXCS KOHTENHEPOB:

sudo systemctl | grep onpremise | grep -v running

NMpunoxeHwne 4. Bbinyck SSL-cepTnpunKaToB C
Let's Encrypt

OduumanbHas nHctpykums EFF (Electronic Frontier Foundation) gns CentOS gocTtynHa no ccbiike.

/" TNpumeyaHne

Ha maLumHe goneH 6biTb yCTaHOBMAEH snapd.

[MocnenoBaTenbHOCTb AENCTBUIN B KOHCOJN:

1. MpoBepbTe, YTO YCTaHOBMEHA NOCNeHSs Bepcus snapd.

sudo snap install core
sudo snap refresh core

2. YpanuTte naketbl Certbot, yctaHOBNEHHbIe Yepe3 MeHemxep naketoB OC, ecnu Takme ecTb.

sudo yum remove certbot

3. YctaHoBuTe Certbot yepes snapd.

sudo snap install --classic certbot

4. MoproTtosbTe KOMaHAy Certbot k 3anycky.

sudo 1n -s /snap/bin/certbot /usr/bin/certbot

5. CreHepupyinTe cepTndurkaTbl. B nprmepe Huxe Ncrnonb3lyioTCcs TECTOBbIE AOMEHDI:
- testpismail.onprem.ru
- testpisst.onprem.ru

- e.testpismail.onprem.ru
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« cloud.testpismail.onprem.ru

certbot certonly --manual --preferred-challenges dns \
-d *.testpismail.onprem.ru -d *.testpisst.onprem.ru \
-d *x.e.testpismail.onprem.ru -d *.cloud.testpismail.onprem.ru

6. B npouecce Bbinycka ceptudumkata Hy>XHO 6yaeT 3aBecTut B DNS yeTbipe TXT-3anucu. Certbot Hanuwer,
Kakue VIMEHHO.

Mocne nosiBneHns nHGopmMaL M O NePBON 3anncy Haxmute Enter gns oTo6paxeHuns cnepytowein. Mocne
TOrO Kak BCe YeTblpe 3anucuy 6yayT nobasneHbl, Certbot creHepupyeT cepTudurkaThbl.

Mpumep oteeTa Certbot:

Please deploy a DNS TXT record under the name:
_acme-challenge.cloud.mail-training1.on-premise.ru.
with the following value:
8bFwSSolYouA-B1tit2MmpjXYZJZ06YODATdjDMIHe

7. Mocne Toro Kak cepTudukaTbl 6yayT CreHepPUPOBaHbl, B KOHCOMN OTOBPA3ATCA MY TH K HAM.

Successfully received certificate.

Certificate is saved at:
/etc/letsencrypt/live/mail-trainingl.on-premise.ru/fullchain.pem
Key is saved at:
/etc/letsencrypt/live/mail-trainingl.on-premise.ru/privkey.pem
This certificate expires on 2023-01-08.

These files will be updated when the certificate renews.

[aTa o6HoBNeHns gokymeHTa: 18.03.2024
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