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Ha3HayeHe fOKyMeHTa

[okymeHT onucbiBaeT npoueaypy HacTponkn nHterpaumm VK WorkMail Bepcuin He Hke 115 n VK Teams

BepCcun He Hmke 23.8.

MpepBapunTenbHble TPe60BaHNS

1. JocTyn k Be6-uHTepdency yctaHosmka VK WorkMail http://VK WorkMail server address:8888.

2. Joctyn k BM, Ha koTopon ycTaHoBneH VK Teams.

BaXxHO

Onsa prOdUCtiOﬂ—CI/ICTeM pekomMeHayeTca nponssoanTb HaCTpOIﬁKI/I B TEXHOJIOrm4eckoe OKHO.

HacTtpounkun Ha ctopoHe VK Teams

Co3pgaTb 60T aNga KaneHgaps

1. B cncke koHTakToB B VK Teams HannTn @Metabot.

2. OTnpaBunTb B YaT coobLieHue [start.

3. HaxaTb Ha Co3pgaTb HOBOro 60Ta.

4. BeecTu HUK gns HoBoro 6oTa. OH JoMmKeH 3akaH4MBaTbCs Ha bot, Hanpumep vkcalendarbot.
5. CoxpaHuTb Nosty4yeHHble |d 1 TOKeH.

6. PaspelunTtb 60Ty OTNPaBASTb COO6LLEHNE NEPBbIM, BbINOAHUB Ha cepBepe, rae yctaHosneH VK Teams,

KOMaHObl

sudo su
echo "row_add bots_can_write_first <botId>" | nc 127.1 4041
#rne <botId> - Id cospmaHHOro 60Ta Afs KaneHpaps
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Co3paTb NOYTOBbLIN 60T

1. icnonb3sys yat ¢ @Metabot cosgatb noytoBbiri 60T mailbot, no aHanorun ¢ 60Tom N9 KaneHgaps.
2. CoxpaHuTb ero Id n TokeH.

3. PaspewnTb 60Ty OTNPaBAATb COO6LLEHNE NEPBbIM, BbINOHUB Ha cepBepe, rae yctaHosneH VK Teams,

KOMaHabl

sudo su
echo "row_add bots_can_write_first <botId>" | nc 127.1 4041
#rpe <botId> - Id cospgaHHOro no4yToBOro 60Ta

4. PazpewnTb 60Ty oTnpasnsTb DeeplLink:

a. 3anTn Ha cepBep VK Teams, nepekniounTbCcsa Ha Nonb3oBaTens root.

b. MpoBepunTb HanM4re TabnuLbl;
echo "table_get bots_can_send_deeplink"” | nc 127.1 40641
c. Ecnn tabnunupl HET, cosgath ee:

echo "stdb_table_add bots_can_send_deeplink sn@string" | nc 127.1 4041

d. [lo6aBuTb 60Ta B TabANLLY:

echo "row_add bots_can_send_deeplink <botId>" | nc 127.1 4641
# rpoe <botId> - Id cosgaHHOro no4ytoBoro 6oTa

Cospatb TOKeH biz-admin

TokeH ykasbiBaeTcs B daine koHurypauum /usr/local/etc/import_prismtokens.yaml Ha cepBepe VK
Teams. /IameHeHNs HEO6XOAVMO BHOCUTb MO YYETHOW 3anuncbio root.

sudo su
vim /usr/local/etc/import_prismtokens.yaml
# [lo6aBuTb prism token
biz-admin:
methods:
- _any
ips: # cnucok ip-agpecoB runepsusdopoB-¢poHTOB VK WorkMail
- 192.0.2.1
- 192.0.2.2
akes: true
key: biz-admin
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[naToro YTO6bl NU3MEHEHNS BCTYynunan B CUYy, BbIMOJIHNTb KOMaHAy

/usr/local/bin/import_prismtokens.py -f /usr/local/etc/import_prismtokens.yaml

OTKprTb AO0CTYN B OKPYy>XeHne agMMnHNCTpaTopa

/" MpumeuyaHue

OTOT Wwar BbINOSHAETCS TOMbKO B clnydae, ecnm HEOBXOANMO CO3[aHNE MUHN-AMNMNOB A ynpasieHne MmnH-annamm.

B daiine koHburypaumm /usr/local/nginx-im/conf/conf.d/myteam-admin_allow_hosts.inc Ha cepBepe VK
Teams HeobxoaMmMo nponucaTtb cnncok IP-agpecos rmnepsunsopoB-epoHToB VK WorkMail. iameHeHus
HEOBX0OMO BHOCUTb MOL YYETHOI 3anncbio root.

sudo su

vim /usr/local/nginx-im/conf/conf.d/myteam-admin_allow_hosts.inc

allow <real.mail.ip>;

# BMecTO <real.mail.ip> ykasaTb IP-agpeca runepBusopoB-¢poHTOoB VK WorkMail

[naToro YTO6bl N3MEHEHNS BCTYynNuan B CY, BbIMOJIHNTb KOMaHAOy

nginx.sh reload

Ho6aBntb CN-rpynnbl agMMHNCTpPaTOpPOB

CN-rpynnbl agMUHUCTPAaTOPOB YKa3blBaloTCs B danne KoHpurypauum /usr/share/tarantool/extra_config/
nomail-1/nomail-1_extra_conf.lua Ha cepBepe VK Teams. /IaMeHeHNss HEOBXOAMMO BHOCUTb MO, y4ETHOM
3anuncolo root.

sudo su
vim /usr/share/tarantool/extra_config/nomail-1/nomail-1_extra_conf.lua
cfg.otp_permission.apps = {

[ 'myteam-client'] = "',
[ 'download_ios_application'] = '%',
[ "'myteam-admin'] = {

‘myteam-admin’,

b

,D,J'Iﬂ TOro YTO6bl NU3MEHEHNS BCTYynNunav B CJ1Y, BbIMOJIHNTb KOMaHAY

echo "dofile('/usr/share/tarantool/extra_config/nomail-1/nomail-1_extra_conf.lua')" |
tarantoolctl enter nomail-1
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OTpepaKkTnpoBaTb CeKLUio mpop B a1 myteam-
admin.yml

B daline koHdurypaumm myteam-admin.yml Ha cepsepe VK Teams BHECTUV NPaBKy B CEKLLMIO MPop.
VI3MeHeHs BHOCUTb Nof, yYeTHO 3anncbio root.

sudo su
cd /usr/local/etc/k8s/helmwave/
vim projects/godmod/values/myteam-admin.yml
#B cekuuum mpop
mpop :
enable: true
swa_host: http://swa.<pomeH VK WorkMail>
swa_url: /int/CheckSession
adminSn: admin@admin.qdit
adminRid: ©0:100001

naToro YTO6bl N3MEHEHNS BCTYnNunan B CY, BbIMOJIHNTb KOMaHAy

helm delete myteam-admin -n vkteams

HELMWAVE _USE_LOCAL _REPO_CACHE=1

helmwave up --build --tpl helmwave.yml.tpl \
--yml --templater gomplate -t myteam-admin

15 Toro 4To6bl NPOBEPUTL MPUMEHEHVE N3SMEHEHWI, BbINMOMHNTL KOMaHAY

kubectl exec -n vkteams -i myteam-admin-@ -c myteam-admin \
-- cat /usr/local/etc/config.yaml

HacTtpouTtb cepBuc Stentor

[ns HacTponku ncnonbayetcs dann koHPurypaumm /usr/local/nginx-im/conf/conf.d/stentor.conf . Bce
N3MEHEHNS HEOBXOANMO BHOCUTb MOA Nosnb3oBaTenem root.

sudo su
vim /usr/local/nginx-im/conf/conf.d/stentor.conf
#no6asnsaem IP apgpeca runepsusopoB-¢poHTOoB VK WorkMail
location / {
proxy_pass http://stentor_upsyncSuriSis_argsSargs;
allow 127.0.0.0/8;
allow 10.32.06.0/16;
allow <real.mail.ip>;
#BMecTO <real.mail.ip> ykasaTb IP-apgpeca runepsmusopoB-¢poHTOB VK WorkMail
deny all;
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Hactpountb CORS

[.ns HacTpolkn ncnonb3yeTtcs dann KoHdurypauumm /usr/local/nginx-im/conf/nginx.conf . Bce nsmeHeHuns

HeobxXoaMMO BHOCUTb Mof, Nofib3oBaTenem root.

sudo su
vim /usr/local/nginx-im/conf/nginx.conf
# B cekumm map Shttp_origin Scors_enabled ponucaTb
map $http_origin Scors_enabled {
~webim\.<gomeH VK Teams>$ 1;
~calendarx\.<gomeH VK WorkMail>$ 1;
~calendarmsg\.<gomeH VK WorkMail>$ 1;
~calendartouch\.<gomeH VK WorkMail>$ 1;
~e\.<gomeH VK WorkMail>$ 1;
~cloud\.<gomeH VK WorkMail>$ 1;
~d1\.<gomeH VK Teams>$ 1;
default 0;
}
# B cekuum variables geos from hiera pgonucaTb
# variables geos from hiera
geo Srealip_remote_addr Sallow_biz_grafana {
127.0.0.1 1;
10.32.0.0/16 1;
<real.mail.ip>/32 1;
#BMecTO <real.mail.ip> ykasaTb IP-apgpeca runepBusopoB-¢poHTOB VK WorkMail
default 9;

I'IpV||v|epb| 3aMNOJIHEHHbIX CEKLIN npuveeneHbl Ha |/|306pa>|<eH|/|9|x HVXe.

$http_origin $ _enabled

# variables geos from a
$realip_remote_addr $allow_biz_grafana
127.0.0.1
10.32.0.0

ﬂﬂﬂ TOro YTO6bI IBMEHEHUS BCTYynNunau B CJ1y, BbIMOJIHNTb KOMaHAYy

nginx.sh reload
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NMepeco3pgaTb pod agMUH-KOHCONN
BbInonHUTL KOMaHOy
kubectl delete pod -n vkteams myteam-admin-\#*
Bo3moxHO pod nmeet gpyroe HasBaHve, NOCMOTPETb Ha3BaHVE MOXHO C MOMOLLLbIO KOMaHAbl

kubectl get pods -A | grep myteam-admin

HacTpouTb Skywalker

/" TNpumeyaHne

OTOT War BbINOAHSAETCS, ToNbko ecnu ncnonbdyetca VK WorkDisk.

MpenBapuTenbHbIA 3Tan - Nofly4YeHne access_token .
1. MogkniounTbes no ssh k cepeepy VK WorkMail (k mawwmHe, roe 3anyLieH onpremise-depoyer_linux B
Cnyvae KnacTepPHOU YCTaHOBKN).

2. BbinonHuTb KoMaHay

grep -i webapi_vkt_token /home/deployer/main.yaml

Bce pencTausa, onucaHHble Huxe, BbinonHsoTCsa Ha cepBepe VK Teams nop, nonb3oBaTenem root.
1. B danne vim /usr/local/nginx-im/html/myteam/myteam-config.json BKOUYNTb dnar save-to-cloud-
enabled:true.
2. MNpuMmeHnTb n3ameHeHuns: kubectl delete pod myteam-admin-@ -n vkteams.

3.B danne vim /usr/local/go.files.icq.com/files.icq.com.config.yaml BKJOYNTb dnar

show_cloud_file_status: true.

4. MNepesanycTntb Ciyx6y: systemctl restart gofiles_httpd.
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5. OTpepakTnposatb pann /usr/local/etc/skywalker-1.yaml :

vim /usr/local/etc/skywalker-1.yaml
cloud:
host: "cloud-serverside-api.<no4ToBbin gOMEH>"
access_token: "<webapi-token>"
timeout: 68@s
domain: "cloud.<pomeH VK WorkMail>"
default_folder_to_save_file: "/dawnns mecceHpxepa"
force_loader_url: "http://cloclo-int.<pomeH VK WorkMail>/dupload"
mail:
host: "serverside-api.<pgomeH VK WorkMail>"
timeout: 5s
log:
level: "debug"
async: false

6. MNMepesanycTutb cnyxoy: systemctl restart skywalker-1.service.

HacTtpoukn Ha ctopoHe VK WorkMail

Bce onucaHHble Hxe OeACTBUS BbIMOMHSIOTCS B Be6-UHTepelice ycTaHosLwka VK WorkMail

http://VK WorkMail server address:8888

BkntounTtb nHTerpauymio ¢ VK Teams B cnucke npoayKToB

Ecnn npu nepsnyHon yctaHoske VK WorkMail He 6bin BKloYeHbl KOMAOHEHTbI HTerpaumn ¢ VK Teams, nx

HEOB6XOoOMMO BKOYNTD.

1 Haxatb Ha KHOMKY i B NMPaBOM BEPXHEM Yy, Bbi6paTb NyHKT MpoayKTbl.
2. BkniounTb cnegyoume KOMMNOHEHTbI:
» NInTerpaumsa ¢ VK Teams.
- Kanernpapb: 60T kaneHgaps ans VK Teams.
« BoT HOBbIX NOYTOBbLIX coobLeHnn gna VK Teams.
3. HaxaTb Ha kHomnky CoXpaHuTb.
4. MepenTn Ha Bknagky AdminPanel.
5. CreHepupoBaTb HOBblE KOHTENHEPDI:

- B cnyyae, ecnu VK WorkMail yctaHoBneHa Ha 0gHOW MallvHe, HaxkaTb Ha KHOMKY CreHepunpoBaTb

aBTOMaTNYeCKMN.
« B cnyyae knactepHown yctaHosku VK WorkMail:
a. Haxatb J,o6aBuTb = Heckonbko KOHTENHEPOB.

b. YcTaHoBUTb dubp YecTaHOBNEHO He 6onee O.
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c. Pacnpenenutb HegocTaloLe KOHTENHePbl MO rMMNepPBU3opamM C y4eToM Oy6nMpyemMocTi.

d. HaxaTb Ha kHonky [lo6aBnTb.

3anonHUTb HaCTPONKUN NHTErpaunun Beé-nHrepdence
yctaHoBwwmka VK WorkMail

1. B Be6-HTEPdENICE YCTaHOBLLMKa NEpenT Ha BKaaky HacTpoiku.
2. Boibpatb MHTerpaunmn — NHterpaumnsa c VK Teams.
3. BknounTb dnar cnonbsosaTb SSL wingposaHne.

4. 3anonHnTb BCe Mons:

HasBaHue nonsa 3HayeHmne

Appec API VK Teams ans go6asneHuns/yganeHus stentor.<gomeH VK Teams>.ru

nonb3oBaTenemn

Appec APl ynpasneHusa VK Teams admin.<pgomeH VK Teams>

Appec APl 6nHapHbIx gaHHbix VK Teams ub.<pgomeH VK Teams>

Appec knneHtckoro APl VK Teams u.<gomeH VK Teams>

Appec WEB-Bepcum VK Teams webim.<gomeHn VK Teams>

Appec mini-app API files-n.<gomeH VK Teams>

Appec APl 3BOHKOB (CCbIJTOK Ha 3BOHOK) call.<gomeH VK Teams>

Appec cepaepa VK Teams, rae HaxoguTcs ons sepcum VK Teams 24.2 v HUXeE:

Grafana stentor.<gomeH VK Teams>/myteam-
grafana

HauunHas ¢ Bepcum VK Teams 24.3:
stentor.<pomeH VK Teams>/grafana

URL Path pna Grafana B pomeHe naHenm onsa sepcum VK Teams 24.2 v HUXeE:
aoMUHNCTPUPOBaHNS myteam-grafana

HaunHas ¢ Bepcum VK Teams 24.3:

grafana
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HasBaHue nons 3HayeHune

TokeH VK Teams g nonyvyeHus CTPYKTYpPbI 3HayeHne key , B3aToe 13 Wara «Cos3gatb

opranHunsauun (B biz) TOKeH biz-admin»

Cnucok IP agpecos/nogceten VK Teams (ans <IP-agpec cepsepa VK Teams>

ACL B SWA)

/" TMpumeyaHne

Ha nprBegeHHOM Hxe CKpUHLOTE B kadecTBe goMeHa VK Teams ncnonbayetcs vkt-082.on-premise.ru . Bbl

LOJDKHbBI MCronb3oBaTh Baw gomeH VK Teams.

HacTtpoviku

Cet  [loverHbie uvera  Xpawunuwa  LWapavposaue v pernukauwsi Bl HacTpoikv KOMMOHEHTOB  UkTerpauun  TepemenHbie OkpyxkeHns

nrerpauus ¢ VK Teams Hactpoiiku nHterpauum ¢ VK Teams 4

Botbi ans VK Teams
@ Vicronbaosath SSL WwidpoBaHHIE AR MEXCEPBEPHBIX 3aMPOCoB

Wurterpaums ¢ VK HR Solutions

Apnpec API VK Teams ans A yn n 1eit; stentor.vkt-02.on-premise.ru
WHTerpauus ¢ aHTMBMPYCOM MO NPOTOKONY

ICAP

Wnerpauus WOPI peaatopa
CBOpLMK NOTEI

Murpauys kanexaapei no mpoTokony
EWS

Anpec API ynpasnenunsa VK Teams:

Anpec AP 6uHapHbix AanHbIx VK Teams:

Appec knuenTckoro APl VK Teams:

Anpec WEB-gepcuyt VK Teams:

Appec mini-app API.

Anpec AP| 3BOHKOB (CCbINOK Ha 3BOHOK):

Anpec cepeepa VK Teams, rae Haxoautcs Grafana:

URL Path 4nst Grafana & AOMEHe NaHen aaMHICTPUPOBAHNS:

admin.vkt-02.on-premise.ru

ub.vkt-02.on-premise.ru

u.vkt-02.on-premise.ru

webim.vkt-02.on-premise.ru

files-n.vkt-02.on-premise.ru

call.vkt-02.on-premise.ru

stentor.vkt-02.on-premise.ru/myteam-grafana

myteam-grafana

Token VK Teams Ansi nonyueHys CTPYKTYpbl OpraHm3auuii (8 biz):

Cnmcok IP appecos/noaceteit VK Teams (ans ACL 8 SWA): 100. 2

3anonHUTb gaHHble 60TOB B BE€6-NHTepdeiice yCTaHOBLUMKA
VK WorkMail

1. B Be6-nHTEpPdElCe yCTaHOBLLKa NepenT Ha Bkagky HacTpoiku.
2. Bbibpatb MHTerpaunmn — botbl anga VK Teams.
3. BkniounTb pnar Ucnonb3zosaTb SSL wingposaHme.

4. 3anonHUTbL Nons:

HasBaHune nons 3HayeHune

Appec bot-api VK Teams api.<pomeH VK Teams>
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HasBaHue nons 3HayeHne

ID 60Ta kaneHgaps VK Teams botId cospaHHOro 6oTa Ansa KaneHmaps
TokeH 60Ta kaneHgaps VK Teams token cosgaHHoro 6o0Ta Ansa KaneHgaps
TokeH 60Ta HOBbIX MOYTOBbIX coobLieHnn VK Teams token cospgaHHOro0 Mo4YTOBOrO 60Ta

/" MNpumeuyaHune

Ha nprBegeHHOM HXKe CKPUHLLOTE ncnonbayetcs agpec bot-api VK Teams ¢ TecToBoro creHaa. Bbi
OOMKHbI UICNOMb30BaTb Baw agpec bot-api VK Teams.

HacTponku
Cetn [lomMeHHble nmeHa Xpanunuuwa LWapavposanue n pennukaums b HacTpoiiku KOMNOHeHTOB WHTerpauum MepemeHHble OKpyXeHns
Wherpaums ¢ VK HacTpowiku nogkntovenus k bot-api VK Teams 4

Teams

Botel ans VK Teams @ Vicnonbaosath SSL windpoBaHHe AN MeXcepBepHbIX 3anpocos k 60Ty kaneHaaps

WnTerpauus ¢ VK HR Anpec bot-api VK Teams : api.vkt-02.on-premise.ru

Solutions

WHTerpauus ¢

@HTUBMPYCOM Mo ID 6oTa kaneHaaps VK Teams: 1000000001
npotokony ICAP

Whrerpauus WOPI TokeH 60Ta KaneHaaps VK Teams: ~ eessecseees
pefakTopa

TokeH 60Ta HOBbIX NOYTOBbIX coobLeHnin VK escscscaces
COOopLUMK NOYTbI

Teams:

Mwurpauus kaneHgapen
no npotokony EWS

NMpnmeHnTb N3meHeHNsa

1. B Be6-HTEpdElice yCTaHOBLLMKa NepelTy Ha Bklagky AdminPanel.

2. 3anycTuTb aBTOMATUYECKYIO YCTAaHOBKY, HaXaB Ha KHorMKy Play (> -}
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