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Ha3HayeHe fOKyMeHTa

B paHHOM OOKYMeHTe npencrtaB/ieHO OrNMnCaHne MexaHn3mMa OTrnpaBKKn 3arnpoCcoB B DLP-CVICTeMy, a Takxe

npouecc akTneaunn OTnpaBk OaHHbIX B DLP-CI/ICTeMy.

,D,OKyMeHT npefgHasHavyeH Ona ncnosib3oBaHNA CNCTEMHbIE aMUHUCTPaTOpaMun.

JononHnTenbHaa JOKYMEHTaLuns

ApXuTeKkTypa n onmcaHne CUCTemMbl — B JOKYMEHTE NpeacTaBneHo onncaHne CepBrcoB, 06ecrneyrBaloLLnX
oTnpaBsky gaHHbIX B DLP-cuctemy, n pacnonoxeHue log-danoB faHHbIX CEPBUCOB. He gBnseTcs YacTbio
ny6anYHON JOoKYyMeHTaummn, obpaTtutech K npeactasutento VK Tech, 4Tobbl 03HaKOMUTLCSA C AOKYMEHTOM.
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O6Llee onncaHmne

DLP-cnctema — cneumannsnpoBaHHOE NporpaMMHoOe obecnevyeHne, npegHasHadyeHHoe s 3aLMThl
KomnaHuu oT yTeuek nHdopmaumn. Co ctopoHbl VK Teams B DLP-cuctemy oTnpaBnsioTcs 3anpochl Npu
OTnpaBKe Mosb30BaTENAMN COOBLLEHNI 1K 3arpy3ske dainos.

EcTb gBa Tnna 3anpocos, otrnpasnsiembix B DLP-cuctemy:

* message — 06bl4YHOE TEKCTOBOE COOBLLEHNE;

- file — daiin, 3arpy>XXeHHbI Nonb3oBaTENEM.

Huxxe npepncTaBneHbl cxembl B3anmogencTtauns cepamncoB VK Teams npu oTnpaBke COOBLLEHNIN/dalifioB BO
BHeLwHto DLP-cuctemy 3akasyvka.

OTnpaBka coobLeHus
>

CoxpaHeHune coobLueHns
Y

OTnpaBka coobLeHus B
ouepeapb

v

MonyyeHue cooblieHuns
13 ouepepu

OTnpaeka
coobuieHus B DLP
—_—

I
1

Mpw oTnpaBke AaHHbIX TUMa message (Cxema Bbille) COOBLLEHNE NOoSIb30BaTENA COXPaHAETCS B XPaHUNLLLE
cepsuca Saws u B cepsurce Gbld-mchat (gns rpynnosbix yatoB)/Gbld-st (gna 1-to-1). Lanee coobLieHne
cknagpiBaeTcs B odepeb ana otnpaeku B DLP-cuctemy. Ouyepenb peannsoBaHa B cepBuice Resort 1
obpabaTbiBaeTcs cepBmcom Plumber.

Plumber — cepuc otnpaskun gaHHbix B DLP-cmnctemy, 3anyckaetcsa B Kubernetes.
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Mpw oTnpaBke gaHHbiX TUNa file (cxema Bbile) dalin nosib3oBaTena coxpaHsaeTcs B cepauce Go-files. danee
COOb6LEHNE CKTafblBAaETCS B o4epenb cepnuca Resort n obpabaTbiBaeTcs cepBuicom Plumber.
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Mpw oTnpaBke Nosb3oBaTeNeM COOBLLEHNS C NpUKpenieHHbIM dalinom (message + file, cxema Bbilwe) dann
coxpaHsieTcsa B cepuce Go-files. [lanee cepeuc Go-files Bo3BpalLaeT xew dpaiina, nocne 4ero coobLieHne
Nnosib3oBaTeNsl COXpaHsieTcs B cepBucax Saws 1 Gbld-mchat /Gbld-st ¢ xelwem daiina v o6pabaTtbiBaeTcs
cepsucamu Resort n Plumber.

[Mocne oTnpaBku gaHHbIX B DLP-cuctemy cepsuc Plumber npricBaviBaeT 3anpocy CTaTyc B 3aBUCUMOCTIU OT

pesynbrata OTNPaBKuy.
VK Teams noggepXmnBaeT MHTErpaLumnio co cnegyowmmy noctaswmkamy DLP-cnctem:

1. Searchinform

2. InfoWatch

OnwucaHmne B3anmogencteusa ¢ DLP-cuctemamun n HaCTpOIZKa MHTEerpaunmn npencTtaBieHbl HXE.
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Searchinform

Cxewma B3anmopgenctaus ¢ DLP-cuctemon komnaHum Searchinform npepcrasneHa Huxe.

3arpyska ¢anna

3arpyska ¢aiina

| [BuHapHble faHHble]

|

|

| WpeHTtudukatop daiina

|SRTEWBVNShBVv2TwzknsG2ecbdb21ab

MIME multipart message

v

|
|
I
|
T
T
OTnpaBka coobLyeHns ¢ Gansiom B rpynny |
| |

| OTnpaBka coobLeHus ¢ painiom |

| [id=1000@chat.agent] :

I

|

|

|

NpeHTndukatop coobLyeHms

L
|
|
|
|
o T12828051774770315 |

| {"message":
{"sender":"foo@bar.ru","chat":"1000@chat.agent","hash":"XhjRTFW8Vn
I shBVv2Tw2kxs62ecbdb21ab"}...}

v

|
OTnpaeka COOGLI{GHVM ¢ GaiinoM B MUHYIO nepenwclq)|
|

| OTnpaBska coobLieHus ¢ pannom
| [id=baz@foo.ru]

) 4

WpeHTudmkaTop coobLieHns
7128280581774770547

—_———T

| {"message":

| {"sender":"foo@bar.ru""chat":"baz@foo.ru""hash":"XhjRTFW8VnshBVv
| 2Tw2kxs62ecbdb21ab"}...}

|

>
>

OTnpaBka COOGLI.'eHI/Iﬂ 6es3 daiina
|

|

|

|

|

|

| OTnpaBka coobLieHus 6e3 daina |
| [id=baz@foo.ru] :
|

|

I

|

>
»

WpeHTudukaTop coobLieHns

L
|
|
I
| 7128280581774770776

{"message":{"sender":"foo@bar.ru""chat":"baz@foo.ru","text":"TekcT
coobueHns"}..}

v

P —
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Mepepayva paHHbIX ocyLecTBnsgeTcs no npotokony ICAP.

[Npwv oTnpaBke AaHHbIX TUNa message cepsuc Plumber dopmmpyet HTTP-3anpoc co cnegytowmmim
napameTpamu:

- "url" — http://vkteams/,

« TENO 3anpoca B json-opmare. MNpumep:

{

"sender" : "devi@example.com", // oTnpaBuTenb COO6WEHMUS

“chat" : "123@chat.agent", // nony4yaTenb coobueHus (MOXeT 6blTb Kak 4YaToM, TakK U
NOEHTUPMKATOPOM MOSb30BATENS)

"hash" : "23r2312fr3", // woeHTudukaTop ¢anna, ecnu 6bn OTMNpaBrieH

"text" : "Hello!", // TekcT coobueHus

"parts": "[{\"mediaType\": \"text\", \"text\": \"https://files-n-asemyonov.v3.im-
sandbox.devmail.ru/get/gPgpOYSoNTmT1Rbn206aE4V6332d3281bb wef\", \"captionedContent\":
{\"caption\": \"wef\", \"url\": \"https://files-n-asemyonov.v3.im-sandbox.devmail.ru/

get/gPgpOYSoNTm1Rbn206aE4V6332d3281bb\"}}]1", // cucTemHaa uHOopMauusi 0 coObGlLEHUM
"ip": "192.168.1.1", // ip oTnpaBuTens
"mid": 12341, // wheHTuPMkaTop coobweHus

- 3aronosok Content-Type — "application/json".

[anee nony4yeHHbin HT TP-3anpoc ynakoBbiBaeTcs BHYTPb ICAP RegMod-3anpoca. [Jo6asnaioTcsa cnegyioLmne
3aronoBKu:

« X-Authenticated-User // oTnpaBunTenb coobLLeHNs

+ X-Client-IP // ip appec oTnpaBuTens nucbma
®dannbl otnpasnstoTcs B DLP-cuctemy, korga dann 3arpyxeH Ha cepaep VK Teams. 3anpoc B DLP-cuctemy
oTnpaenseTca B dopmate multipart. Mpwu otnpaBke gaHHbIX TUMa file cepsuc Plumber popmnpyet HTTP-
3anpoc Co creayowWw My napameTpamu:

- "file" — nHpopmaumsa o cogepxxnmom dainna:

- 3aronoBok Content-Disposition — "form-data; name="file"; filename="{uma®darna}";

- 3aronoBok Content-Type — "application/octet-stream”;

- cogepxumoe danna.

« "hash" — nHbopmauusa o6 ngeHTndnkatTope danna:

- 3aronoBok Content-Disposition — "form-data; name="hash",

- hash ¢anna.

InfoWatch

Cxewma B3aumogenctaeusa ¢ DLP-cuctemowm komnanum InfoWatch npegcrtaBneHa Hmuxe.
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- — D

Mepepayva paHHbIX B DLP-cuctemy ocyuiecTtensetcs yepes InfoWatch Traffic Monitor SDK metogom pushAPI
SDK.

[aHHble, oTnpasnsemble cepancom Plumber B DLP-cuctemy InfoWatch, npencraBneHbl B LOKYMEHTaLMM K
npopykTy https://kb.infowatch.com/pages/viewpage.action?pageld=165545261.

CBa3blBaHMe cO6bITUN

DLP-cuctema ot InfoWatch ncnonbayeT nnarvHbl 415 NOAKIIOYEHNS AONOMHUTENbHbIX NepexBaTyrKoB. [pn
cueHapum «OTnpaBka coobLueHns ¢ GanioM» HEOBXOANMO CBSA3blBaTb COBbITS OBLLMM Npr3Hakom. CBs3b
BbICTaBNseTCs [O6aBNEHNEM 3arofioBka C xewwem daiina B KaXxgoe cobbiTne Npu faHHOM CLLeHapun.
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Moppo6Hoe onuncaHne NPeacTaBeHo B AOKYMEHTaLMN K MarmHaMm npogykKTa no cebiike https://
kb.infowatch.com/pages/viewpage.action?pageld=165546582.

[ns cospgaHus nnarHa Heo6xoaumMo co3gaTth paiin manifest.json, cogepxalunin nHGopMaLuio O NiarvHe.
Mpumep dainna manifest.json npencraBneH HuXxe:

{
"PLUGIN_ID": "346227C2657C4701B86892CAE732805D",
"DISPLAY_NAME": "MnaruH pns cobbiTusa MecceHpxepa',
"DESCRIPTION": {

eng": "IM events reception”,

"rus": "lpuem cobbITUN MeHendxepa"
}
"VERSION": "©0.0.1",

"VENDOR" : "VKteams",

"LICENSE": [

{

"PATH": "license/tm_license.license"
}

]

"PATTERN_SEARCH_LICENSE": {
"operator": "and",
"conditions": [

{
"“common_name": "VKteams"
}
{
"object_type": "im_VKteams"
}I
{
"protocol”: "NONE"
}

1
H
"ADDS_SERVICES": {

"SERVICE_TYPE": [

{
"SERVICE_MNEMO": "im_VKteams",
"DATA_CLASS": [
"kChat", "kFileExchange"
]

CON": "icon/acme_messenger.png",

"LOCALE": {
"rus": "MecceHpxep VKteams",
"eng": "VKteams messenger"
b
"CONTACT_TYPE": [
{
"MNEMO": "im_VKteams",
"SCOPE": [
“person”
I
"ICON": "icon/acme_messenger.png",
"LOCALE": {
“rus": "AkkayHT VKteams",
"eng": "VKteams account”
}
}
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}
"OBJECT_HEADER": [

{
"NAME" : "VKteams_file_hash_header"

"NOTE": {

rus": "Xew danna",
"eng": "File hash"

b
"DATA_CLASS": ["kChat", "kFileExchange"],

"USE_IN_POLICY": "1",
"USE_IN_QUERY": "1",
"USE_IN_NOTIFICATION": "1",
"USE_IN_LIST": "1",
"USE_IN_SHOW": "1",
"USE_IN_DETAIL": "1",
"TYPE": "string",

"FORMAT": "string",
"IS_MULTIPLE_VALUE": "1"

HacTtpownka oTnpaBkun gaHHbiX B DLP-cncremy

1. YTO6bI aKTUBMPOBATb OTMNPaBKy coobleHunin B DLP-cuctemy, Heo6xoganmo:

* BKIIIOYUTb dnarv (M3MeHNTb nnm fo6aBUTb CTPOUKIN) B KOHPUIYpaunoHHbIx dalinax cepsucos Gbld-st
(8ns yata 1-to-1) n Gbld-mchat (gnsa rpynnoBoro yata):

gbld.check_dlp true
gbld.check_dlp_sync true
PacnonoxeHune KoHPUrypaLunoHHbIx danos:
Jusr/local/etc/gbld-st-1.conf
Jusr/local/etc/gbld-mchat-1.conf
®nar gbld.check_dlp oTBeyaeT 3a OTNpaBKy coobleHun B DLP-cuctemy.

®nar gbld.check_dlp_sync OTBeYaeT 3a CUHXPOHHYIO OTNpPaBky COO6LLEHUN B cepBuc Resort. Ecnn
YCTaHOB/EHO 3HaYeHue true n cepBnc Resort He JOCTYNEH, COO6LLEHVA NOJIb30oBaTENEN B YaTax/rpynnax

OTNpPaBnaTbCcs He ByayT. OTnpaBka coobLeHunn B DLP-cuctemy Takke He 6yaeT NPOon3BOANTHLCS.

+ BbINMOSIHUTb Nepe3sanyck cepaucos Gbld-st, Gbld-mchat:
systemctl restart gbld-st-1 gbld-mchat-1

2. Yto6bl akTMBMpPOBaTb OTNPaBky ¢ainos B DLP-cuctemy, He06x0aNMO:

« BKIIOUYUTb dnarv (M3MeHNTb nnm fo6aBnTb CTPOUKIN) B KOHUrypaumnoHHom daiine cepsuca Go-files /
usr/local/go.files.icq.com/files.icq.com.config.yaml:

DLP:
isActive: true
syncSend: true
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resortClient:
timeout: "3s"

®nar isActive OTBeYaeT 3a OTNpPaBKy coobueHunii B DLP-cuctemy.

®nar syncSend OTBEYaET 3a CUMHXPOHHYIO OTMPAaBKY COOBLLEHNI B cepBuc Resort.

« BbINOSIHUTL Nepesanyck cepauca Go-files_httpd:

systemctl restart gofiles_httpd

3. lnga paboTbl PyHKLIMOHaNa HEOBXOOMMO:
« yKasaTb B KOHPUrypaunoHHoMm daiinie cepsuca Plumber fusr/local/etc/k8s/helmwave/projects/

plumber/values/plumber.yml 3HaueHne cekuun prefixes:

eted:

endpoints: {{.Release.Store.etcdEndpoints}}
prefixes: ["EXAMPLE"]
timeout: S5s

+ YCTAHOBUTb 3Ha4YeHus no kntoyam B ETCD :

MpumMep KoMaHab!:

etcdctl --endpoints=[XOCT_ETCD]:[MOPT_ETCD] put /vars/services/plumber/[PREFIXES]/public/
service/DLP/{KEY} {VALUE}

,roe:

PREFIXES — 3HayeHne COOTBETCTBYIOLEN CekLun B KOHPUrypaumnoHHom dalne cepsuca Plumber fusr/
local/etc/k8s/helmwave/projects/plumber/values/plumberyml;

KEY/VALUE — cMm. Tabnuubl HUXe:
key value
DLP/system Vms DLP-cucTemsl, Hanpumep: icap nnm infowatch.

DLP/address Endpoint DLP-cepBepa.

[aHHble Ko4Yr HEOBXOOMMO yKa3aTb Kak npu nHTerpauumn ¢ DLP-cuctemon Searchinform, Tak n ¢ DLP-
cnctemon InfoWatch.

B cnyyae HacTpoiku nHterpauum ¢ DLP-cuctemon InfoWatch Takxke [ononHUTeNbHO HEOBXOANMO
yKasaTb cnepgyioLme Ko4m:

key value

DLP/token TokeH gocTtyna. icnonbayeTcs B Ciyvae HaCcTpOoKu nHTerpaumm ¢ InfoWatch.
Heobxoaumo nonyunTb B agMuUH-naHenn cepsuca InfoWatch.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 1113 13



key value

DLP/ Vims komnaHum 13 nnueH3un. Icnonb3yeTcs B C/lyvae HaCTPOWVIKU NHTErpaumm
company InfoWatch.

DLP/ Vimsi cepBunca B nnarnHe, ykazaHHoe B manifest.json. /icnonb3yeTcs B cnyvae
imservice HacTpolkn nHTerpauumn ¢ InfoWatch.

Mpunmep komaHgpl gns DLP-cuctembl Searchinform:

etcdctl --endpoints=etcd.im-etcd.svc.cluster.local:2379 put /vars/services/plumber/
development/public/service/DLP/address icap:\/\/90.239.107.151:1344/request

Mpunmep komaHgpl gns DLP-cuctembl InfoWatch:

etcdctl --endpoints=etcd.im-etcd.svc.cluster.local:2379 put /vars/services/plumber/
development/public/service/DLP/address infowatch.beicq.net:9101

BHUMaHune

MepeknioyeHne DLP- cuctembl SOMKHO NPOUN3BOANTLCS NPW BbIKIIOYEHHOM cepBuce Plumber.

4. HactpouTb KoHPUrypaumio cepsmca Plumber:

« PV HEOBXOAMMOCTU N3MEHWTb HACTPOMKN MO YMOMYaHNIO — B KOHGUIrypaLoHHOM daiinie cepsurca

Plumber Jusr/local/etc/k8s/helmwave/projects/plumber/values/plumberyml nsmenutb nnu
006aBUTb CTPOYKN:

dlpClient:
timeout: 5s // TammayT oTnpaBKM AaHHbIX B dlp
debug: false //peTanusauus noros

files:

url: "files-c.<DOMAIN>" // appec cepBuca Go-files, oTKyAa MOXHO cKayaTb OTMpaBAseMbii ¢painn
timeout: 5s // TammayT Ha 3arpysky danna

+ 3adUKCMPOBaTb KONMMYECTBO penank cepauca Plumber, ons yero B danne koHpurypauum fusr/local/
etc/premsetup/defaults.yaml no6aBuTb CTPOYKN:

services_config:
plumber:
replicas: 1

5. Ecnun npu yctaHoBke VK Teams He 6bina Npon3BegeHa HacTpolka OTNpaBkn gaHHbix B DLP-cuctemy,
BbINOSHNTbL KOMaHAY:

premsetup.py --no-init --skip-check --install -m helmwave
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JoxpaTbca 3aBepLUEHMS PpaboTbl ckpunTa. [10 OKOHYaHMM NpoLLecca B KOHCOMN OTOBPasnTCs NepeYveHb
YCTaHOBJ/EHHbIX MoAynen. B cnyyae BO3HVMKHOBEHMS OLUIMGOK NPOLLEeCC YCTaHOBKY NPEPBETCS, B KOHCONM
oTo6pasnTca nHdopmaLma o6 oLumbKax.

[aTa o6HOBNEHNS fokyMeHTa: 25.03.2024 .
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