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OrnaesneHne

HasHauyeHune pokymeHTa
JononHutenbHaa AOKyMeEHTaLus
C60p cepBePHbIX IOroB
C60p NOroB KIMEHTCKNX MPUNOXEHWI
PacnonoxeHwne noros
Jloru BecKTOMHbIX MPUSIOXEHNIA
CepBepHbie noru
Jlorun 3BoHKOB
Jlorv oTaenbHbIX Cryx6
Jlorn Kubernetes
Jlorn cepsuca Keycloak
basoBble geicTBUS 1 METOLDI K TOraMiyt KITMEHTCKIX MPUIOXEHWUA 1 CEPBEPHbIMY IOraMit
MpriMepbl 3aNPOCOB 1 OTBETOB AJ151 TOrOB KINEHTCKIX MPUSIOXEHNIA
Mpumep 1. 3anpoc getPrivacySettings 1 ycnelwHbin otBeT (20000)
Mpumep 2. 3anpoc getChatMembers n oteet 50000 (Request timed out)
Mpumep 3. 3anpoc getChatMembers n oteet 40000 (Bad request)

Mpumep 4. MNMpobnembl ¢ DNS
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Ha3HayeHe fOKyMeHTa

B BaHHOM [OKYMEHTE NpeacTaBneHa NHbopMaLns 06 NHCTPYMEHTax C60opa JIOroB KIIMEHTCKUX MPVIIOXEHNI 11

CEePBEPHDbIX TOroB, ONMCaHO PacrioJiIoXeHre JIOros, a TakXxe rnpreeaeHbl Nprmvepbl T0roB KINNEHTCKUX

NPUNOXEHWIA.

rEl,OKyMeHT npefgHasHavyeH 04 ncnosib3oBaHNA agMUHNCTPaTOpaM opraHn3aunn.

JononHnTenbHaa JOKYMEHTaLuns

VIHCTpyKLUMs No HacTpolike nHTerpauuy ¢ SIEM-cncremon — B [OKYMEHTE nNpefcTaBneHo onncaHmne
nornpyemMbix cobbiTnin n dopmaT log-dalnnios, a Takxxe HaCTpoika oTrnpaskn log-dainnos B SIEM-cuctemy.
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C60p cepBepPHbIX 1IOros

Cnoco6 1. YHnBepcasnbHbIi MHCTPYMEHT c60pa 1oroB report.sh

[nga c6opa noro., MHGOPMaLLUK O CUCTEME N OBOPYAOBAHWN, a TaKXKe KON KOHOUIypaLMOHHbIX GannoB —

nog, nosnb3oBaTenem root BbINOMHUTb KOMaHAY /usr/local/bin/report.sh C HEOBGXOLUMbIM K/TIOYOM:

+ -s — NHbOPMaLMA O CUCTEME;

« -k — lorn NofoB Ky6epHeTNCa;

« -1 — nHbopmMaLMa O CUCTEME U IOTN 3a NocnegHne 2 vyaca;
« -h — cnpaBka;

+ -F — BbIrpy3Ka MOJHbIX JIOrOB;

« -f — BbIrpPy3Ka yKa3aHHbIX JJOrOB CEePBICa 3a ONpefeNeHHbl Nepunog, BpeMeHN:
[.na BbIrpPy3Ky HEOBXOOMMO YKa3aTb KIoYK:

- -f — cepsBuc,
+ -B — HavanbHasg gaTta noucka,

+ -A — KOHeuHas gaTa A5 nomcka.
®opwmat ykazaHus gatbl FOO-MECALL-HNCIIO.
MOXHO yKa3blBaTb HECKOJIbKO CEePBIMCOB Yepes kiiod -f , Hanpumep: -f beagle -f krtek.
Ecnm kniow A He ykasaH, TO 6yayT HanaeHbl log-dalinbl 3a Nepurog, ykasaHHbll B -B MO TEKYLUNA OeHb.
Ecnu knioun -A 1 -B He yKa3saHbl, 6yayT HallfeHbl BCe AOCTYMHble log-darnbl 3a BECb Nepurop.

Mpumep paboTbl ckpunTa report.sh ¢ ko4Yom -f :
report.sh -f beagle -f krtek -B 2023-11-20 -A 2023-11-22
CKpunT cCoOBepeT Norn 3a ykasaHHbl nepurop,. BoiBog, kKoMmaHabl 6yAeT Cneayowmm:

[14:44:12] Bce paHHbie 6ynyT pasmeleHsl B KaTanore /mnt/log/report

[14:44:12] Cospaiw gupexkTopuio /mnt/log/report

[14:44:12] Cospaw gupekTopuio /mnt/log/report/find_log

[14:44:13] Ansa oTnpaBKu JaHHbix B MAIL.RU GROUP Bam noTpebyeTca ceTeBOW AOCTYM K
https://files.icq.com

[14:44:13] OTnpaBuTb cobpaHHbie gaHHbie B MAIL.RU GROUP?

1) Yes

2) No

e -d — Bbl60p ONPEeKTOpUn 014 BbIrPY3K JTOroB;

Mpumep paboTbl Kitoya:
/usr/local/bin/report.sh -F -d /tmp

KomaHza coxpaHuT NoJHYIo BbIrpy3Ky report.sh B nanky /tmp/report. BoiBog koMaHabl 6YAET Cleayiowmm:
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[10:00:04]
[10:00:04]
[10:00:04]
[10:00:04]
[10:00:04]

Bce paHHble 6ynyT pa3MeleHbsl B kaTanore /tmp/report

Cospaw gupekTopun /tmp/report/archive /tmp/report/sysinfo
Co6upato nHpopmauuio o systemd units.

Cobupalo ceTeBble HAaCTPOUKM.

Cob6upalo MHopMaLui O KOHPUrypauum o6opyaoBaHUS .

Knioun MOXHO KOMBUHNPOBAaTb, a TakXKe yKasblBaTb HECKOJIbKO CEPBMCOB A1 MOUCKa, Hanpumep:

report.sh -s -1 -f beagle -f krtek

CKpVIFIT report.sh yMeeT OTrnpaB/iAaATb coépaHHue OaHHble B Cﬂy)K6y TEXHNYECKOW noanepP>XxKu. ﬂ,ﬂﬂ oTnpaBKn

BbiI6epuTe NyHKT 1 (Yes) B oTBET Ha Bonpoc «OTnpaBuTb cobpanHble gaHHbie B MAIL.RU GROUP?». OTnpaBka

OCYLLECTBSETCS TOMbKO B TOM CJly4ae, eCnii eCTb CETEBOW AOCTYN [0 cepBepa https://files.icq.com. VHaue

HEOBXO4NMO nepenaTtb BCe CO6paHHbIe LOaHHblE OOYrM crnoco6om, HanpumMmep, pasmMeCTuUTb X 414

CKauMBaHUNS Ha COB6CTBEHHbIX cepBepax.

Mpumep paboTbl ckpunTa report.sh ¢ knoyom -f :

[16
[16
[16
[16
[16
[16
[16
[16
[16
[16
[16:
[16
[16:
[16
[16
[16
tar:
[16:

109
109
109
109
109
109
109
109
109
109

10

;10

10

:38]
:38]
:38]
:39]
:40]
140]
140]
140]
141
142]
142]
142]
142]
:10:
:10:
:10:

54]
55]
57]

Bce pmaHHbie 6yayT pa3meweHsl B kaTanore /mnt/log/report
Cospak AvpeKTopuu.

Cobupatio
Cobupatio
Cobupato
Cobupato
Cobupai
Cobupatio
Cobupati
Cobupato
Cobupato
Cobupai
Cobupatio
Cobupati

JaHHble U3 CUCTEMHbIX XYpHanos.

JaHHble U3 CEPBUCHbLIX XYPHasoB.

KOHOUIrypaLui CepBUCOB.

uHpopmaymio o systemd units.

ceTeBble HaCTPOWKM.

uHdopMaLmio 0 KOHPUrypaumm ob6opynAoBaHUSA .

UHpopmaumio 06 MCNONb30BaHUM NaMATH.

UHpopMaumio 06 OTKPLITbHIX ¢ainax.

uHdopmaymio 06 Mcnonb3oBaHWe AUCKOBOro MPOCTPaHCTBA.
MHdopMaLmMio O 3anyweHHbIX npoueccax.

uHpopmaumiw o paboTe CepBUCOB.

uHdopmaumio 06 ycTaHOBNEHHOM MPOrpaMMHOM o6ecneveHuu.

CXuMal BCI0 NMONy4YeHHYl0 MHdopMaLmio.

CXuUMal KOHPUIrypauMOHHbIN $ann MHUUMaAnNUM3auuu.

Removing leading “/' from member names

10:57] Ana oTtnpaBku faHHbix B MAIL.RU GROUP Bam noTpebyeTcs ceTeBoi gocTyn K https://
files.icq.com
[16:10:57] OTnpaBuTb cobpaHHble gaHHbie B MAIL.RU GROUP?
1) Yes
2) No

Mo ymonuyaHuto Bce cobpaHHble faHHble coxpaHsioTcs B kaTanore /mnt/log/report.

Ecnu HeO6X0OMMO N3MEHUTb KaTanor, BbIMOMHUTE KOMaHLAY C yKa3aHneM KaTasora, B KOTOPOM 6yJJ,yT

COXpPaHATbCA BpEeMEHHbIE OaHHble, Harnpumvep:

/usr/local/bin/report.sh /tmp

Cnoco6 2. Jlorn Vector

[aHHbIN cnoco6 NCnonb3yeTcs, eCNN HET BO3MOXHOCTM 3arpy3nTb report.sh, nn6o 31o ns3GuiToyHo (Hanprmep,

NMocCsie BbINOJIHEHA KOMaHL, Mo I'IpOCb6e CJ'Iy)K6bI TEXHNYECKON I'IO,D,,D,ep)KKVI).

Mopg, nonb3oBaTenemM root BbiNOSHUTL KOMaHAY:
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tar -czf vector.tar.gz /var/log/vector/

1 npucnaTb nogaepxke apxve vector.tar.gz.

B Vector xpaHsiTCa noru BCcex CepBUCOB, KOTOPbIE MULLYT NX B CTaHAAPTHOE MeCTO (60JIbLUMHCTBO CEPBUCOB).
Jlorn pasmeluatotcs B gupektopuio /varf/log/vector/k8s B Buae TeKCTOBbIX palifioB C rpynnMpOBKOM No
NPOCTPAHCTBY VIMEH.

C60p NoroB KJIMEHTCKUNX NPUJTOXXEHUIA

B pecKTonHoi Bepcum NpuioXXeHus

' (S
Mepengute B HacTporkn VK Teams, HaxaB Ha 3HA4OK B JIEBOM HVDKHEM YTTy.

2. Bbi6epuiTe pasgen HanvwurTte Ham, 3aTeM HaXMUTE Ha KHOMKY MonyunTb apXmB JIOroB:

o~ OcHOBHble

=

<))  Yeepomnenus @ MpuUKpenuTb CKPUHLWIOT
& 3y nNpueatHocTL [3 Mony4YnTb apxmB 10roB
% & Odopmnexue

k.yarosh@mail.ru

CTukepbl

(3 3BoHku
OTnpaeutb

Topauue Knasuwm

@ A3bIK

@ HanuwuTte Ham

@ (@ O nporpamme

B MO6UIbHOI BEpCU NPUIOXKEHNS

" e
Bbi6epute nyHKT CepBUCDI, 3aTEM HAXMITE Ha 3HAYOK .
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CepBuchbl

0] &

NS & () e

2. BoibepuTte nyHKT O6LWme, 3aTeM HaxXMUTE Ha NyHKT O nporpamMmme 1 yoepXBanTe ero HaxaTbiv B
TeyeHune 15 cekyHa,
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Pacnono)xeHwme sioroe

Jlorn pecKTonmnHbIX HpVIﬂO)KGHI/II?I

B 3aBUCMOCTU OT ONEPaLNOHHON CUCTEMbI NOM ECKTOMHBIX MPUIOXEHWNA HAXOAATCS:

Windows: AppData/Local/VKTeams/logs

Mac Site: ~/Library/Application Support/VKTeams/logs

Mac Store: ~/Library/Containers/com.icq.macicq/Data/Library/Application Support/VKTeams/logs
Linux: .config/VKTeams/logs

Jlorn 3BOHKOB: J1OT AECKTONMHbIX MPUIOXEHNA HAXOAATCS B PACLUNPEHHbIX HACTPOWKaX W, eCnn penmnsHas
Bepcus, nepenTtn Hactpoiku > HannwunTe Ham > MonyunTb apxXmB NOroB. [11s Nosy4YeHns NOroB Mo6UbHbIX
npunoxeHun nepent HacTponkm > nonroe HaxaTue Ha BepCuio NPUIIOXEHNS BHA3Y aKpaHa > Develop >
OencTteBusa ¢ noramn > MoayunTb apxumB.

CepBepHble siorn

Jlorn 3BOHKOB

XpaHaTcs B ¢aline /varflog/janus.log. B cnyx6y TEXHNYECKOWN NoO4ePXKN MOXHO nepeaaTb Kak BbIXXVMKY 3a
KOHKPETHYIO faTy, Tak 1 dalin Lennkom B BUAE apXuBa.

Jlorn oTpenbHbIX CNYX6

Cepsucbl VK Teams MmoryT nucatb J10ry B HECTaHAAPTHOE MECTO, YKasaHHOE B KOHGUIrypauioHHOM daline
cepsuca.

BonblMHCTBO Noros HaxoauTtcs B fvar/log/service/ (NUwyTCs TONbKO OWNGKN 1 BbiBOAb!) 1 B /mnt/log/oap/
icq/logs.

Php: /srv/store/logs/

Nginx go poTtauun: /oap/icq/domains/local_proxy.icq.com/logs

Nginx nocne potauunu: /oap/icq/domains/local_proxy.icq.com/logs/old_logs
Cepsuc Go-files: /oap/icg/logs/go files.icq.com/

B4 MySQL: /db/logs/mysq|l

B, Tarantool: /data/tarantool/logs
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Jlorn Kubernetes

B cnyvae npo6nem ¢ nogamun Kubernetes:
Own6kn: kubectl logs <pod>
OnucaHune: kubectl describe <pod>

Jln6o nopg nonb3oBaTenem root MOXHO NCMNOJIb30BaTb OCHaCTKY k9s.

Jlorn cepBuca Keycloak

Jlorn HaxopsaTcs B [var/log/vector/k8s/keycloak/keycloak/*

[Mpw Hann4YMK NPoBnem C CUHXPOHN3aLMeN Nonb3oBaTeNel B NEPBYIO odepeb crnefyet OTCNeXnsaTb 3anmcu
ypoBHs ERROR. MNpumep Takom owmnbkn: gyobnmkaTt nob3oBaTens — Korga oguH 1 TOT XKe Nonb3oBaTeNb
3aBefeH B Heckonbkux BeTkax LDAP-kaTanora. Kak npasunio, nocne kaxgon 3anncu ERROR nget TpaccnpoBka
OLNBKIN gNnsa 6onee getanbHOro aHanmsa.
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ba3oBble AQVICTBI/IFI N MmeToabl K Jioramm
KJIMEeHTCKUX I'Ipl/l.ﬂO)KGHI/Iﬁ n CepBepPHLIMUA
Joramm

OenicTBue MeTop
Ceccun

JlornH no naponio clientLogin
JlornH no Homepy TenedoHa loginWithPhoneNumber
3anpoc koja Ans norvHa requestPhoneValidation
[MpoBepka BaNMgHOCTY HOMEpa smsphoneinfo
Hopmanusauns Homepa TenedoHa normalizePhoneNumber
CtapT ceccum (nocne nornHa, O6HOBAEHVS NN NO startSession

LAVIPEKTVIBE CEpBEPa)

[MpoBepka, akTUBHa N1 ceccus pingSession

OKoOHuaHuMe ceccum (Monb3oBaTe b Pa3NOrMHUICS CaM, endSession
NGO 3TO BbINOSHWI CEPBEP)

NcTopusa
OTnpaBka coobLLeHuns sendIM
YpaneHne coobLleHns delMsgBatch
PepakTnpoBaHune coobLueHuns sendlM
3anpoc ncropun getHistory
Cnncok nonb3oBaTtenen ana ynomMmHaHus getRecentWriters
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OelicTBue MeTop,

HepaBHue yaTbl
OTnpaBka cTaTyca NpoYNTaHHOCTM YaTa setDIgState
MonyyeHne HOBOro CoOOBLLEHNS (He 13 NyLua) histDIgState
YoaneHne KoHTaKTa N3 INCTa KOHTaKTOB removeBuddy
CKpbITb YaT U3 HEOABHWX hideChat

Moynnbl

[MonyyeHne nHdopmaLuum o rpynne getChatinfo
[TonyyeHme cnmcka y4aCTHNKOB YaTa getChatMembers
Cnncok Tex, KTo yXe go6aBfeH B rpynny getChatContacts
MPUHATH/OTKNOHWTbL NONBb30OBATENS B YaT C chatResolvePending

BKJTIOYEHHOV HACTPOKON «BCTynneHne no sanpocy»

CospaHune yaTa createChat
VIameHeHne HacTpoek YaTa modChat
[o6asneHve B 4aT addChat
MonbsoBaTenb
MonyyeHne nHbopmaLmn o nonb3osaTene getUserlnfo
[MonyyeHne nHdopmaLumm No ccoliike getldinfo
Fanepes
3anpoc ranepeu YyaTa getEntryGallery
HacTpoliikn
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OelicTBue

3anpoc HaCTPOeK NPUBATHOCTA

ameHeHne HacTpoek NPUBaTHOCTU

MpuBsa3ka Homepa TenedoHa

Mony4nTb CNMCOK CECCIIA

3aBepLIJVITb ceccuio

Mony4nTb CMINCOK NTHOPUPYEMbIX

[o6aBunTb NoNb30OBaTENS B ITHOPUPYEMble

O6HoBneHmne caoero npodouns

YCTaHOBUTb HUKHENM

MpoBEePVTb HUKHENM Ha YHUKaNbHOCTb

[Mownck cCooBLEHN MO OQHOMY YaTy

[Nonck coobLeHni Mo BCEM YaTam

Mowuck (mogwn, ro6anbHbI NOWUCK FPyMM)

MHdbopmaums o6 onpoce

[Mporonocosatb

Mony4nTb peakLmio Ha COOBLLEHNS

OTnpaBuTb peakLmio Ha COOBLLEHNS
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Monck

Onpochbl

Peakuunn

MeTop

getPrivacySettings

updatePrivacySettings

attachPhoneNumber

session/list

session/reset

getPermitDeny

setPermitDeny

memberDir/update

setNick

checkNick

searchOneDialog

searchAllDialogs

search

poll/get

poll/set

reaction/get

reaction/set
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OelicTBue MeTop,

MonyynTb CNMCOK OTMPAaBUBLLVIX PEAKLMIO Ha reaction/list
COO0bLLEHNE

dainbl 1 cCHUNMNETbI

[MpeBblo BHELLHEN CCbISKA getPreview
OpwurvHan BHELUHEN CCbINKN getUrIContent
3anuBeka danna files/init
NHdpopmauums o dpanne files/getinfo
Pacwundposka Push-to-talk speechToText

3BOHKM

conference/create

CospgaTb 3BOHOK MO CCblike / BEBUHap type:

equitable - ccbinika Ha 3BOHOK CO
MHOXECTBOM YHYaCTHNKOM
webinar - BebuHap

VIHnymaums o6blMHOro 3BOHKA webrtc/alloc
[103BOH O6bIYHOrO 3BOHKA voip/webrtcMsg
[MonyyeHmne cnncka macok masks/list

CTUKepbl, yMHbIe OTBETbI, Caf XeCTbl

CapxecTbl CTUKEPOB getSuggest
BuTpuHa cTnkepoB /store/store/my
YMHble OTBETbI Ha LIUTaTY getSmartReply
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MprmMepbl 3aNPOCOB 1 OTBETOB AJ15 JIOrOB
KJINEHTCKUX NPUJIOXXEHNIA

Jlorn KnMeHTCKmMx I'IpI/IJ'IO)KeHI/II7I XPaHATCA Ha pa6oq|/|x CTaHUMSAX Nonb3oBaTenei.

Huxe npepncTaBieHbl MPYMePb TOrOB KIVEHTCKUX MPUIIOXEHNI — MPUMEPbl 3anpOCOB KIEHTa K CepBepy U

npumepsbl otBeTa cepBepa VK Teams.

Mpunmep 1. 3anpoc getPrivacySettings n ycnewHbii oTBeT
(20000)

POST /api/v34/rapi/getPrivacySettings HTTP/2

Host: u.icq.net

User-Agent: ICQ Desktop 728059286 ic18eTwFBO7vAdt9 3.0.0(30191) MacOSX_11.8 PC
Accept: */*

Accept-Encoding: gzip

Connection: keep-alive

Content-Type: application/json;charset=utf-8

Content-Length: 71

{"aimsid" :"030.4294792228%:728059286", "reqId":"1-1606731232"}
We are completely uploaded and fine
HTTP/2 200

OTBeT:

{"status": {"code": 20000}, "results": {"groups":
{"allowTo": "myContacts", "inviteBlacklistSize": 1}, "calls":
{"allowTo": "myContacts"}, "smsNotify": {"allowTo": "everybody"}}}

Mpumep 2. 3anpoc getChatMembers n orsetr 50000
(Request timed out)

POST /api/v31/rapi/getChatInfo HTTP/2

Host: u.icq.net

User-Agent: ICQ Desktop a.yatskov@corp.mail.ru ic18eTwFBO7vAdt9 3.0.0(30096) Mac0SX_10.15 PC
Accept: */%

Content-Encoding: zstd

IM-ZSTD-Request-Dict: im-zstd-dict-desktop-request-2160720.zdict
Connection: keep-alive

Content-Type: application/json;charset=utf-8

Accept-Encoding: zstd, gzip

IM-ZSTD-Response-Dict: im-zstd-dict-desktop-response-210720.zdict
Content-Length: 79
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{"aimsid" :"153.3649523331.*:a.yatskov@corp.mail.ru", "params" :{"memberLimit" :
5,"sn":"681826564@chat.agent"}, "reqId":"21257-1606742661"}

OTBeT:

{"ts": 1606742665, "status": {"code": 50000, "reason": "Request timed out"},
"method": "getChatInfo", "reqId": "21257-1606742661", "results": {}}

Mpumep 3. 3anpoc getChatMembers n oreset 40000 (Bad
request)

POST /api/v31/rapi/getChatInfo HTTP/2

Host: u.icq.net

User-Agent: ICQ Desktop a.yatskov@corp.mail.ru ic18eTwFBO7vAdt9 3.0.0(30096) Mac0SX_10.15 PC
Accept: */%

Content-Encoding: zstd

IM-ZSTD-Request-Dict: im-zstd-dict-desktop-request-210720.zdict
Connection: keep-alive

Content-Type: application/json;charset=utf-8

Accept-Encoding: zstd, gzip

IM-ZSTD-Response-Dict: im-zstd-dict-desktop-response-210720.zdict
Content-Length: 79

{"aimsid" :"153.3649523331.*:a.yatskov@corp.mail.ru", "params" :{"memberLimit" :
5,"sn":"681826564@chat.agent"}, "reqId" :"21257-1606742661"}

OTBeT:

{"ts": 1606742665, "status": {"code": 40000, "reason": "Bad request"},
"method": "getChatInfo", "reqId": "21257-1606742661", "results": {}}

Mpumep 4. NMpo6énembl ¢ DNS

curl_easy_perform result is 6 (Couldn't resolve host name)
Could not resolve host: u.icq.net

[aTa o6HoBNeHns ookymeHTa: 18.04.2024 .

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 16 n3 16
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