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ﬂ NHdopmauus

Exchange Web Services (EWS) — npotokon Ha ocHoBe SOAP API, paspa6oTaHHbI A5 ynpaBneHns
komnoHeHTamn MS Exchange.
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OnuncaHne AOoKyMeHTa

B LOKyMeHTe onuncaH NopsaoK AeNCTBUN A8 CUHXPOHU3auumn kaneHgapen mexay Exchange EWS 2013 m
mMoHounHcTannsaunen VK WorkMail. Ecnu TpebyeTcsa cuHXpoHmn3auus knactepHon nHetannaumm VK WorkMail
vy murpaums ¢ Exchange EWS 2016/2019, o6patutech k npegctasutento VK.

MpepBapuTenbHbIe YCNOBUS

YT1O6bl HAYaTb HACTPOVIKY, BaM NOTPeByeTCS:

- ocTtyn Ha cepBep VK WorkMail v B agmuHncTpatumsHyto naHens VK \WorkSpace;
- YTnnuta socat Ha cepsepe VK WorkMail pnsa npeo6paszosaHusa TLS1.3 8 TLS1.1;

« Agpec EWS-cepBepa;

« MopT Ha cepeepe EWS, otkpbiTbin ansa VK WorkMail;

+ HaBblk11 CCTEMHOrO agMUHUCTPUPOBaHNS;

- Monb3oBatenb Active Directory ¢ npaBamu Impersonation:

# KomaHOa BbIMOSHAETCS MO YYETHOM 3amnucbl [OMEHHOro aAMMHUCTpaTopa
New-ManagementRoleAssignment -Role "ApplicationImpersonation" <username>

MpepBapunTenbHble AeNCcTBUA

NMpokcunpoBaHue TLS

Tak kak VK Workmail nepepaeT gaHHble no TLS 1.3, a EWS 2013 nogaepxvBaeT TLS Bepcun 1.1, notpebyeTcs
HacTpoWiKa NpokcnpoBaHusa TLS yepes socat.

BaXxHO

YTO6bl NPUCTYNTb K HACTPOWKE, HY>XHO 3anpocuTb y npeactasutens VK rotosblie c6opkn RPM n DEB nakeTos.

B komaHgHom cTpoke Ha cepaepe VK WorkMail ycTaHOBUTE NakeTbl C MOMOLLbIO KOMaHAbl:

# RPM
sudo rpm -Uvh socat-static-1.7.4.4_20230607_223844-x86_64.rpm

# DEB
sudo dpkg -i socat-static-1.7.4.4-20230607-223844-x86_64.deb
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[Hanee MOXHO rlepe|7|T|/| K CO3[0aHMIO NPOMEXYTOYHOIro cCoeHeH4.

/' MNpumeuanne

MopTbl AOMKHBI 6bITb YKa3aHbl SBHO. [epBbil agpec nopTta B ckpunTe npuHagnexunTt VK WorkMail, BTopoin —
Exchange EWS (nopT gosmxeH 6biTb oTkpbIT g VK WorkMail). O6a nopTta foKHbl 6bITb CBOGOLHDI.

B npumepe Huxke bygeT ncnonb3oBaTbca NopT 9443 Ha cepBepe VK WorkMail n nopt 443 Ha cepBepe EWS:

# 3anyckaem HacTpoWky ckpunta (exchl — umsa cepBuca MNoAKJYEHUS)
sudo /usr/local/bin/socat-static-tls-forwarder-install.sh \
exch1 9443 <EWS domain>:443

# 3anyckaem socat TLS forwarder
sudo systemctl daemon-reload
sudo systemctl start socat-static-tls-forwarder-exchi

# lpoBepseM coeguHeHue
openssl s_client -connect 127.0.0.1:9443

HacTtpounkn B MHTepdence ycTtaHOBLUMKA

Y1061l B HTEpPdeice ycTaHoBLMKka VK WorkMail nosBunach Bkragka ¢ HacTporkamu EWS, B cnncke
NPOoAYKTOB OOMXEH 6biTb BKtoYeH dnar Murpauus KkaneHgapein no npotokony EWS. [1na BkioyeHns onuumm

KIMMIKHTE NO 3Hau4Ky @ 1 BbinMagatowemMm MEeHIO HaXXMUTE Ha KHOTMKY npOp,yKTbl.

@ AdminPanel Hacrpoitku O6cnyxusarme

MpoaykTbl

YcTaHoBka 3aBepLlueHa

OBHOBUTL SIMLIEH3UOHHBIN KIHOY

UHcTpykums no ycTaHoeke

lpynnuposare He rpynnuposate v He nokasbiBaTb 3aBepLUEHHbIE O6bekToB B CTpOKE VIHCTPYKUMA 110 YCTaHOBKE AEMO-BEPCHIA
Onucatue cuctembi VK WorkMail
hypervisor1 (212.233.93.121) -
registry1 (212.233.93.121) a%
infraetcd1 (212.233.93.121) (SR 2
calico-libnetwork1 (212.233.93.121) [fE24) (AR
calico-node1 (212.233.93.121) LB
bind1 (172.20.4.129) T 1)
bibliodb1 (172.20.4.130) (T a3
bizdb1 (172.20.4.131) () LR
fstatdb1 (172.20.4.132) a3
gravedb1 (172.20.4.134) (D) %

B cnincke npoaykToB BkloUYUTe KOMNoHEHT Murpauuna kaneHgapei no nportokony EWS.
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VK WorkMail v1.14.1
1 BUpTyanbHas MmalumHa Ha nobom runepeusope, 48 GB RAM, 24 vCPU, 300 GB SSD

AAMMHMCTpaTMBHaﬂ naHenb

Appo o6bekTHOro xpaHunuwa S3

Anpo pacnpenenéHHoro annoBoro XxpaHunuuwa

APl 6onbwunx BnoxeHnn VK WorkMail

Kanenpapb

8

Mwurpauusa kaneHaapen no nporokony EWS

Bot kaneHaapsa ana VK Teams

UHTterpaums c VK Teams

WuTterpaumsa ¢ VK HR Solutions

WUHTerpaumsa c ECUA

UnTerpaumsa c agpyrumm nuctannaunammu VK WorkMail

8 6 8,6(0 6 00 O

B pasgene UHTerpauyum — Murpauusa KaneHgapei no npotokony EWS Haxmunte Ha kHonky [,o6aBUTDb U1

BBeauTe agpec cepsepa EWS — nocne aToro ctaHyT [OCTYMHbI MO 4719 NepBOHaYaibHOW HAaCTPONKM

CUHXPOHM3aunn.
Hactporiku

Cetn [loMeHHble nMeHa Xpanunuuwa LLlapanpoBanue 1 pennukauus B HacTpoiiku KoMnoHeHToB WnTerpauum MepemeHHble OKpyeHUs
Wnterpauus ¢ VK Teams -+ NoGasute
Botbl ans VK Teams exch.on-premise.ru
Wuterpauus ¢ VK HR Solutions
VIHTerpaums ¢ aHTUBMpYCOM No Anpec Exchange EWS cepsepa:
npotokony ICAP

TNorun ans nogkntodermns k Exchange EWS cepeepy:
Wnterpauust WOPI pepaktopa
CBOpLUMK NOUTbI Maponk ans noakntoyeHns k Exchange EWS cepaepy:
Mwrpauus kanesaapen no o . :

Tun npae y4éTHoit 3anucu Exchange EWS cepsepa: impersonation
npotokony EWS

MponycTuts NpoBepky ssl ceptucbukata Exchange EWS cepsepa
MposepsTb ceptucukar Exchange EWS cepeepa

Appec Exchange EWS cepBepa — Beeante agpec cepaepa VK WorkMail BMmecTe ¢ nopTom, 3agaHHbIM npu

HacTpolike socat.
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Ba)kHo

MpoTrBOpeune Mexay HasBaHVeM Mons B UHTepdence 1 peanbHO BBOAMbIM afpecoM O6YCOBMEH pasHULEN B
Bepcusx TLS. YcTaHOBLUMK BygeT BocnpuHUMaTh BBegeHHble B none IP n nopT kak agpec cepsepa EWS. MNMocne
npeo6pasosaHme B TLS 1.1 ¢ nomoLypio socat coegnHeHne ByaeT nepeHanpaBneHo Ha peanbHbii agpec EWS.

JlorvH pnsa nopknioyeHns K Exchange EWS cepBepy — Active Directory ¢ npasamu Impersonation.
Tuin npae yuyétHon 3anucum Exchange EWS cepBepa — TN NpaB yCTaHOBSIEH MO YMOJIYaHUIO.

MponycTuTb NnpoBepKy SSL-cepTundpunkata Exchange EWS cepsepa — BikiiounTe dnar, eCnv Hy>HO
nponycTuTb NpoBepky SSL.

SSL-cepTtunéukaT cepBepa (Mnm KopHeBoin) — BCcTaBbTe B nose SSL-cepTudukaTt cepeepa Exchange EWS nnn
kopHeBow cepTudurkaT MS Exchange. Takke [OCTynHO fob6aeneHve ceptudumkata B Buae danna.

[Mocne coxpaHeHust U3MEHEHI NepenamnTe K CINCKY KOHTENHEPOB MOBTOPUTE HYXHbIE Lary (OHW yXxe
OTMEUEHbI XENTbIM). Tak)ke MOXHO HaXaTb Ha KHOMKY Play B 06LLein CTPOKe COCTOSIHMSI.

HacTpounkn B agMNHNCTPAaTNBHON NaHeNn

B agpMunHucTpaTrBHON NaHenu (biz.<no4yToBbIN JOMEH>) HEOBXOANMO A06aBNTb 4oMeH EWS-cepBepa ¢
MOMOLLbIO KHOMKM MoAgKNIOYNTb HOBbIN NPOEKT.

VK Tech Mouta  KaneHpapb  AppecHas khura — O6nako

a AdminPanel vbastraOmail.onprem.ru

2 Monbsosarenm v vbastraOmail.onprem.ru

pstraOmail.onprem.ru

B AgmuHucTpatopsl [MoAKNYUTb HOBbIV MPOEKT

I BepHO
MouTa v
Bbl MOXeETE OTNpaBnAThL U NOy4aTh NUCbMA.
E) CocrtonHue cepBepa
. SPF-3anucb He HacTpoeHa
Q& Hactpoiiku
SPF nosBonAeT Bnagenbly AOMeHa ykasaTb B TXT-3anvcy JOMeHa CTPOKY, YKa3blBaloLLyO CMUCOK CEPBEPOB
® Mwurpauua appecamu B 3TOM [JOMEHE.
& Tpynnbl paccbinok

MHCTpYyKUMA no HacTponke

Obwwme AWmKn
Ha o6HoBneHue 3anucei MoXxeT notpeboBaTbCA A0 72 YacoB.

o 2

WHcTpykuma

@ Daiinosoe xparuaLe > Heo6xoauma HacTpoiika DNS 3anucen ana pa6otbl DKIM
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dencrensa B KOMaHOHOW CTPOKe

Mepengnte B kOMaHOHYIO cTpoky cepBepa VK WorkMail ons 3anycka murpaLmn kaneHgapei.
VK WorkMail nogaoepxmnBaeT gBa Tna MUrpauuin:

1. CnHXpOHM3aLMs KaneHgapen — nepeHoc cobbituin n3 MS Exchange B VK WorkMail.
2. [Nognuncka Ha cobbITUS — OBYXCTOPOHHASA NHTerpauns. CobbiTa Nosb3oBaTenemn, Co3gaHHbIe B 0601 13

cucTem, ByayT oTobpaxaTbcs kak B Exchange, Tak n B8 VK WorkMail.

CUHXOHM3auuMa 1 NOANNCKa He UCKIoYaloT OPYyr gpyra: Bbl MOXeETE NPOBECTU CUHXPOHN3aUNIO 414 O4HNX
noJsib3oBaTenen n noaAnMCKy Oona opyrunx.

/" MpumeyaHue

Mepepn NnpoBegeHeEM MUrpaLLn KaneHgapen ybegutech, YTo nonbsosatenn 3 MS Exchange cosgaHbl B VK
Workmail.

HacTpoika CMHXpOHU3aunmn KaneHaapen

YT06bI 3anyCTUTbL MUrpaLmio cobbitui n3 MS Exchange B VK WorkMail, BboinonHnTe KOMaHAy:

# BmecTe C KOMaHZoOM Heo6XoOMMO MepefaTb CMUCOK 3JIEKTPOHHBIX afgpecoB
sh sync_all.sh <email> <email> <email>

HacTpoiika nognnckm Ha KaneHgapw

[na nognnckun Ha KaneHnapu NnoJib30BaTENEN, BbIMOMHNTE KOMaHAay:

# BmecTe C KOMaHOol Heo6xoOAuMo nepefaTb CMUCOK SJIEKTPOHHLIX aJlpecoB
sh subscribe.sh <email> <email> <email>

BaXxHO

Ecnun murpaums (o6a Tuna) 3aBepLuniach C olwmnbkamm, obpatutecs K npeactasutento VK.

MO>HO JONOMHNTENBHO NPOBEPUTD YCMELLIHOCTb MUrPaLLUK, CO3aaB cobbiTne B kaneHgape MS Exchange ¢
yYeTHOI 3anncy Nonb3oBaTens, KOTOPbIA y4aCTBYET B MUTPaLMN.

Nocne YCNEeLWwHOro BbINOMIHEHUA CKPUMNTa CUHXPOHW3aU o Kaner,apeVl MOXHO CYNTaTb 3aBepLLIeHHOI7I.
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