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OnuncaHne AOoKyMeHTa

B nokymeHTe copepxuntcsa nHopmaumsa o npouenype yctaHok VK WorkMail 1.20 B MuHUMasbHoM paboyeli
KOHOUrypauum Ha OgHy BUPTYasbHYO MaLnHy. [log NpoayKTBHOM YCTaHOBKOW NOApa3yMeBaeTcs yCTaHOBKa
MOYTOBOW CUCTEMbI Ha CepBepa KNNeHTa 1 HaCTPOlKa KOMMNOHEHTOB A1t MOCAEAYIoLWEero NCNonb3oBaHms

COTPYLHVIKaMU.

TexHnyeckune TpeboBaHUA

PekomeHgoBaHHbIe onepaunoHHblie cnctembl ans yctaHoBkn VK WorkMail:

- Astra Linux SE Open — Bepcuu 1.7.3 u BbiLLE;
- PEQL OC — Bepcuun o1 7.3 1 BbiLle;
- CentOS 7.9.

[MpofyKTnBHasa BEpCUs KOPNOPaTBHOM MOYTbl YyCTaHaBIVBAETCS Ha OAUNH CEPBEP CO CreayoLein
KOHOUrypaumen:

.32 GB vCPU;
- 64 GB RAM;
1000 GB SSD;

- HDD pns BnoxeHunin, o6bem pacCYnTbiBaETCH Ha OCHOBaHUN Cali3unHra.

ﬂ NHdopmauusa

Mo Bonpocam co3gaHnsa can3nHr-mMmogenn obpallanTech K COTPYAHMKaM nim naptHepam komnaHun VK.

I'Ipep,BapMTeanble ycnoBmd And yCTaHOBKHA

Mpepctasutenu VK npegoctaBunam Bam Cnegytole gaHHble:

+ CCbINIKY Ha ckaumBaHune guctpubytea VK WorkMail 1.20,
+ NapoJSib OT apXMBa C QUCTPUBYTVBOM,
* INLEH3NOHHbIV KITIOY,

* KOMMAEKT AOKYMEHTaLNN.
Takxxe BaM noTpebyeTcs:

- Ha6op DNS-3anucen: A, CNAME, MX, SPF, TXT, NS;
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- NopAepXKKa NpoLeccopammn Habopa MHCTPYKLA Ss€2 U avx;

« DKIM-nognuch c cenekTopamu g8 Kaxgoro gomeHa (unuv Heckonbko DKIM ¢ pasHbiMy cenekTopamu s
OfHOro LOMEHA);

- JoCTyn K cepBepy no SSH ¢ npaBaMu agMrHUCTPaTOPa (BXO4, MO KIIKOYY MM NO Napornio);
- nokanbHas ceTb 1 GbE 1 10 GbE;

* OTK/IOYNTb SWap;

- cepTtudukaTbl SSL onsa kaxgoro CNAME nnn Wildcard-ceptunéeukat ons gomeHa;

« AOCTYN K nopTam: 25, 80,143, 443, 465, 993,1025;

- tar;

« YTUAUTa 4119 PaCcNakoBKY Zip-apXxBOB, Hanpumep 7zip unm unzip;

- Active Directory vnnu gpyrasa cnyx6a katanoros, paéoTatoLas no npoTtokony LDAP.
Vlcnonb3yemblie NpOTOKOSbI MOYTbI:

- CalDav ons CMHXpOHM3aL M KaneHoaps;

- Kerberos vnn NTLM — npoTtokon BsanmogencTeus c Active Directory knneHTa;
« HTTPS pna goctyna K Be6-nHTEpdEncy noyTbl C MCnoab3oBaHnem TLS;

« SMTP — npoToKon oTNpaBKy NOYTOBbIX COO6LLEHNI (MopT 25/465);

« IMAP — npoTokon nony4yeHns NoYToBbiX CoobLLeHnin (nopT 143/993).

O6s3aTenbHble NpeaBapuTesbHbie AeCTBUS

Co3paHune DNS-3anuncen

[ns paboTbl Mo4YTbl Heobxoamma MX-3anunch (pekomeHgyembii nproputeT — 10), KOTOpasa oba3aTenbHO BeAeT

Ha mxs.<QoMeH [OJiA MOoYThl> .

[MOMMMO 3TOro BamM HY>XHO CO3[aTb ABa OCHOBHbIX JOMEHa: AJI MOYTbI 1 ANA XPaHWNLL, a Takke Habop A-
nnn CNAME-3anucen.

[ns npumepa B [OKyMeHTe 6yayT NCnosib3oBaTbcs cnepytowyie DNS-3anucu:

- loMmeH anga cepBnNCOB NOYTbl — vbastra@mail.onprem.ru . [Tpy cO3gaHM NOYTOBOro JOMEHa
peKkoMeHayeTCs COBMI0AEHNE CTPYKTYPbI: ***xmail.*x* k*x UAN **xmail.*x* .
- [lomeH ang obnayHbIX XpaHWANLW, — vbastra@st.onprem.ru. [1PVIMeEpP CTPYKTYPbI: *x*St.*** . *x% WA

***xcloud.*x** .

[omeH gns 0o6nayHbIX XPaHWINLL, OO/DKEH 6bITb TOrO Xe YPOBHSA, YTO N AOMEH A9 CepPBNCOB NOYTbl, I NMETb

CBO€ YHU/KaJIbHOE NMA.
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Ba)kHo

3MeHATb CTPYKTYPY OCHOBHbIX S OMEHOB 3anpeLyeHo!

Heco6niofeHne CTpYKTYpbl U YPOBHS IOMEHOB MOXET NPUBECTY K yTeUYKE AaHHbIX Yepes Npobpoc cookies.

Tak>xe Bbl CTOSIKHETECH C OLUMBKaMK Ha ITane HaCTpOVIKVI OOMEHHDbIX NMEH.

HasHayeHune pomeHa

Be6-uHTepdenc aBTopunsaumm

CkauumaHune snoxeHuin VK WorkMail

CkaumBaHune ncrnonHaembix snoxeHuin VK WorkMail

[MpokcupoBaHme akTUBHOIO KOHTEHTa BRoxeHunin VK
WorkMail

MpocmoTp BnoxeHuin VK WorkMail

MpocmoTp ncnonHsembix snoxeHun VK \WorkMail

[omeHHas aBTopu3aLma (BHYTPEHHIX 3anpoCoB
6pay3epa)

[JomeH ansa naHenu paclmpeHHOro NpocMoTpa
OEeNCTBUI NoNb3oBaTeENEN

VHTepdenc agMMHNCTPUPOBaHNS

Blobcloud-atTaum

Jomen png BMW gRPC 3anpocos

Kanya

KaneHnpapb

[JomeH nutepdodeiica kaneHgaps ang VK Teams
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Nma pomeHa

account

af

af

ampproxy

apf

apf

auth

becca

biz

blobcloud.e

bmw

calendar

calendarmsg

Hanee B Tabnuue npepctaBneH cnncok A- nnn CNAME-3anncem, KoTopble Hy>KHO CO30aTb Nepeg,
yctaHoBkol VK WorkMail. [JomeHbl 13 TabnuLbl OMXKHbI ABASTLCSH NOAAO0MEHaMN 4115 IBYX OCHOBHbIX.

OcHoBHOIN
OOMEeH

[nga noytbl

[ns noytbl

[ns xpaHunni,

[ns xpaHunnuy,

[nsa noytbl

[ns xpaHunniy,

[na noythbl

[ns noytbl

[na noytbl

[na noutsl

[nsa noytbl

[na noythbl

[na noythbl

[nga noytbl
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Ha3HayeHne gomeHa

Mo6unbHbIN KaneHgapb

CraTnyeckune gaHHble KaneHga P4

VK WorkDisk

3arpyska ¢pannos B VK WorkDisk

CkauvBaHue dannos B Beb-uHTepdence VK WorkDisk

3awmTa oT XSS-aTak npu ckaymBaHum dannos n3 VK
WorkDisk

3arpyska ¢annos B VK WorkDisk

NuTerpauns c APl VK WorkDisk

3arpyska ¢pannos B nyonnyHble nanku B VK WorkDisk

MopTanbHas asTopusaumsa VK WorkDisk

CkayrBaHMe 60/bLUMX MOYTOBbIX BNoXeHun ns VK
WorkDisk

3arpyska 605bLUnx no4YToBbIX BRoXxeHun B VK WorkDisk

MpeBbto pannos B VK WorkDisk

PacnakoBka apxmsos B nHtepodence VK WorkDisk

NuTerpauns c APl VK WorkMail

Be6-untepdernc VK WorkMail

CepBuic aBaTapok

IMAP VK WorkMail

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

Nma pomeHa

calendartouch

calendarx

cloud

cld-
uploader.cloud

cloclo.cloud

cloclo

cloclo-
upload.cloud

openapi.cloud

pu.cloud

sdc.cloud

cloclo-stock

uploader.e

thumb.cloud

cld-unzipper

corsapi

filin

imap

OcHoBHOM
OOMEH

[na noythbl

[nga noytbl

[nga noytbl

[ns noytbl

[na noytbl

[nsa xpaHunniy,

[na noythbl

[ns noytbl

[na noythbl

[na noythbl

[nsa xpaHunuuy,

[na noythbl

[na noythbl

[nsa xpaHunniy,

[ns xpaHunnniy,

[ns noytbl

[na noythbl

[nsa noytbl
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HasHauyeHue gomeHa Nmsa pomeHa OcHoBHo

AOMeEH
HeuncnonHsemble cTaTuyecke gaHHble img [ns noutbl
VicnonHsiemble cTaTnyeckme gaHHble imgs Ons noutbl
MX VK WorkMail mxs [nga noytbl
OAUTH2-aBTOpM3aums 02 [ns noytbl
O6LenopTasbHble CEPBUCHI aBTOPU3aLLUN portal [ns noytbl
MpokcupoBaHve BHeLwHX BnoxeHunin VK WorkMail proxy [ns xpaHunniy,
[JomeH ons TekCToBOro pegaktopa R7-office docs [nsa xpaHunuuy,
O6nako, peannayiowlee S3 API hb [nsa xpaHunnuy,
SMTP VK WorkMail smtp [ns noytbl
CepBep aBTOpU3aLUM (MEXCEPBEPHbIE 3aMPOChHI) swa Ons noutbl
O6nako BpemeHHbIx BnoxeHun VK WorkMail tmpatt [ns xpaHunnniy
Webdav webdav.cloud [nga noytbl

NToroBebiii npumep pomeHa: af (Cy6aoMeH 13 Tabnuubl) + vbastradmail.onprem.ru (OCHOBHOW OOMEH U3

nprimepa, KOTOPbIN Bbl 3aMEHNTE CBOUM) = af.vbastra@mail.onprem.ru.

Ba)xHO
13meHATb [OMEHHbIE MMEeHa 13 Tabaunubl 3anpeLyeHo!

YcTtaHoswuk VK WorkMail ncnonbsyeT nx npu pa3sepTbiBaHUM cucTeMbl. ECnn npu ycTaHOBKe He 6yaeT HangeH
COOTBETCTBYIOLLMIA LJOMEH, MOXET MPOU30ATN C60A.

AdnckoBoe NpoCcTpaHCTBO

MuHMManNbHbIN PEKOMEHLYEMbIN O6bEM NaMATU 419 Pa3LeNos:

«5I6 — /boot;
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-40T6 — /;

+50I6 — /home;

«40T16 — /var/log;
+140T6 — /var/lib/docker ;
-110I6 — /opt;

«4076 — /tmp.

B 3aBMCMMOCTIN OT KONMYeCTBa MNOb30BATENEN MOXET 6bITbh yBeJIN4eH o6beM NaMATH pasnena /opt/

mailOnPremise/dockerVolumes .

BaXxHO

PekomenpyeTtcs oTknounTtb dann nogradkm (SWAP).

MopkroueHne aNckKos

Ecnu Bbl NNaHnpyeTe MOHTUPOBaHME AOMONHNTENbHbIX AVNCKOB, PEKOMEHOYETCS NOAKMOUNTb VX OO Havana
yCTaHOBKMW. MNMogknioYeHHbIe ONCK HEOBXOANMO PasbuTb Ha Pa3saerbl, 4158 3TOro MOXHO UCMOJIb30BaThb No6ble

NPWBbIYHbIE YTUANTbI, Hanpumep fdisk.

Ha pasgenax AnckoB HEOBXOAMMO co3aaTh dalinosyto cuctemy. Mbl pekomeHayem extd, Takxe

nogaepxusaetcs xfs.

Mpumep KoMaHgbl 015 co3panna annoBonm cnctemol exts:

mkfs.ext4 <nyTb K ycTpoucTBy>

DTanbl YCTaHOBKM

Becb npolecc yCTaHOBKN MOXHO pasfenunTb Ha ABa aTana:

1. B KOMaHZHOI CTpOKe Ha cepBepe BbINOJIHAIOTCA AeICTBUS A5 3anyCKa YyCTaHOBLLMKA.

2. Mocnepytolas yCTaHOBKa MPON3BOANTCS B CrelnanibHOM BE6-nHTepoeiice.

Jencrensa B KOMaHAHOW CTPOKe Ha cepBepe

1. Co3paHue nonb3oBaTtena deployer

B KOMaHAHOW CTpOKe BbINOMHUTE NOCNeoBaTeIbHOCTb KOMaHA,:
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Astra Linux

sudo -i

# 3apjaeMm naposib U cospaeM nonb3oBaTens deployer
DEPLOYER_PASSWORD=mURvNxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# WrHopupyem ounbky "HEY[JAYHbIA MAPOJSIb: error loading dictionary"
# B cllyyae, ecsiM OHa MosiBUNAachb

# MepenorvHuBaeMmcsa non nonb3oBaTens deployer
sudo -i -u deployer
ssh-keygen -t rsa -N ""

# Haxumaem Enter (cornacutbca ¢ BapvaHTOM MO YyMOSYaHWUK)

# Konupyem ssh-kj4d B HYXHYW AUPEKTOPUI
cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 600 ~/.ssh/authorized_keys

# OnuMoOHanNbHO: MpoOBEpPsieM, 4YTO caMu K cebe MOXeM 3anTu 6e3 napons
ssh deployer@localhost

exit
PEQ OC
sudo -i

# 3apgaem naponb U co3pgaem nonb3oBaTens deployer
DEPLOYER_PASSWORD=mURvVNnxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# MNepenorvHuBaemca non nosnb3oBaTensa deployer
sudo -i -u deployer
ssh-keygen -t rsa -N ""

# Haxumaem Enter (cornacutbCsA C BapuMaHTOM MO YMOJYaHWIO)

# Konupyem ssh-kJo4 B HYXHYI0 AUPEKTOPUIO
cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 600 ~/.ssh/authorized_keys

# ONuMOHaNbHO: MpoOBepsieM, 4YTO caMu K cebe MOXeM 3alTu 6e3 napons

ssh deployer@localhost
exit

CentOS

# CospgaeMm nonb3oBaTensa
adduser deployer

passwd deployer

usermod -aG wheel deployer

# ABTOpVI3OBI>IBGEMCF| noa 3TUM rMnoJib3oBaTesieM
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su - deployer

# CospgaeM KJioY

ssh-keygen -t rsa

# MponuceiBaem B authorized_key pna ssh

cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 6060 ~/.ssh/authorized_keys

BaXxHO

Bcsa panbHelwas YCTaHOBKa 6y,u,eT npon3BognTbCAd Nog CoO34aHHbIM NOJIb30OBaTEIeM deployer. [Monb3oBaTesnb
OOJIXKeH NMeTb NpaBa agMNHUCTPaTOopPa.

3atem B dpannie /etc/sudoers PacCKOMMEHTUPYNTE CTPOKY, CMEAYIOLLYIO Nocne

## Same thing without a password:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PE[ OC

# %wheel ALL=(ALL) NOPASSWD: ALL
CentOS

# %wheel ALL=(ALL) NOPASSWD: ALL

,D,J'Iﬂ 3TOr0 HY>XXHO BbINONMHNTb KOMaHAY sudo visudo U y6paTb # B Havane I'IpI/IBeﬂ,eHHOVI BbiLLe CTPOKW, nocne

yero BbIliTK N3 Vim ¢ coxpaHeHuem dana.

To e camoe MOXHO caenaTtb C MOMOLLbIO pefakTopa hano:

sudo EDITOR=nano visudo
# HaxoOum HyXHYW CTPOKY, yhansdem # B ee Hayane
# BbIXoAMM M3 nano C COXpaHEHWeM U3MeHeHUM

2. PacnakoBKa gnucTtpuéeyTtumBea

Pacnakyinte gnctpnbyTims nog nosnb3osaTtens deployer. HeT npvHUvnuanbHOM pasHMLbl, KakKIM apX1MBaTOPOM

NnoJsib30BaTbCA.

Huxxe npuBegeH npryMep Ans unzip:

Astra Linux
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# B cnyyae ecnu Ha MawuMHYy He YCTaHOBJIEH UNzip, CcKayuMBaeM ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P maponb uMsi_apxuBa

PE[, OC

# B cnyyae ecnu Ha MawuMHy He YCTaHOBJIEH UNzip, CKayuBaeM ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb uMs_apxuBa

CentOS

# B cnyvae ecnuM Ha MawWHy He YCTaHOBJIEH Unzip, CKayMBaeM €ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb umA_apxuBa

BaXxHO

Mocne pacnakoBku He YAanAnTe Hykakue daiinbl. o 3aBepLIeH YCTaHOBKM AOMYCKAeTCs TOMbKO yaaNeHre
apXunBa, U3 KOTOPOro 6bl/T PACMakoBaH AUCTPUGYTUB.

3. 3anyck ycTaHOBLUMKaA KaK cepBuca

YcTaHoBLLK onpremise-deployer_linux pekomeHgyeTcs 3anyckaTb kak cepBuc. [Npu TakoM 3anycke He
npugeTcs npuéeraTb K 4ONOHUTENbHbIM Mepam (screen, tmux, nohup 1 T.M.), NO3BONAIOLLM YCTaHOBLLMKY
NPOAOMKNTb PaboTy B Cnyyvae notepu coegmnHeHns no SSH.

YTO6bI 3aNyCTUTb YCTAHOBLLVK Kak CePBIC, BbIMOAHUTE KOMaHAay (nogxoauT ans Astra Linux, PEL, OC n
CentOS):

sudo ./onpremise-deployer_linux -concurInstalllLimit 5 \
-serviceEnable -serviceMake -serviceUser deployer

Mo YMOJI4aHUIO BbICTaB/1EH JIMIMUT B 5 noTokos, npowu HEOBXOOMMOCTV Bbl MOXETE YBEJINYNTb KONNYECTBO

notokoB 10 10, of4HaKO 3TO YBENVYUT 1 HArpy3Ky Ha cucTemy. Vicnonb3oBaHre 6onee yem 10 NOTOKOB He
pekomeHayeTcs.
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OTBeT B CllyYyae yCMeLHOro 3anycka yCTaHOBLUKA BbIFIAAUT Crieayowmym 06pasom:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

The authenticity of host 'localhost (::1)' can't be established.

ED25519 key fingerprint is SHA256:g8si032KUsRU90C/MHro9WaTNKj4R+DkmVnVa7QsYCo.
This key is not known by any other names

# BBeonTte "yes" n HaxmuTe Enter, 4TO6bH MNOATBEPLAMTb MOAKIOYEHNE

Are you sure you want to continue connecting (yes/no/[fingerprint])?

CentOS

deployer.service was added/updates

see status: <systemctl status deployer.service>
deployer service rsyslog config was added/updates
see logs: <less /var/log/deployer.log>
deployer.service was enable and started

see status: <systemctl status deployer.service>

/" MpumeyaHue

HeBO3MOXHOCTb BKJTIOYEHMS CJ'Iy)K6bI rsyslog He NOBINAET Ha KOPPEKTHOCTb pa6OTbI cepBuca.

dencrteunga B Be6-nHTepdemnce yctaHoBLUMKA

[na nepexopa B BE6-NHTEPDENIC B afPECHOWN CTPOKe 6pay3epa HEOBX04MMO yKa3aTb agpec: http://server-
ip-address:8888 . Ecnu nepeiTn No aToMy agpecy He yaaeTcs, yéeauTecs, uyto firewall 6611 oTkOYEH.

1. Bbi6oOp BapraHTa yCTaHOBKN

Ha cTapToBOI CTpaHuLe HaXXMUTE Ha KHOMKY YCTaHOBKaA.
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ﬂ AdminPanel

MonHble BepCuUU NpoayKToB

Pa3BepHuUTE Ha Balumx cepBepax oguH unm Heckonbko npoaykToB VK On Premise

YcTtaHoBKa

UHCTpyKLUMA No ycTaHOBKE U HacTpolke o6opyaoBaHUs Yntatb
MHCTpyKLMA No KnacTtepHoOM ycTaHOBKE U HacTpoWnke o6opyaoBaHus Yurats
UHCTpyKLuMA no o6HOBNEeHUo Yutarb

MHCprKLIMH no o6HoBMNeHuro KrnactepHou yCTaHOBKMU YuTatb

2. Bbi6op NpoayKTOB 1 onuuin

Bkniounte ¢pnar VK WorkMail.

B otkpbiBwemcs cnncke otmetbTe VK WorkDisk 11 Hy>Hble BaM KOMNOHEHTbI. B cnyyae ecnu nnaHupyeTcs
HaCTpPOWKa NHTErpaLum, Takxke BbibepuTe 1X B CNCKE NPOAYKTOB.
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VK WorkMail v1.20.0
1 BupTyansHas malumHa Ha nobom runepeusope, 48 GB RAM, 24 vCPU, 300 GB SSD

8

AAMMHVICTpaTM BHasA nNaHenb

Appo 06beKTHOro xpaHunuiya S3

Anpo pacnpenenéHHoro oannioBoro XxpaHunuiia

APl 6onblwunx snoxenmnmn VK WorkMail

6 0 06 0 O

Kanengapb

Mwurpauusa kaneHgapein no nporokony EWS

Bot kaneHgapsa ana VK Teams

VK WorkDisk «©
1 BupTyansHasa mawmnHa Ha nobom runepsusope, 16 GB RAM, 8 vCPU, 100 GB SSD

UHTerpauumsa c aHTusmupycom no nporokony ICAP

UHCTpYyMeHTbI pa3paboTku

UnTterpaumsa c VK Teams

UnTerpaumsa c ECUA
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UHTerpauus c apyrumm nuctannaumammu VK WorkMail

UnTerpaumusa c Keycloak

CpeﬂCTBa pe3epBHONo KOnnMpoBaHuUA NOYTOBbLIX AWUKOB

[ByxdakTopHas ayTeHTUdUKauma

UHTerpauus c pegakropom «MonOcpuc»

Pepaktop «P7-Ochuc» BHYTpM MHCTaNnNAUUU
2 GB RAM, 2 vCPU

UHTerpaumusa c pegakropom «P7-Ocpuc»

Cuctema pacluMpeHHbIX TPaHCNOPTHLIX NpaBun

BoT HoBbIX NoYToBbIX coobweHun ana VK Teams

CepBMC aHanui3a noroB AOCTaBKU MOYTbI Beta
16 GB RAM, 16 vCPU

CucTtema rpynnoBbIX NONMUTUK Beta

Cuctema Bl-aHanuTuku Beta
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Cuctema otnpaBku push-yBegomneHun Ha MoGUNbHbIE YCTPOMUCTBA

CucteMa MOHUTOPUHra [ @)

Grafana, xpaHunuue metpuk Graphite, xpaHunuuwe metpuk Prometheus

Cuctema cbopa 1 oTrnpaBKU METPUK

Coopuwmku u TpaHcnatopbl Graphite n Prometheus-meTtpuk

CucTtema ayauTta AecTBUN Nonb3oBaTens «©

CepBUChl 3annUcu 1 YTeHUa AEeNCTBUI NoNb3oBaTenemn, XxpaHunuuie 4encTBuin nonb3oBaTtenemn
(ScyllaDB)

Oy6nupoBaHue AenMcTBUA NoNnb3oBaTene BO BHELWHUE XpaHUIULa

CucTtema ayAuTapaenCcTBUM Nonb3oBaTens (obneryéHHas sepcus)

CepBuChl 3anMcy 1 YTeHUs OeNCTBUI NoNb3oBaTenen, XxpaHunvie JencTeBuii nonb3osartenem
(PostgreSQL)

HaxxmuTe kHonky flanee gna nepexofa K crneayoLwemy Lary.

3. [lo6aBneHne N1UL,EeH3NOHHOrro KJtoya

BBegunTe NMLEH3NOHHDBIN KITIOY VAW YKaxKUTe nyTb K danny nuueHsunn .lic, 3atem Haxmunte Ha KHornky Janee.

@ AdminPanel

JIMLEH3NOHHBIN KoY

JInueHanoHHbIN knoy VK WorkMail:
doc-mail.dev.onprem.ru.lic Bbi6patb darin

JTuuexsnsa 0187e174-d83f-75¢2-806f-8408d935b622 ansa onprem.ru. Konuyecteo nons3osartenen: VK WorkMail - 30, VK
WorkDisk - 30. PaspeluéHHble noyToBble AomeHbl: "doc-mail.dev.onprem.ru”, "admin.qdit". JencteutensHa go 27.09.2023,

17:51:43
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/" MpumeuyaHue

MHdbopmaumio o Tom, kak OBHOBUTb JINLEH3NOHHbIV KITIOY AN NPOBEPUTL CPOKW AENCTBUS NLEH3NIA NO
npogyktam VK WorkSpace, Bbl cMOXeTe HalTh B MPUIOXEHNN.

4. lo6aBneHve runepsnsopa

HaxxmuTe Ha kHonky [Jo6aBnTb, B BbinagatoLLemM MeHio BbibepuTe CepBep.

@ AdminPanel

Moxany#icTa, A06aBLTe MalLMHLI - MUNepBU3opeI. Pork - hypervisor. 3To AokHa GbITb BUPTyanbHas MaluuHa, Ha KOTopoii GyayT LU Tbl NPOAYKTa B iHepax.
He nokasblBaTb 3aBepLUEHHbIE O6bLekTOB B CTPOKE 1 ~
MokasaTb BCromoraTesibHble KOHTEHEpbI Mpynnuposats He rpynnupogatb v

[o6aeutb ¥
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OTKpOETCa OKHO [OBaBEHNS MNepBn3opa:

@ AdminPanel

n {7 6: MaLWHbI - T Ponb - hypervisor. 310 AoxHa GbiTe BUPTyanbHas MaluMHa, Ha KOTopoi GyayT 3anyLeHbl KOMMOHEHTbI NPOAYKTa B KOHTEeWHepax.

He nokasbiBaTb 3aBepLUEHHbIE O6bLeKTOB B CTPOKe 1 v
MokazaTb BCcnomoraTtenbHble KOHTeVIHepr rpynnMpOBaTb He rpynnuposarts v

Ponb P SSH-nopt Wwms runepsusopa

hypervisor v 10.12.15.1 22 Hypervisor

Wms nonbsosatens Maponb MpuBaTHBIA KN4 Data Center

centos strongPass Vicnonb3soBatb aBTopu3aLmio no naposnto v/ DC1
Tern

store,mail,etc...

(J MponycTuTb NPOBEPKY HE KPUTUYHBIX TpeGoBaHWI

OTmeHa Ho6aeutb

3anonHuTe nons:

Ponb — hypervisor.

IP — agpec mMaLluuHbl, Ha KOTOPYIO MPON3BOANTCS YCTaHOBKA.

SSH-nopT — cTaHgapTHbIN AN SSH, BbI6BpaH MO YMOMYaHWIO, MEHSATb €ro HE HYXHO.

Nmsa runepeursopa — ykaxunte Nms runepsrsopa UM ocTasbTe noJie nycTbiM. B cnyyae ecnuv Bbl oCTaBuUTE
roJsie HesarnoHEHHbIM, UMS FMNepBr3opa 6yAeT B3ATO U3 hostname -s 1 406aBUTCS aBTOMaTYEeCKM. B
[AOKyMeHTaL K 6yaeT ncrnosb3osaHo uvs hypervisorl.

MMa nonb3oBaTens — ykaxuTe VIMs TOro NOMb30BaTeNs, MO KOTOPbIM 3anyLLEeH yCTaHOBLUUK. B
paccmaTpuBaeMOM NpuMepe 3To nosnbaosaTenb deployer.

Maponb — HEOBXOOMMO BBECTW Naporib NOSb30BaTENd, MO KOTOPbIM 3anyLleH YCTaHOBLLVK, €CJI OH 6bif
3apaH Npw cCo3gaHunn.

[o6asbTe SSH-KJIOY (Tak)Xe MOXHO OCTaB/Tb aBTOPU3aLMIO MO NapoJto):

« B none NMpuBaTHbIN KAtou BoiGepuTe [,o6aBUTb HOBbIN KJTHOY.

P SSH-nopt
10.12.15.1 22
Maponb [MpuBaTHbLIV KNtoY
CO000000000 v Vcnonb3oBaTb aBTOPM3aLMIO MO MNapOsIo 1

+ [106aBUTb HOBbI KoY r

OTmeHa [o6aButb
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- B none Nma knioua ykaxuTe noboe yoobHOe MMSB COOTBETCTBUN C NX HasdHadeHnem deployerRSA.
- Mepengunte B KOHCO/b, BbINOAHUTE B HEW KOMaHAY cat ~/.ssh/id_rsa 1 CKOMUPYUTE KoY.

- 3aTeM BCTaBbTe ero B noJsie MpuBaTHbINA KoY. Ero Hy>HO yKa3aTb NMoJIHOCTbIO, BKJIlOYast

- [Mone NMaponb Kno4Ya OCTaBbTE MYCTbIM.

- KnukHuTe no kHornke CoxpaHnTb.
[Mocne po6aBneHns NPYBaTHOMO KJto4a Bbl BEPHETECH K MICXOOHOMY OKHY A06aBNeHNS rmnepsrn3opa.

an/I HeO6XO,EI,I/IMOCTI/I HaCTpOI7ITe OONOoSIHUTENIbHbIE MONA:

- Data Center — ncnonbsyeTcs B reopacnpefeneHHoln KNnacTePHO YCTaHOBKE, OCTaBbTE MOMe MyCTbIM.

- Tern — ,D,O6aBJ'IeHI/Ie TeroB akTyaJlbHO TOJIbKO A4 KJ'IaCTepHOI7I YCTaHOBKW, OJ19 MOHOUNHCTaNnAaunm

COo3naHne Teros He Tpe6yeTCﬂ.

- MponycTnTb NPOBEPKY HEKPUTUYHBIX TPE60BaHNI — eCNi OTMETUTb YEKBOKC, BYAET NPOnyLLeHa
npoBepka Bepcun agpa 1 ¢raros npoLeccopa (sse2, avx). B 60blUMHCTBE Crly4YaeB BbIGOp YeK60KCa He
TpebyeTcs.

Mocne 3anonHeHKs nonen HaxMnTe Ha KHornky JLo6aBUTb — rMNepBU3op OTOBPA3NTCS B Be6-HTepdelice

YCTaHOBLLVIKA.

/' MNpumeuanne

Mpw fo6aBneHn cepBepa peanr3oBaHa NPoBepka Ha Hanmye KomaHg, tar, Scp 1 HEOBXOAMbIX UHCTPYKLIA
BMPTYanM3aLumm Ha npoLieccopax. Ecnu npu nposepke oHW He 6yayT HalileHbl, TO cepBep He ByaeT fo6aBneH, a
agMVHUCTPATOP NMOMYYnT COOBLLEHNE 06 OLUNBKE.

HaxmuTe Ha 3eneHyto kHonky [anee B MpaBoM BEpPXHEM Yy O/ Nepexoda K creaylolemy wary.

# | AdminPanel Hacrpoiikn O6enyxwsatme (6} Nanee

He nokasbiBaTb 3aBepLUEHHbIE OB6LeKTOB B CTPOKE 1 v
MokasaTb BCriOMoraTerbHble KOHTeNHEPbI Mpynnuposatb He rpynnuposate v

infra-03 (100.70.81.216) o

[o6asuts ¥

5. CeTeBble HACTPOWKUN

YCTaHOBLLVK aBTOMATNYECKIN Bbl4MCNAET HEKOTOpPble CeTeBble NapaMeTpbl. 1K napamMeTpbl HeobxognmMo

npoBepuTb N OOMNONIHNTD, eCnii HE BCE N3 HUX 6b17 onpeneneHsol.
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@ AdminPanel Hactpoiiku O6cnyxusanme o
BanonHuTe HacTPoNKK ceTeil.

HacTtpoiiku

Cetn [loMeHHble UMeHa Xpanunuwa LLlapavpoBaxue n pennukauus b1 HacTpoiiku KoMNoHeHToB WHTerpaunm MepemeHHbIe OKpYXeHNs

Cerestie HacTpoii

MonceTs, cnonbayemas NouTol Ha cepsepax: 100.70.80.0/23

MoaceTb, ucnonb3ayemas BHYTPU KOHTEUHEPOB: 172.20.0.0/20

MTU ceTy koHTelHepoB: 1450

HE wncnonesoears IP-in-IP 1 BIRD:

Cnucok NTP-cepsepos: + [oGasute

Cnucok DNS-cepeepos. OcTasbTe nycTbiM, ecnn ncnonsayerca DHCP: 10.255.2.3 -

+ HoGaeute

YkaxuTte NTP-cepBep n DNS-cepBep.

A Ba)xHO

O6s3aTtenbHo HacTponTe NTP B cooTBeTCTBUM C pekoMeHpaumamn: ona RedOS, gna Astra Linux. He cnegyeTt

yKa3zbiBaTb 6enbii NTP-cepaep.

Y6epunTtechb, 4YTo:

- MopceTb, ncnonb3dyemas NOYTON Ha cepBepax MeeT JoCcTyn Ha 80-11 nnn 443-i NopT.

- MopceTb, ncnonbldyemas BHYTPUN KOHTEMHEPOB MOSTHOCTbIO CBOBOAHA, YHVKAbHA U MPUHAANEXUT
Tonbko VK WorkMail.

/' TNpumeyanne

OTa nNofceTb NCMOSb3YEeTCs TOMbKO ANA Tpaduka Mexay KOHTeHepamun BHyTPY cucteMbl. ECnn aBTomaTyecku
BblYMC/IEHHas NOACETb YHUKasbHa 1 He NepecekaeTcs C APYrMy NoaCeTAMN 3aKasyka, 3Ha4YeHNs MEHATb He

HY>XHoO. 1o ymonyaHuio ncnonbdyetcsd 20-g9 noaceTb.

Mone MTU ceTn KOHTENHEePOB 3aMoJHAETCs aBTOMaTUYeCKU. ECnn Bbl XOTUTE N3MeHUTb pa3mep MTU,

obpatuTech k npegctasutento VK.

®nar HE ucnonb3oBathb IP-in-IP 1 BIRD B 60/bLUNHCTBE ClyYaeB [OMKEH OCTaBaTbCsl HEAKTUBHbBIM. ECn Ha
MaLUMHe NCNoNb3yeTcs gHaMUYecKas MapLUpyTU3aLmns 1 HEO6X0AMMO BKOYEHE oML, 06paTuTeCh K

npegctasutenio VK.

Mocne NpoBepku BCEX HACTPOEK HAXMUTE Ha KHOMKY COXPaHUTb 1 NepenguTe K cneqyoLwemy Lary.
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@ AdminPanel Hactpoiiku O6cnyxusaue o
BanonHuTe HaCTPOWKN ceTen.

HacTtpoinku

Cetn [omeHHble UMeHa Xpanunuwa LWapavposanue v pennukauus B HacTpoiikn KoMNoHeHToB WnTerpaunmn MepemMeHHble OKpyXeHns

CeTeBble HAaCTpOMKU

MogceTb, Ucnonbayemas no4ToM Ha cepsepax: 100.70.80.0/23
Mopfcets, Ucnonbayemas BHYTPW KOHTEHEPOB: 172.20.0.0/20
MTU ceTn koHTeliHepos: 1450

HE wncnone3osats IP-in-IP v BIRD:

Cnucok NTP-cepsepos: ntp1.mail.ru

+ HoGasutb

Cnucok DNS-cepsepos. OcTaseTe MycTbiM, eciiv ncnonsayetcs DHCP: 10.255.2.3

<+ Mo6asuth

6. [lomeHHble NMeHa

0 NHpopmauusa

Moapo6Hyto HGOPMaLMIO O CO3MaHUN AOMEHHbIX UMEH Bbl HangeTe B pasaene CosgaHne DNS-3anucern.

Ha Bknagke [JJOMEHHbIe MMeHa HEO6XOOVIMO 3aMOHNTb BCE NOSS:
- HasBaHue Ballell KOMNaHUN — BBeOVTE Ha3BaHNE KOMMaHnK, KOTopoe ByaeT OTOBpaxaTbCs B
nHTepdeince NoYThbI.
- CaliT Bawlein KOMMaHUM — yKaxXuTe CalT Ballell KOMMaHWW.

- OCHOBHOIN AOMEH AN CepPBNCOB — B N0Oe HEO6XOOVIMO YKa3aTb paHee co3fgaHHbIi OCHOBHOWM JOMEH

014 MOYThbI.

. p,OMeH ang o6ayHbIX XpaHunuwy, — B NoJsie BBeanTe paHee COo3faHHbI [lomeH onsa o6aayHbIX XPaHUJTALLL.

A BaxxHo

[ns AOMEHHbIX UMEH HEeNMb3s NCNOMb30BaTb etc/hosts .

Korpa Bce nons 6yayT 3anofHEeHbl, HaXMUTE Ha KHOMKY COXpPaHUTb /15 epexofa K ClefyloLlemy Lwary.
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anel Hactpoitku O6cnyxusatme

YKaXuTe OCHOBHbIE [IOMEHbI 11 106aBLTe SSL-CepTUdhUKaTI.

Mog cnoit HacTpoek CMUCOK [JOMEHOB, KOTOPLIE Bbl J0MKHLI 3aHeCT B DNS. Bbl MOXeETe MOMEHSITL MMEHA HEKOTOPLIX XOCTOB, ECIIA Takie afipeca 3aHsiTl, OJHako He PEKOMEHYeTCs 3T Aenats 6es
HeobxoaumocTyh.
P i AOMeH ans 370 fomkeH 6biTb OTAENbHbIE JOMEH TOTO e YPOBHS, YTO 1 OCHOBHOW. Hanpumep: mail.example.ru u other.example.ru - 06a foMeHa 3-ro YpoBHS.
TaK KaKk OCHOBHbIE HACTPOIKM JOMEHOB BIMSIOT Ha , Henbast pefiakTpoBark o6e rpynmbi.
Tocrie 3aMOMHEH!s OCHOBHBIX HACTPOEK, aBTof WISt [N KBXZ0TO [JOMEHa. COXPAHIUTE OCHOBHBIE HACTPOIKI 1 MOMYHMTe AOCTYN K " il

K AomeHaM.

HacTtpoiiku

Cetn  [lomeHble umeHa  Xpawunuwa  Llapauposarve v pennukaums B HacTpoiikv KOMNOHeHTOB  MHTerpaumn  [epeMeHHbie okpyxeHus

O6LWwye HacTpONKN AOMEHOB
HassaHue Balueit komnaHum: SSL-cepTudukarsl
fmr CoxpaHuTe HacTpoiiku OMEHOB Ana o6aBneHus cepTudnkaToB

VK Communications

CaliT Balueil komMnaHum:

https://mail.vk.com/

OCHOBHO [JOMEH /NS CePBUCOB:

vbastraOmail.onprem.ru

[TloMeH Ans 06nayHbIX XpaHMNLL:

vbastraOst.onprem.ru

/" MpumeyaHue

[Mocne coxpaHeHns AOMEHHbIX MMEH NOoSBATCS owmnbk. OHW NponagyT nocne gotasneHus SSL-ceptundrkaTos
Ha cnepyiowem ware, Ho SMTP, MX n IMAP moryT ocTaTbCsl KPaCHbIMU — 3TO HOPMaJSIbHO.
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6.1 Jo6aBneHne SSL-cepTnunkartos

HaxmuTte Ha kHonky [lo6aBUTb cepTudUKaT Nof 3aroloBkom SSL-cepTudukaThbi.

L’ AdminPanel Hactpoiiku O6cnyxusanvne (604
Ykaxute AOMEHbI 1 06 SSL-cep
TMoA croiinepom AOMOMHUTENbHbIX HACTPOEK HAXOAUTCA CTIMCOK FAOMEHOB, KOTOPbIE Bbl AOMKHBI 3aHeCT! B DNS. Bbl MOXETe MOMEHSTL MMeHa HEKOTOPbIX XOCTOB, ECIN Takue aApeca 3aHsThl, OiHAKO He PEKOMEHAYETCS aTo Aenat 6e3
HeobXxoaAuMMOoCTH.
il W AOMEH ans . 3T0 AOMKeH GbiTb OTAENbHbIE [JOMEH TOTO e YPOBHS, 4TO N OCHOBHOMW. Hanpumep: mail.example.ru u other.example.ru - o6a qomeHa 3-ro ypoBHS.
Tak kak OCHOBHbIE HAacTPOWKM AOMEHOB BAMSIIOT Ha AOMONHUTENbHbIE, HENb3s OAHOBPEMEHHO PeflakTUpoBaTh 06e rpynnbl.
Mocrie 3anonHeHNst OCHOBHBIX y PUPYET UMSI NSt KaXioro flomeHa. C iKu 1 nony [0CTYN K AONONHUTENBHBIM 1 cepr cepTuduKaThb
aBTo! K [AoMeHam.
HacTtpoiku
Cetn [HomeHHble umeHa XpaHunuwa Wapavposakue 1 pennukauna B HacTpoikn KOMNoHeHToB WnTerpaumnn MNepemMeHHble OKpyXeHUst
OB6Lwme HacTpolkn AJoMeHoB (4
HassaHve Balueit komnaHmn: SSL-cepTudpmkarsl:

VK Communications + Nobasute ceptudmkar

CaiiT Balueit komnaHun:

https://mail.vk.com/

OCHOBHOIA JOMEH AN CEPBUCOB:

vbastraOmail.onprem.ru

[lomeH Ans 06nadHbIX XpaHUULL:

vbastraOst.onprem.ru

Hactpoiikv fomeHbIx uméH [E8)

[LomeH ans Be6-nHTepdeiica aBTopusaLmm: Oumbka:
account.vbastraOmail.onprem.ru He HaiineH noaxopsiuuin ceptudukar r_J/

B oTkpbiBLLECA PopMe BBegUTE CEPTUDUKAT 1 KITIOY. VX HEOBXOAMMO yKa3aTb MOHOCTbIO, BKIIIOYas:

Vnn HaxxmnTe Ha KHoMKy Bbi6paTtb daiin v ykaxuTe nyTb K dainny ¢ ceptrndumkaTom .crt, a 3atem kK danny c
Knovom .key.

/' TNpumeuanne

[MpwBaTHbIN KOY JOMKEH BbITb 4OBaBNEH B OTKPbITOM BUAEe, 6€3 cekpeTHOM dpa3sbl. 3aKOANPOBAHHbBIN KoY
oTnn4yaeTcs oT OTKpbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

KAnkKHNTE No KHOoMKe COXpaHI/ITb.
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[o6aeneHne SSL-cepTudukara

SSL-
cepTtucumkar:

Wnu BbiGepute taiin ¢ cepTudmkaTom Bbi6path chaiin

Knitoy
cepTudumkara:

Vinu BbiGepuTe haiin ¢ knovom cepTudukara BbiGpathb chann

Ecnu Bcé BepHO, B nHTepdelice He ByaeT 0TobpaxaTbCs OLWNGOK 1 KpacHol nogceeTkn (y SMTP, MX n IMAP

KpacHasi MoACBeTKa MOXET OCTaTbcs). HaxmuTe Ha 3eneHyto kHonky fanee.

[Z] AdminPanel Hactpoiikn O6cnyxusatue

Cetn  [lomeHHbie umena  Xparunuwa  LUapavposave u pennvkauus BJ

Hassanue Balueil komnaHum:

VK Communications

CaiiT Bawuen komnaHmm:

https://mail .vk.com/

OCHOBHOI1 AOMEH AN CEPBUCOB:

vbastraOmail.onprem.ru

JomeH ans o6nayHbIX XpaHUmuLL:

vbastraOst.onprem.ru

[omeH ans BeG-uHTepcheiica aBTopuaLmm:
account.vbastraOmail.onprem.ru

[omeH ans ckaumeaHus snoxernin VK WorkMail:
af.vbastraOmail.onprem.ru

[lomeH ans ckaymBaHus uconHsiembix Broxenuin VK WorkMail:
af.vbastraOst.onprem.ru

HacTporiku

HacTpoiikn KoMNOHeHTOB  UHTerpauun  MepemenHbie okpyxeHus

O6Lme HaCTPOVKM JOMEHOB (4
SSL-cepTuchukatbl:

B * cloud.vbastraOmail.onprem.ru, *.e.vbastraOmail.onprem.ru, *.vbastraOmail.onprem.ru, *.vbastraOst.onprem.ru

eitcTautenen ¢ 19.04.2023 15:51:23 no 18.07.2023 15:51:22

Buigan: Let's Encrypt (R3)

+ _No6aputs ceptudukar

HacTpolikvu JOMeHbIX UMEH

CepTudmkaTsl:
0:*.cloud. il.onprem.ru, * nprem.ru, * il.onprem.ru, *.vbastraOst.onprem.ru Ao
18.07.2023 15:51:22

Ceptudpukatsl:
0:*cloud. nprem.ru, * nprem.ru, * nprem.ru, *.vbastra0st.onprem.ru 4o
18.07.2023 15:51:22

CepTudumkaTsl:
0:*.cloud. nprem.ru, *. nprem.ru, * nprem.ru, *.vbastraOst.onprem.ru ao

18.07.2023 15:51:22

Lanee

R

R

R

7. 3anycK yCTaHOBKIW rmnepBus3opa

Hayvana ycTaHOBKM NepenanTe K o6LLel CTPOKe COCTOAHUSA — A1 9TOro HaxMuTe Ha noroTtun AdminPanel.

KnnkHuTe no kHomnke Play (TpeyronbHuK) psigomM C 06LLEN CTPOKOW COCTOSHA B BEPXHEN YaCT/ 3KpaHa.
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@ AdminPanel Hacrpoitku O6cnyxusanme o

Banyctute BCEX Bbl MoxXeTe 7 7 . [1ns1 3TOr0 HAXKMMUTE KHOMKY "3: y y" EHbIN Tpey B CTpOKe 06LLei CTaTUCTIKM).
BHUMAHWE! H Ka r BHOCUT B 7K MaLLMH. By 0
Takke Bbl MOXETE B LieNsx 0TNaAKu 3anyckaTb YCTaHOBKY KaX/10i MaluUHbI No- (3enéHblit B CTpOKe ), unu 3afjaqn Ha KaXaoi MallnHbl. [N 3TOro neperanTe Ha CTpaHuLy MaluvHb!

(4EPHaS WeECTEPEHKA B CTPOKE MaLLVHBI).

Ipynnuposats He rpynnuposar v He nokasbiBaTb 3aBepLUéHHbIE O6bekToB B CTPOKE 1 v

hypervisor1 (213.219.214.238) ] > |

[MopTBEepAnTE 3anyCK aBTOMATUNYECKOW YCTAaHOBKM, HaXKaB Ha KHOMKY 3anyCcTUTb.

MoaTBepamnTe 3anyck aBTOMATUYECKOW YCTAHOBKM

BhINOMHEHMe OCTAHOBUTCS B CIEAYHOLLMX CryHasix:
1. Ecnu war Tpebyer 3arpysku cainos

2. Ecnm war TpebyeT py4HOro 3anycka

3. Mp: olumbka B

BbinonHeHne aBToMaTUHECKOM YCTaHOBKI MOXHO OCTaHOBWUTb. B Takom Criyuae YCTaHoBLUMK 40KAETCS

BbIr wara, n aBTOMATU4ECKYHO YCTaHOBKY

OtmeHa

,D,ox(p,MTer 3aBepLlleHnd yCTaHOBKIK rmnepBr3opa. Moka npouecc nget, pagom co CTpOKOVI COCTOAHUA 6y,u,eT

oTobpaxaTbCs KpacHasi KHoMnka Stop.

# | AdminPanel Hacrpoiku O6enyxusanue (634
BCeX Il Bbl MoXeTe Bocnonb3oBarTbCs i 7 [inA 3TOr0 HaXxmuUTe KHOMKY "3anycTuTs. y EHbIIA TP B CTPOKe 06LLielt CTaTUCTIKY).
BHUMAHWE! | aKa r BHOCUT B KN MALUMH.

TakKe Bbl MOXETE B Liefsix OTra/ku 3anyCkaTb YCTAHOBKY KaX/I0i MaLLMHbI N0-0TAENBHOCTY (TPEYronbHIK B CTPOKE MalLHbI), AN MOLATOBO BINONHATL 3a[a41 Ha CTPAHMLLE KaX10/ MalWMHb!. [nsi STOro NepeinTe Ha CTpaHMLy MalLHb!
(WwecTepéHka B CTPOKE MaLLWHBI).

Mpynnuposats He rpynnuposarts v @ He nokasblBaTb 3aBepLUEHHbIE O6bBEKTOB B CTPOKe 1 v

hypervisor1 (212.233.93.121) ooes [

[o6aeutb

/" Mpumeuyanue

B npoLecce ycTaHOBKM 1 HACTPOWKIN CUCTEMbI MPOVCXOAAT M3MEHEHUSt KOHPUrypaL . BupTyanbHaa MaLlnHa
MOXET NnepesarpysnTbCsl, 1 NOTPeByeTCcs NOBTOPHbIV 3anyCk aBTOMAaTUYECKON YCTaHOBKN. [11s MOBTOPHOro
3anycka HaXXMuTe Ha 3eneHyto KHomnKy Play nnéo B BepxHel 06LLell CTpoKe COCTOSHUS, TM60 PSAOM C
Ha3BaHMEM rnepBu3opa.

8. leHepauua KOHTeHepoB

HaxmunTte Ha kHonky CreHepunpoBaTb aBTOMaTUYECKN, YTOObI LO6aBUTb MO OAHOMY KOHTENHEPY ANS KaXA0W

ponu.
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@ AdminPanel Hactpoiiku OBcnyxusanme o~

Moxanyiicta, Ao6aBbTe MO OAHON MaLLKMHe ANs Kaxaon ponu. Haxmute "CreHepupoBaTh aBToMaTU4eckn" Ans GbICTPOro Co3aaHus.

YcTaHoBKa 3aBepLueHa .

He nokasbiBaTh 3aBepLUEHHbIE O6beKTOB B CTPOKE 1 v
MokasaTb BCriomMoraTesbHble KOHTeI;IHepr rpyl'll'lMpOBaTb He rpynnuposarts ~
hypervisor1 (100.70.81.216) B - |

CreHep1poBaTh aBTOMATUHECK

Ha SKpPaHe Ha4YHYT NoABIATbCA CreHepupoBaHHbIe KOHTeI7IHepr.

A BaxxHo

B cnyyae nossneHns oWwWn60K NCNosbayliTe pasgen J1ory 1 nonesHole KomaHabl.

Yepes HekoTopoeE BpeMs B MPaBOM BEPXHEM YTy NOABUTCS KHOMKa Jlanee, HanpoTuB rmnepsrsopa

hypervisorl noasuntcs kHorka Play.

# | AdminPanel Hacrpoiiu O6cnyxuanme (6} ﬂanee

l720% 8 N

5 He nokasbiBaTb 3aBepLUéHHbIe O6BLeKTOB B CTPOKE 1

5 Moka3saTb BCrOMOraTesibHble KOHTeNHepb! Ipynnupoeath He rpynnuposare v

hypervisor1 (100.70.81.216) | ;;

registry1 (100.70.81.216)
infraetcd1 (100.70.81.216)
calico-libnetwork1 (100.70.81.216)
calico-node1 (100.70.81.216) [T
bind1 (172.20.5.102) o6

consult (172.20.5.104) 2]
mailetcd1 (172.20.4.129) TR (1:]
memcached1 (172.20.5.103) (TS0
zookeeper1 (100.70.81.216) ® [1]
bibliodb1 (172.20.5.111) (EEIEE -]']

KnnkHuTe no kHonke Play HanpoTuB runepsusopa hypervisorl.

nO,D,TBepJJ,VITe aBTOMAaTUYECKINIA 3anycCkK 3afad Ha rmnepBmn3ope, HaxxaB Ha KHOTMKY 3aI1yCTIlITb.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 27 ns 61


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/8AutoGenerate.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/8AutoGenerate.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/8StartAndNextButtons.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/8StartAndNextButtons.png

MoaTBepanTe 3anyck Bcex 3agay Ha hypervisor1

Mocne 3anycka waros, Tb UX Bynet

Bl TCS B cnyvasx:

1. Ecnv war Tpe6yer arpyaku chaiinos
2. Ecnu war TpebyeT pyyHoro 3anycka
3.0 owwnbka B

OtmeHa BanycTui

Ha reHepauuio TpebyeTca Bpems. [ogoxanTe, noka ncyesHeT 3efieHas KHornka Play HanpoTuBs runepsrsopa

hypervisorl, 1 HaxmuTe Ha kHonky [lanee ons nepexofa K CregyloLemy Lary.

0 NHdopmauus

OBHOBWTb NINLLEH3VIOHHbIN KJTHOY.

PassepHyTylo I/IHd)OpMaLI,I/IIO O HasHa4vyeHnn pone|7|, nx ,D,y6J'II/IpyeMOCTI/I, 3aBNCKIMOCTSX U T.M. Bbl MOXETE HalTW,
KJIMKHYB MO 3Ha4Ky @ n nepe|7u:|,$| B pasgen OnucaHune CepBUNCOB. B aTOM e BbiMagatoLeM MeHIO Bbl HargeTe
OONMOJIHNTENbHYIO AOKYMEHTaLU O, CMOXEeTe BKITIOYNTDb UJT BbIK/TIOYNTDb NPOOAYKTbI (BHyTpI/I pasgena npOAyKTbI) n

9. XpaHunuwia

Onsa YCTaHOBKW Ha OgHY MallHY AOCTaTO4YHO aBTOMaTU4YeCKOro pacnpenesieHna no guckKoBbiM Nnapam,

NO3TOMY AOMOJIHUTENbHAS HACTPOWKa He TpebyeTcs, HaXXMUTE Ha KHoNKy fdanee.

Cetn [omMeHHble uMeHa

cldst @
cldmetast

blobcloud

mailcloud
zepto_del
zepto_main
zepto_opt
zepto_skel
zepto_search
crow_index

mescalito

fstab

HacTpowiku
Xpanunuwa LLlapanpoBaHve 1 pennukauvs B HacTpolikn KOMNOHEHTOB WHTerpauumn MepemeHHble OKpyXeHUs
BpeMeHHble BITOXeHUA
3
# Anck 1 Ouck 2
# KonTponnep YcTtpoicTBo Pasmep KouTponnep YcTpoicTBO
blobcloud1.qdit blobcloud2.qdit
1 Het aaHHbIX 100.00Gb HeT AaHHbIx
mail-vkwm2-st1 (astra) mail-vkwm2-st2 (redos)
blobcloud?2.qdit blobcloud3.qdit
2 Het aaHHbIX 100.00Gb HeT AaHHbIX
mail-vkwm2-st2 (redos) mail-vkwm2-st3 (alma)
blobcloud1.qdit blobcloud3.qdit
3 Het gaHHbIx 100.00Gb Het paHHbIX

mail-vkwm2-st1 (astra)

[o6aBnTb WM creHepupoBaTb AWUCKOBbIE Napbl

[axHble o auckax ot 14.03.2024, 12:01:31.

mail-vkwm2-st3 (alma)

O6HoBUTL

Pa3mep

100.00Gb

100.00Gb

100.00Gb

R ®
CINSINE] g

R
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10. lapaunpoBaHune n pennukauus b,

Ha Bknagke WappgupoBaHue n pennukauua bl HaxxmuTe Ha KHOMNKy Janee.

@ AdminPanel Hactpoiikn  O6cnyxusanne
Hactporikn
Cet  [lomenHbie umena  Xpawunuwa  Lapauposarve u pennvkaums Bl HacTpoiiku komnoreHTos  MkTerpaumm
Wwms BO Homep knactepa OTKa30yCTOM4MBOCTb
abookpdd-tar 1 Overlord
addrbook-tar 1 Overlord
addrbook-tar 2 Overlord
addrbook-tar 3 Overlord
aliases-tar 1 Overlord
appass-tar 1 Overlord

MepemeHHbie okpyxeHus

Onpocutb Bee Overlord bl

Macrep

abookpdd-tar2

mail-vkwm2-db2

addrbook-tar1

mail-vkwm2-db1

addrbook-tar3

mail-vkwm2-db2

addrbook-tar4

mail-vkwm2-db1

aliases-tar1

mail-vkwm2-db1

appass-tar1

mail-vkwm2-db1

Oanee

Cocras

abookpdd-tar2
abookpdd-tar1

addrbook-tar1
addrbook-tar2

addrbook-tar3

addrbook-tar4

aliases-tar1
aliases-tar2

appass-tar1
appass-tar2

o NHpopmauusa

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

LWapavpoBaHune (cermeHTumpoBaHne) b ncnonbayeTcs B KNacTepHON YCTaHOBKE /19 06ecrneyeHus
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CTtpaHnua 29 13 61


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/9ReplicateDB.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/9ReplicateDB.png

11. HacTpoinkn KOMNOHEHTOB

B pasgene BbinonHsoTCS HaCTpOVIKM PasNINYHbIX KOMMOHEHTOB MOYTOBOW CUCTEMBbI.

HacTpoviku

Cetn [lomMeHHble uMeHa Xpanunuuia LLlapavipoBaHve v pennukauus B HacTtpoiiku kKoMMnoHeHToB

ABTOpU3aLma

AppecHas kHura .
HacTpoiiku aBTopusauum no naposio Yepes BHeLHne NpoTokonsl (@)

HacTpoiikn naHenu @ IMAP
a[AMVHNCTPUPOBaHUS @ sMTP
HacTpoiiku noyThb! @ WebDav
@ calDav
OrpaHuyeHe JocTyna K
AomeHam @D BknounTL CUCTEMY NPOTUBOAEICTBIA NoABopY naporneit

Monntuka usmeHeHns
OrpaHu4eH1e nonbITok asTopm3aauuu no IP

naporneii nonb3osarenen

. onbITOK B MUHYTY:
MouToBbIN TpaHCnopT Ty 20
CucTema yuéra MonbITok B Yac: 250
AencTeuin
nonb3osarene
MonbITOK B AeHb: 1000

HTTP(S)-npokcu

Cnucok IP ¢ HeorpaHM4eHHbIM KONMYECTBOM
NoMbITOK

ABTOpU3auusa

WHTerpauum MepeMeHHble OKpyXeHust

L3

HacTtpoiiku asTopusaunm (4

B pasgene ecTb BO3MOXHOCTb HACTPOUTb 3aLlLMTY OT nog6opa naponeit. [1ns aToro HaxXMUTE Ha KHOMKY

penakTPOBaHNA.

HacTpoviku

Cetn J[loMeHHble UMeHa Xpanunuwa LLlapavpoBaHue n pennukauus B HacTpoiikv kKOMNoHEHTOB

AsTopu3auus

AppecHas kHura .
HacTpoiiki aBTopr3aLmm no Naposio Yepes BHeLHe NPoTokonbl &)

Hactpoiikv naHenun @ IMAP
a[IMVHUCTPUPOBaHNS @ smTP
WebDav
HacTpoitkn nouTtsl ©
@ cCalDav
OrpaHuyenne focTyna K
noMeHam @ BxniounTh CUCTEMy NPOTUBOAEIICTBIMS Noa6opy naponeit

Monutyka nameteHns OrpaHu4eHye NonbITok asTopusatum no IP

naponew nonb3osaTenemn

. MonbITOK B MUHYTY: 20
MouToBbIN TpaHcnopT
Cucrema yuéra MonkiTok B Yac: 250
LencTBun
noneb3osatenei
MonbIToK B A€Hb! 1000

HTTP(S)-npoken
Cnucok IP ¢ HeorpaHU4eHHbIM KOMINYECTBOM
NOMbITOK

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

UHTerpaumm MepeMeHHble OKpyKeHMst

HacTpowku aBTopusauum

+ [No6asutb
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HaCTpOVIKM aBTOopuU3aL 1 No NapoJsio Yepes BHeLWWHe NPOTOKOJIbl — NMO3BONAET 3aMnpeTTb NOJSIb30OBaTEeNIAM

aBTOPU30BbIBaTbCS BO BHeLLHMX NpunoxeHusx (MS Outlook, MouTta/KaneHgapb Ha iOS 1 T.M.) C NTOMOLLbIO
OCHOBHOIO NaposIs MOYTbI.

Ecnn ¢nar ogHOro nnm HeCKoNbKxX NPOTOKOMOB BKITIOYEH, A1 aBTOPM3aL M MO 3TVM MPOTOKOaM
Nnonb3oBaTeso NOTPEBYETCS HE NAPOJIb OT NMOYThI , @ OAHOPA30BbIN NapPOJib, CHOOPMUNPOBAHHbIN B pa3aese
HacTpoikn — besonacHocTb akkayHTa VK WorkMail.

a BesonacHocTb
Banepus BpaxHukosa JlocTyn K aKkayHTY U MCTOPMS AeNACTBUIM

0 YcTponcTBa U NPUNOXEHUA
nasHanA >
Bpaysepbl, yCTpoCTBA M NPUNOXEHUA, C KOTOPbIX BOLLIN B Balll aKKayHT
JInuHble paHHble

L 4 BHellHne cepBuChbI
KoHTakTbl 1 agpeca ‘ >
CepBl’lelY B KOTOpPbI€ Bbl BOLWJIN C NOMOLLBIO aKKayHTa Mail.ru

BesonacHocTb
D WcTopwsa pencTewii

i >
Bce HacTpomKkn i Bxop ¢ HoBoro yc‘rponc‘rBa. cMeHa napons, fobasnieHne Homepa U Tak aanee

Cnocobbl Bxoaa

#»  Naponb

Yr06b1 Naponb He nogobpany, NCnonb3ayiiTe cnyyaiiHble 6yKBbl, N3mennTb
undpbl 1 cumsonsl. MoapobHee

H3 Maponu anA BHELHMX NPUNOXEHWUIA

Maponu anA Bxoaa B akkayHT Yyepes ICQ un noytosble npunoxerua: Microsoft >
Outlook, Thunderbird n ppyrve. Moapo6Hee

@  OneKTpOHHble KIIoun

Bxop no otneuatky nanbua, USB-, NFC- nnu Bluetooth-kntouy. Moapo6Hee

Mo kHonke Jo06aBnNTb NOb30BATENIO HY>KHO ByAET BBECTU Ha3BaHVE BHELLUHErO NPUIOXEHUS, A1 KOTOPOro
HY>XHO CreHepupoBaTb Naposb, BBECTU NapOSib OCHOBHOW NapOsib akkayHTa.

[Mocne yero Hy>XXHO BygeT CKONMPOBaTb CreHEePUPOBaHHbIN KO, 1 BBECTU €ro BO BHELLHEE NPUNoXeHe Npun
nepBom Bxopfe nog yvetHonm 3anncbto VK WorkMail.

Ecnn ¢nar npoTokona BbIKOYEH, [/15 BXOAa BO BHELLHEE NPUNOXEHNE JOCTaTOYHO 6yaeT BBECTM Naposb
akkayHTa VK WorkMail.

/" MpumeyaHue

[na nonyyeHna nHdopmaLum o NpuHLMNeE PaboTbl CUCTEMbI orpaHndeHns SSO-asTopusauum no IP/rpynne B
ActiveDirectory o6patutech k npegctasutenio VK.

Takxe B pasgene Bbl MOXeTe orpaHu4nTb konmyecTso nomnbiTok Bxofaa B VK WorkMail no IP 1 no agpecy
BNEKTPOHHOW NOYThl U fo6aBuUThb IP n/unu agpeca B 6€nbii CNUCOK.
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4 BepHyTbCA

Maponu pnsa BHELWHNX
NPUNIOXKEHNI

Maponb Ans BHELHEro NPUIOXeHUs — 3TO NapoJib, KOTOPbIIA
HY>KHO MCMONb30BaTh A1 BXOAa B aKKayHT Yepes NoyToBble
npunoxenus: Microsoft Outlook, MNMoyta Ha iOS 1 Tak ganee.

Bbl BBOOUTE €ro ToNbKO oanH a3 BMeCTO OCHOBHOIO Naposs.

KaneHpapb Mac X

KaneHpapb iPhone X

AppecHas KHura

na Ccny4daes, Korga HEOBX0OMMO CO34aTb OBLME NOYTOBbIE ALLVIKWA A9 afpecoB N3 Pa3HbIX 4JOMEHOB,

Bk/lounTe dnar O6Lasn agpecHas KHUra g BCeX AOMEHOB.

0 NHpopmauns

ﬂ,aﬂbHeVlLLlaFl HaCTpOI7IKa OBLLVIX MOYTOBbIX ALLNKOB npon3BognTCA B aJJ,MI/IHI/ICTpaTI/IBHOVI naHenn

(biz.<noyToBbBIN HOMEH> ).

YTO6bl CO34aTh OPraHn3aLuio, Nog KOTOPOn 6yayT 06befHEHbl LOMEHbI, KNVKHUTE MO KHomnke [Lo6aBUTb.

[losBMTCA BCANbIBalOLL,EE OKHO, KyAa HYy>XHO BBECTWN Ha3BaHWE OpraHmn3aynin.
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Beeaunte Ha3BaHME HOBOM opraHunsauunun

OTtmeHa [o6aBuTtb

C nomolLLbio KHOMKY [,06aBUTb AOMEH BBEVTE afpeca JOMEHOB, OTHOCALLMXCS K OAHO OpraHn3aLmm.

Cetn [oMeHHbIE MMeHa Xpanunuwa WapauposaHue u pennukaums B

AsTopusaums @ O6uas agpecHas kHura Ans BCeX [IOMEHOB

AgpecHasi kHura

HacTporiku naHenu + Aobasurs

aAAMUHWCTPUPOBAHNS
HacTporiku noytsl

OrpaHuyeHmre aocTyna k
[loMeHam

Monutuka nameHeHus
naporneit nonb3oBarenei

MoYyTOBbIN TPAHCMOPT

Cucrtema y4éta
AEeNCTBUA
nonb3osarenei

HTTP(S)-npokcu

HacTpowiku

HacTpolikn KoMnoHeHToB WHTerpauumn MepemeHHblE OKPYXKEeHUSA

Onprem

Take eCTb BO3MOXHOCTb U3MEHUTb Ha3BaHUS OpraHn3aLnii, 4O6aBNTb LONOMHUTENbHbIE JOMEHDI N YOannTb

,D,OMeHbI/OpI'aHVI3aLI,VIVI. [Mocne co3paHns opraHnsaunin nepengnTe K CNCKy MaLliH, YTO6bl MOBTOPUTb HYXXHble

warw.

HacTporikn nouTbl

[N 3MEHeHNa HaCTPOEK B pas3fene HaXMUTE Ha KHOMKY pefakTnposaHns (4 .
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HacTtporiku

Cetn [lomeHHble uMeHa Xpanunuwa LLlapavipoBaHuve n pennukaums B HacTpoiiku KoMMnoHeHToB WHTerpauyuun MepeMeHHble OKpyXXeHUs
AsTOpU3aLMS HaCTp0VIKVI NOYTbI e ERES CoxpaHutb
ApnpecHast kHura
MakcumanbHas rny6uHa BnoxeHHOCTH Nanok: 50
Hactpoiiku naHenun
aAMWHUCTPUPOBaHUA
MakcumansHoe Konu4ecTso nonyyarenei B 30
eee:
OrpaHuyeHne goctyna k
AomeHam 3anpeTtuTb CMeHy UMeHW B MOANUCU K MUCbMY

MomeHsATb MecTamn Umst n damunuto B noanucu K nnucbmy
Monutuka nameHeHus

naporneit nonb3osarenei
MouToBkIN TPaHCMOPT

Cucrema yuérta
nencTeuin

nonbs3osarenei

HTTP(S)-npokeu

MakcumarsnbHas rny6unHa BIOXKEHHOCTU NManokK — Bbl MOXETE N3MEHUTb Pa3pELLUEHHYIO rMYBUHY BIOXEHHOCTI
nanok, co3gaBaeMblX MONb30BaTENSIMM B CBOUX MOYTOBbIX SLLMKAX. 3HaYEHMe 3TOro Noss Takxke NCnob3yeTcs
npw murpauun. Ecnm rny6rnHa BNOXEHHOCTN B UICXOLHOW CUCTEME 60/IbLUE YCTaHOBEHHOIO 3HAYEHUS, Nankuy
6ynyT NepeHOCNTbCA B Narnky C KparHen gonycTyMOon rmy6uHON.

MakcnmasnbHOe KONMn4ecTBo nonyane.nel‘/’l B MACbM€e — MOXHO OrpaHnynTb KONIN4eCTBO noJib3oBaTeNew,
KOTOPbIM MNCbMO 6yp,eT oTnpasB/ieHO egMHOBPEMEHHO. 3HayeHune no YMOYaHUIO — 30 rlonyaneneVl, HO, eCnn
Bbl XOTUTE N3MEHUTb NX KOANYECTBO, MUHKMasibHOe 3HadyeHne — 100.

Ecnn Heobxogumo 3anpeTnTb B NOANMNCUN CMEeHY MEHW TN MOMEHATb MeCTaMn NMAa 1 q)aMVIJ'II/I}O, BKOYNTE
cooTBeTCcTBYyloune q)J'IaFI/I.

OrpaqueHme AO0CTYynNa K AgOMeHaM

BbibepuTe HYXXHbI LOMEH 1 HaXXMUTE Ha KHOMKY pefakTupoBaHus. [Nocne BktodeHns dnara OrpaHn4nTb
AOCTYI K AOMEHY NOoSBUTCS pa3fen ¢ 6onee getanbHbIMU HAaCTPONKaMU.
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HacTpowiku

Cetn [lomeHHbIe umeHa XpaHunuwa WapavpoeaHue u pennukauus b1 HacTpoiiku KoMnoHeHToB Wnrerpaumn MepemeHHble OKpYXeHNA

AsTopusauus account.dev12.on-premise.ru af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru
AnpecHas kHura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru

HacTtpoiiku nanenu bmw.dev12.on-premise.ru c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru
aAMUHUCTPUPOBAHNA N

cloud.dev12.on-premise.ru cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru

HacTpoiiku nouTs!
cloclo-upload.cloud.dev12.on-premise.ru openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru

OrpaHuyeHue 4ocTyna K

nomeHam cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru

MonuTyka nameHeHus corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru

naponew nonk3osarenen portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru hb.dev12st.on-premise.ru swa.dev12.on-premise.ru

MouroBbiii TpaHcnopT tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

Cuctewma yuéra neitctaui [omeH ansi Be6-vHTepdeiica asTopusaumm

nonb3ogarene

@ OrpannumnTs AOCTYN K AOMEHY
HTTP(S)-npokcu

@ Pexum sanpeta — 3anpewuars cnegytowumm IP/noacetam

IP/Moacetn KommeHTapuin

+ Hob6asutb —

OrpaHuunTb AOCTYN K AOMEHY — EC/IN BKIIOYEH TOMbKO 3TOT dnar, B Mosie HUXE HYy>XHO 6yaeT seecTu IP/

MOLCETW, KOTOPbIM BYAET paspeLUeH LOCTYM K LOMEHY. Takke Bbl MOXeTe f06aBUTb KOMMEHTAPWM, ECAN 3TO

HeoB6Xo4MMO.
HacTtponku
Cetn [omeHHble umeHa Xpanunuwa WapavpoeaHue u pennukauus b HacTpoiiku komMnoHeHToB WnTerpauun MNepemeHHbIe OKpyXeHns
AsTopusauma af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru
AnpecHas kHura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru bmw.dev12.on-premise.ru
Hactpoiku nanenu c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru cloud.dev12.on-premise.ru
aAMUHUCTPUPOBAHNA

cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru cloclo-upload.cloud.dev12.on-premise.ru

HacTtpo#ku no4ts!
openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru

OrpaHunyeHune goctyna K

AOMeHam thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru

[MonuTVKa MameHeHus img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru

naponeu none3osarenen hb.dev12st.on-premise.ru swa.dev12.on-premise.ru tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

MoutoBeiA TPaHonopT [omeH ans Be6-uHTepgenca asTopusayum

Cuctema y4éTa nencremin

@ OrpaHnunTs AOCTYN K AOMEHY

nonb3osarene
HTTP(S)-npokeu @ ) Pexum 3anperta — 3anpeluats cneayiolwum IP/noacetam
IP/Moacetv Kommentapuit
+ No6asute ’
<+ [Oo6asutb

Pexxum 3anpeTta — 3anpewatb cnegylowmm IP/nopgceram — ecnu BkoYeHbl 06a dnara (orpaHmdeHne
[OCTYyMa 1 pexuM 3anpeTa), [OCTYM K AOMeHaM 6yAeT 3anpeLueH |P/noaceTam, BBEAeHHbIM B None.

He 3a6yabsTe NOBTOPUTD LAry Ha rMnepBrsope (Hy>KHbIe Lar y>ke oTMedeHbl XenTbiM). Takke MOXHO HaxaTb
Ha KHOMKY Play B o6LLei cTpoke cocToaHNA. [ 3TOro nepengnTe K CCKy LWaros, KANKHYB MO IOroTuny
AdminPanel.
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Ba)kHo

[N DOMEHOB becca. x*% . xx%.%xx U bmw.*%% . x%% *x*x MO yMOSYaHMIO 3anpeLleH focTtyn scem IP/nogcetam.
YT06bl LO6aBUTL Kake-nn6o IP/nogceT B 6enblil CNMCOK, HEOBXOAMMO BKIIIOUYUTD oMo OrpaHnYmnTb JoCcTyn
K AOMEHY 1 fo06aBuUTb B nosne IP/nogcetn. Ecnu BkounTb 06a dnara, IP/noacetn, KoTopble 6binvi BBEAEHDI B
nosne, NonagyT B YEPHbIA CMINCOK.

MaHenb agMUHUCTPUNPOBaHUS

BHyTpW pasgena Hy>kHO BBeCcTu SPF-3anunch n DKIM-cenekTop noyToBOro gomMeHa. Tak e eCTb BO3MOXHOCTb
NPON3BECTN HEKOTOPbIE HACTPOWKIN A9 aAMUHUCTPATVUBHOW NaHenu ( biz.<no4ytosbin gomeH> ). YTOBbI HaYaTb

HaCTPOIIKY, HAXXMUTE KHOMKY peaakTnpoBaHns (4.

HacTtpotiku

Cev [ UMeHa " BA P e
Astopuaauus HacTtpoiiku naHenu agMUHUCTPUPOBaHUSA w
AapecHas knura

AQMUHUCTpaTUBHbIE AoMeHb! () admin.qdit —
VHCTpYMeHTbI paspaboTki

+ [oGasute

HacTpoitku nouTbi
OrpakuueHue 4OCTyNa K AOMeHam

Hactpoiiku DKIM u SPF ans cepsepa
Makenb aaMUHUCTPUPOBAHMA

CepeepHas SPF-3anucs ) ByAeT UCNONb30BaHO 3HaueHMe Mo ymMonuanmio: _spf.vkwm?1.on-premise.ru

MonnTuka uameHeHus naponei
nons3osareneit
DKIM-cenexrop ®: mailru

MouToBbIf TPaHCNOpT

Paccbinbumkm o o
accbinbUy HacTpoiiki nonb3oBartenei, AOMEHOB NaHen aaMuHMCcTpUpoBaHis @

CHCTeMa PACHIMPEHHbBIX TPAHCMOPTHBIX
npasun AHeit nepen : 5

Cuctema y-&Ta neiicTemit

. Paamep o6naka nonb3osatens no ymon4auio (M6): 1024
nonk3osarenei

HTTP(S)-npokcu @ Paspewumts npeasapyTeNkHyIo HACTPOIKY COOPLIMKOB ANS BCETO JOMeHa

He akTyankHocTh (com)

OBLUMe NepeMeHHbIE OKPYXEHNS AT BCEX CePBICOB NaHeNA aAMUHICTPHPOBAHWS:

+ Hobasnts

ABMUHNCTPAaTUBHDbIE JOMEHbl — C MOMOLLbIO KHOMKM [,06aBUTb MO OAHOMY BBEAMTE AOMEHbI ([0 3Haka @),

KOTOPbIM HY>XHO BblAaTb MakClrMasibHble MpaBa.

CepsepHas SPF-3anuncb — Beegute B none SFP noytoBoro fomeHa.

/' TpumeyaHne

Ecnn octaBuTb None nyctbiM, 6yaeT ncnonb3osaHa SPF-3anucb MO yMONYaHMIO: v=spf1 a:<mo4yToBbIi LOMEH> mX
-all.

DKIM-ceneKkTop — B MoJie Hy>XXHO fo6aBuTb cenektop DKIM-nognncy no4ytoBOro goMeHa.

KonunuecTtBo gHel nepepq yaaneHnem rnosb3oBaTens — KOMMYEeCTBO AHEN, NO NPOLLEeCTBIN KOTOPbIX
nonb3osaTenb 6yaeT yganeH n3 VK WorkMail. IameHeHne HaCTpOoKn MO YMOMYaHNIO aKTyabHO Npu
ogHoBpeMeHHoM ncnonbsosaHur VK WorkMail ¢ Active directory. Mo ymonyaHuio BbiICTaBneH cpok 5 gHewn, To
€CTb, nonb3osaTtesnb 6yaet yaanéH ns VK WorkMail uepes 5 gHein nocne ero yganenus ns AD.

Pazmep o6naka nosbsoBatens No ymonyaHuo (M6) — npu Heo6XoaMOCTI OrpaHNYbTe MakCUMAaIbHbIN

pasmMep ob6naka Af1e KaXaoro nosibaoBaTens.
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PaspewnTb NpepBapuTesibHYIO HaCTPOIKY C60PLLVKOB AJisl BCEro foMeHa — BK/ounTe dnar, ecnm

HEeOo6X0AMMO OTO6PAa3NTb OKHO HACTPOEK CEOPLUNKOB MCEM B aOMUHUCTPATUBHON NaHENN biz.<nouToBsli

nomeH>/domains/ .

Cpepna

Meccenpxep  [Mouta

a ApmunHllaHenb

32 T[onb3oBartenu

B AgmuHncTpaTopsl

Mouta v

a8
e
Q
e

e 0 &

CocTofAHue cepBe...
Hactpoiku
Mwurpauma

Ipynnbl paccbinok
Obwwwe AWmKK
OrpaHuyeHus

WHcTpykuma

@ dainosoe xpaHunuuie »

B MecceHpxep >

B AgppecHas kaura

KaneHpape  AppecHasi kiura — O6nako

vkwm1.on-premise.ru v

HacTpoiku noutbl vkwml.on-premise.ru

Obwume OdpopmneHue Pasmepbl Awmka Cepsepa Mucbma kaneHpapA

Pe>xum paboTbl
IMAP+SMTP ActiveSync @ OTkniounTs

Mcnonb3osatb wngposaHHoe coeaeHeHve (SSL)

VMcnonb3oBaTb B KayecTBe fiormHa email BMECTO username

Wcnonb3oBaTb WwWndpoBaHHoe coepeHeHne (SSL)

Mcnonb3oBaTb B KayecTBe fiormHa email BMeCTo username

He npoBepATb aKkTyalbHOCTb BKJIIOUEHHOIO pYHKLVOHana (¢ury) — npu BKIIOYEHHOM driare yCTaHOBLLIK

6yneT nponyckaTb Wwar bizf — addBizFeatures.

O6Lwume nepeMeHHble OKPYXXEHUS AJ19 BCeX CePBNCOB NaHeNn agMUHNCTPUPOBaHNS — C NMOMOLLLbIO

KHOMKW H,OGGBVITb Bbl MOXETE BBECTU M 11 3HaYEeHEe NepeMEHHbIX, KOTOPble MPUMEHATCSA K ponam bizf ,

biz-celery-worker-* u biz-celery-beat . Bam He Hy>XHO ByOeT KaxAplll pa3 OTHENbHO AN BCEX ponen

nponncbiBaTtb nNepemMeHHblie, OCTaTO4YHO 006aBUTb NX B O6LLME nepemMeHHbIe OKPYXEeHN4.

MonnTtnka nsmeHeHUs Naponen nonb3oBaTenen

ﬂ NHdpopmauusa

Mpw nHTerpaumn ¢ Active Directory aTa Bkiiagka HeakTyasibHa. C BKNIOYEHHON MHTErpaLner Nob3osaTeny,
3aBepeHHble BHYyTpY VK WorkMail, He cmoryT coBepLuaTb HUKaKNX GENCTBUN.

,D,J'Iﬂ N3MeHeHNA HaCTPOEK BO BKJTagKe KNMKHUTE MO KHOMKe pefakTnpoBaHA r_j/
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Hactpowiku

Cetn JlomeHHble uMeHa Xpanunuwa LWapaviposaHue u pennukauus B Hacrtpoiiku kKoMnoHeHToB Wurerpauun MepemMeHHble OKpYXeHUs
AsTopusauus MonuTtrka nameHeHns naponew nonb3oBarenen
AnpecHas kHura @ PaspewnTb NONL30BATENSAM MEHSATL NAPONM

@ YcraHoBUTL MaKCManbHbI CPOK AeCTBIUS Naponst
HacTpoitku nasenu

aAMWMHUCTPUPOBAHMA 1bHBIA CPOK fien napons (8 ): 7776000

VHCTpyMeHTLI pa3paboTku 3.00 mecsues
HacTpoiiku nouTsb!

OrpaHuyeHue aocTyna K
fAomeHam

MonuTtuka uameHeHus

naponei nonb3oearenei
MoyToBbLIN TpaHcNOpPT
MoHUTOPHHT L3

HTTP(S)-npokcu

Pa3peLIJI/ITb noJib3oBaTesidsM MeHATb Nnaposin — BKJIIOYEHHbIN qmar pa3peLllaeT NoJib3oBaTe 1AM MEHATDb
naposin ona CBOMX NOYTOBDIX ALLKOB.

YcTaHOBUTb MaKCUMaJIbHbIA CPOK AEeCTBMA NAaponsa — Npuy yCTaHOBEHHOM dJiare MoXHO yCTaHOBUTb CPOK
pencTteus napons. Cpok 3agaeTcs B cekyHaax (nog nonem ecTb NofcKaska O TOM, CKOJIbKO 3TO 6yaeT B 6onee
KPYMHbIX egUHNLAX U3MEepPeHUs).

MouToBbIN TPaHCNOPT

B 3TOVi BKaAKe Bbl MOXETE U3MEHUTb Hy>XHble BaM HaCTPOVIKM, HaxaBs Ha KHOMKY peaakTuposaHusa (4.

HacTpowiku

Cemn [omeHHble uMeHa Xpanunuwa Wapavposakue u pennukauus B[ Hactpoiiku komnoHeHToB Wnterpauun MepemeHHbIe OKpYyXeHUs

AsTopusauuta HacTtpowku no4ToBOro TpaHcnopTa

AnpecHas kHura MepemeLats nucema B cnam no 3aronoeky ot Kaspersky Linux Mail Server )

Hacrpoiku natenn : ) :
Ycranasnusatbk 3aronosok Received B cootsetcTeue TpeGosannsam Kaspersky Linux Mail Server
aAMUHUCTPUPOBaHUA

VIHCTPYMEHTI pa3paboTku @ He cbpacsisate nucema Ha MX-cepsepe npu npobnemax 40CTaBkv B MeAneHHylo ovepeab ()

HacTpoiiku nouTs! @ Banpetus Ha MX-cepBepe NPUEM NUCEM ANS HEMPUNAPKOBAHHBIX OMEHOB ()

OrpaHuyeHne AocTyna K

nomeHam @ 3anpertuts Ha MX-cepBepe Npuém NMcem OT NPUNapKoOBaHHbLIX AOMEHOB ®

MonuTuka uameHeHns Vickniovenms @ -+ [obasutb
naponei nonb3osarenei

MouToBii TpaHcnopt @ MNMepea no4TOBOI CUCTEMOII €CTH NOHTOBBII W3 (B)

MOHUTOPUHT
MpomexyTouHbiin MX-cepsep (): my-ingress-mail-gateway.domain.ru

HTTP(S)-npokcu
@ OtnpasnsTe NUCbMa BHYTPY CUCTEMbI Yepe3 NOYTOBBLIN W3 ()

X CNMCOK NOYTOBBLIX LWUMIO30B ANA NUCEM BHYTPU OCTaBbTe NyCTbIM, eCM AOCTATONHO OTnpasky no MX-sanuen - [lo6aeuTe
no4ToBOro pewenns &)

MepemeliaTtb NucbmMa B cnam no 3aronoBky oT Kaspersky Linux Mail Server — Bkiiounte ¢nar, ecnm
Heobxofguma npoBepka Ha 3aronoBok X-KLMS-Message-Action. Ecnv y nincbMa NpuCyTCTBYET 3TOT 3arosiloBOK
1 ero 3HavyeHne otnyaeTcs oT clean, oHO 6ygeT aBTOMaTMYECKN OTNPaBnsaTbCs B Nanky Cnam.
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YcTaHaBnuBaTb 3aronoBok Received B cooTBeTcTBME Tpe6oBaHuaM Kaspersky Linux Mail Server — B
HekoTopbIx cny4dasx Kaspersky Linux Mail Server He MoOXeT onpenennTb NocnegHnin xon (paccTosHne mexay
6NVKaNLLMIN Y3N1aMu B CETEBOM MPOTOKOSE) NepefaBaeMoro COO6LEHNS, 13-3a 3TOrO MOTyT NOSBUTHCS
OLNBKW C Banugaumen otnpasutens 1 nposepkoin SPF. YTo6bl nséexaTb NOJO6HbIX CUTYaLUuA, yCTaHOBUTE
3TOT dnar.

He c6pacbiBaTb nucbma Ha MX-cepBepe B MefJIEHHYIO ouepeab Npn npoésemax AoCTaBKN — BKIIOUYNTE
¢dnar, ecnu Balla aHTUCMaM/aHTUBNPYC CUCTEMa HE YMEET onpenensaTh CepBep OTNPaBKM NoYTbl. Tak kak
MepJfieHHasa noytoas odepenb B VK WorkMail peanvsoBaHa OTAENbHbIM LLAKO30M, C BbIK/IIOYEHHbIM driarom
MOTryT MPONCXOONTb C60U NPY NPOBEPKE NOAJINHHOCTI OTNPaBUTENS.

3anpeTtntb Ha MX-cepBepe npnem nncem Anasa HenpunapKoBaHHbIX AOMEHOB — YTO6bl 3anpeTuTb NpuemM
nucem Ans LOMEHOB C HenpoBepeHHoi MX-3anuncbio, BkouuTe aToT dnar. [Mpu BKAIOYEHHOW OTNpaBKe NUCem
BHYTPW CUCTEMbI Yepe3 NOYTOBbINV LLUIO3 3Ta OMNLLUS TakXe byaeT BKIIoYEHa aBTOMaTUYECKU.

6 NHdopmauus

YTO6bl LOMEH CUMTANCS NPUNAPKOBAaHHbIM, OH JO/KEH 6bITb 4O6ABNEH B NaHENb aAMUHNCTPAaTOPa
(biz.<nouToBhit gomex> ); MX-3anncb npunapkoBaHHOIO JOMEHa OOMKHa 6biTb NpoBepeHa. Mepennckon
BHYTPUW CUCTEMbI 6yAET CUMTAaTbCH OBMEH COOBLLEHUSMI MEXAY ABYMS MPUnapKoBaHHbIMN AOMEHaMU.
YT06bl LOMEH CUMTANCH U3BECTHbIM, JOCTaTOUYHO A06aBUTb €ro B NaHeNb agMUHUCTPaTOpPAa.

3anpeTuTb Ha MX-cepBepe NpuemM NNCeM OT NPUNAPKOBaHHbIX AOMEHOB — 1CMOJb3yeTCs A/ 3aLUTbl OT
NOAAENKI 3I0YMbILLIEHHNKAMI MNCEM NTOKasibHbIX MOMb3oBaTenel. ATO HEMOHOLLEHHas 3aLMTa OT NOALENKI
OTMpPaBUTENS, MO3TOMY PEKOMEHAYETCS YCTaHOBKA MOJSIHOLLEHHON aHTUCMaM-CACTEMDbI.

Mepep nouTOBOI CMCTEMOI €CTb MOYTOBBIN W03 — ecnu nepeq novtosor cucremon VK WorkMail 6ynet
YCTaHOBJIEH KaKO-N1M60 NOYTOBbLIN LLUMIO3, BKAOYNTE 3TOT dpnar. B none Hy>XHO 6yaeT BBECTU afgpec
npomexyTouHoro MxX.

OTnpaBnaTb NUCbMa BHYTPU CUCTEMbI YEPE3 MOYTOBbBIN LLJTIO3 — ECNV HEOBXOOVMO OTMPAaBASATb BCIO
BHYTPEHHIOIO Nepenuncky Yepes MX-3anncb nnv Kakom-nnéo wiio3 (aHTUBUPYC NN aHTUCTIAM), BKITIOYNTE 3TY
onuuo. Ecnv onuusa BbiK/lOYEHa, MCbMa BHY TPV CUCTEMbI OCTaBASIOTCS Cpasy B AWK, MUHYs MX-cepsep.
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@ Ortnpasnate NUcbMa 3a NPeAesbl CUCTEMbI Yepes MoYToBbLIN W3 (§)

CnWCoK NOYTOBbLIX LUMIO30B ANS OTNPaBKW NUCEM 3a pobassTe xoTs 66l oanH cepsep - [lo6asuTb
npegensi NO4TOBOro pewwexns (3)

KacTomHble MapwpyTs! Anst AomeHos (D) MoyToBbIE AOMEHDI Agpeca LNo308
+ [Ho6asutb

Cnucok cepeepoB, UMEIOLLWNX NPaBO OTNPaBNATL NOYTY + [obasutb

6e3 asTopusauuu ()

Cnucok cepeepoB, UMEIOLLWX NPaBO OTNPaBNATL NOYTY ~+ [Hobasutb

6e3 aBTOpU3aUUK ANA ONPeaeNnEHHbIX NOYTOBbIX

AomeHos ()

OTnpaBnsaTb KONUU COOBLLEHUIN BHYTPU CUCTEMbI Ha

email @®:

KaHonnyeckue (PTR) umena runepsnsopos (3)

mail-dev12:

OTI'IpaB.HSITb n1ncbma 3a npepgesbl CUCTeMbl Yepes MOYTOBBIN LLJIKO3 — €CJIN Bbl nnaHnpyeTe OoTnpaBnAaTb

nexogdwme nncCbmMa 4epes W03 aHTVIBI/Ipyca/DLP-CVICTeMbI, BKJTIOYNTE 3TY ONUUIO.

KacTomHble MapLUpyTbl AN AOMEHOB — Bbl MOXETE NMepeHanpaBnTb JOMEHbI Ha 3afaHHble LLUO3bl BMECTO
CTaHOapTHbIX. Bbl MOXeTe BHeCTU B pa3gen «[oyToBble JOMEHbI» HECKObKO AOMEHOB 1 3a4aTb A5 HUX
HEeCKOJIbKO aApecoB LWNo30B. Ecam Hy>XXHO 0o6aBnTb NO OAHOMY LLMIO3Y A5 KaXA0ro JOMEHa, NCNOAb3ynTe
KHomnKy [Lo6aBUTb.

Cnuncok cepBepoB, UMeIOLMX NPaBo OTNPAaBANATb NOYTY 6e3 aBTopu3auum — gobasbte cnncok IP-agpecos
CepBEPOB, NOYTa C KOTOPbIX ByAeT NprHMMaTbCs 6e3 aBTopu3aunn. B cnncok Hy>xxHo o6s3aTenbHO JO6aBUTb
ajpeca Wo30B, C KOTOPbIX NoYTa AomkHa Bo3Bpaltatbes B VK WorkMail. B 3TOT e cnncok MOXHO BHECTI
CepBepbl PACChINKM NOYTbl NIVB COOTBETCTBUM C MX HasHavyeHnem MOV, oTckaHnpoBaHHbIE OKYMEHTbI C
KOTOPbIX BYAYT OTNPaBnsaTbCca 6e3 aBTopusauun. Nouta, otTnpasneHHas B VK WorkMail 6e3 aBTopusauuu, 6yget
NPUHNUMaTbCs Ha NopT 1025.

Cnuncok cepBepoB, MMEIOLMX NPaBO OTMNPaBATb MOUTY 63 aBTOpU3aLn AN onpepesieHHbIX MOYTOBbIX
HAOMEHOB — eCi Bbl MJ1aHMPYETE 1CMNOSIb30BaTb HECKOJbKO MOYTOBbLIX OMEHOB, €CTb BO3MOXHOCTb [06aBUTb
4151 KaXK4oro gomeHa cBoun goBepeHHble IP. McbMa € yka3aHHbIX LOMEHOB AOKHbI OTMPAaBAATbCS Ha MOPT
1025.

OTnpaBnaTb KON COO6LLEHNI BHYTPU cucTeMbl Ha email — B noytosoit cucteme VK WorkMail
peann3oBaHa BO3MOXHOCTb OTMNPaBKM KOMUIA BHYTPEHHEN Nepenmncky Ha crneLumanbHbii Awmk. B Takom cnyvae

npoBepKa BHYTPEHHNX MNCeM He 6yp,eT 6J'IOKI/IpOBaTb MOTOKW MOYTbI.

KaHoHuueckue (PTR) nmeHa runepBuU3opoB — yKaxunTe HasBaHme xocTa B PTR-3anucu. PTR-3anuch
NoO3BOMIAET ONpeaenuTb No IP nms XocTa, C KOTOPOro NPUXoguT NoyTa. ECnu npu npoBepke nms xocTta byaet
OTNNYaTbCsl, MMCbMO He ByaeT AoCTaBNeHo 1A nonageT B nanky Cnam.
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PaccbinbLuymnkin

B pasgene HacTpaunBaloTCcs CNy>XebHble MOYTOBbIE PACChIIKN A9 BHYTPEHHWX Nosib3oBaTenein. Ytobbl nepentin
K HACTpOVKaM, HaXXMUTE Ha KHOMKY peaakTupoBaHns. ECTb BO3MOXHOCTb co3gaTb paccbinku gns VK WorkDisk,

aoMVHNCTPATUBHON NaHeNn N yBegOMEHWIN 06 OT3blBE NUCbMa.

HacTtpowiku

Cetn [omeHHble umeHa Xpanunuwa LWapavpoeanue u pennukauus B HacTpoiiku kKoMnNoHeHToB WHTerpauuun [NepemeHHble OKpYXeHUs

AsTopusauus VK WorkDisk Or3biB nuckma VK WorkMail
AzpecHas KHura MaHenb AAMUHUCTPUPOBaHUA

HacTpoiiku no4Ts!

Email otnpasurens: admin@admin.qdit
Orpanw«lelme pocTtyna K
AomeHam Wms oTnpasutens: Byner Ucnonb30BaHO 3HaYeHUe No yMon4aHuo: vkwm?2
Manxens
aAMMHUCTPHPOBAHUS Anpec cepsepa nepecbinku: relay.qdit
Monutika smereHus IMopT cepBepa nepeckinky: 25

naponeu nonb3osarenemn

MoyToBbLIN TpaHcNopT

PacchinbLmky

Cucrema yyéta
AeNCTBUIA

nonb3osarenen

HTTP(S)-npokcu

Beepgute email n umsa oTnpaBuTens, a Takxe agpec 1 NOPT CepPBEPA PACCHIIKU, N COXPAHNTE U3MEHEHMS. 3aTeM
nepenanTe K CNNUCKY POSei N 3anyCTnTe aBTOMaTUYECKYIO YCTaHOBKY, YTO6bl MPUMEHUTb HAaCTPOWKN.

Cucrema pacLUMPEeHHbIX TPAHCMOPTHbIX NpaBun

YTO6bl HaYaTb HACTPOVIKY, HEOBXOANMO HaXaTb Ha @ nepenTn B okHO MpoayKTbl 1 BKOUYNTL dnar Cucrtema
pacLUNpPEeHHbIX TPaHCMOPTHbIX NpaBul.

3aTeM nepengunTe K CNCKY POonel 1 3anycTuTe aBTOMaTUYECKyIo yCTaBky. Korga Hy>Hble poniu
creHepupytoTcs, nepeignTe B pasgen KoMnoHeHTbl = CucTeMa pacLluMpeHHbIX TPAHCMNOPTHbIX NpaBu 11
BKJIIOUNTE HY>XHble dnaru.
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HacTtponku

Cemn [loMeHHble umeHa Xpanunuwa LLlapavpoBaHue u pennukauvs B HacTtpoiiku KOMNOHEeHTOB Wurerpauuu MepemeHHble OKpYXeHust

AsTopusaums HacTpolika cuctembl paclumpeHHbIX TPaHCMOPTHbIX NpaBun

AnpecHas KHura @ dunbTpoBaTL NOYTOBBLIN TPAGUK OT BHELUHUX OTNPaBUTENeN

WMHcTpymeHThI paspaboTku - .
Py pasp @ PunbTPoBaTL BHYTPEHHMIA NOYTOBINM TPAdUK

HacTpoiiku nouTsb!
@ PunbTpoBaTL NOYTOBLINM TPAGUK OT BHYTPEHHWX NOMb3OBATENe BHELUHUM NOnyYaTensm
OrpaHuyeHme 4ocTyna K

[nomeHam

MaHenb
aAMUHUCTPUPOBaHUA

MonuTuka nameHeHns

naponeu none3osarenei
Mo4ToBbLIN TpaHCNopT
Paccbinbumkm

CucTema pacluMpeHHbIX
TPaHCMOPTHbIX NpaBsun

Cuctema yyéTa nevcTeuin
none3osarenen X

HTTP(S)-npokcun

[anbHeliwasa HaCTpoliKa TPAHCMOPTHbIX NPaBWUJ1 MPOW3BOANTCS B aAMVHUCTPATVBHON NaHe IV No 3aBepLIeHn
ycTaHoBKW. MNMpoueaypa HaCTOMKM oncaHa Nno CChifke.

MOHUTOPUHr

HacTpolikn MOHUTOPWHIa akTyasbHbl 4SS ClyYaeB, KOr4a HEOBXOAMMO NEPEKITIOYNTLCSA C BHYTPEHHENO
MoHuTopuHra VK WorkMail Ha BHelHne cuctembl MoHUTOPUHra (Graphite/Prometheus).

[ns BKNOYEHNS BHELLHNX CUCTEM MOHUTOPUHIa HEOBXOOMMO HaxaTb Ha @ 1 nepernT B okHO MpopyKTbI 1
BKOUNTb pnar Cuctema c6opa n oTnpaBku MeTpuK. [1pn aTom dnar Cuctema MOHUTOPUHra 6ynet
aBTOMATUYECKN OTKITIOYEH.
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Cuctema otnpaBku push-yBegomneHun Ha MO6UNbLHbIE YCTPOWCTBA

Cucrema moH WTOPUHIa

Grafana, xpanunuule metpuk Graphite, xpanunuwie metpuk Prometheus

Cuctema c6opa 1 oTNpaBKu MeTPUK [ @)

Coopmku u TpaHcnaTopel Graphite u Prometheus-meTpuk

CucTtema ayauta AeMCTBUM Nonb3oBarens [ @)

CepBucChl 3anucy U YTEHUA 4eUCTBMI NoNb3oBaTenen, XxpaHunuiie AecTenid Nnons3oBaTenen
(ScyllaDB)

Oy6nupoBaHune aeMcTBUM NONb3oBaTeNen BO BHELWHME XpaHUnuLLa

Cucrtema ayauTta AencTBMM nonb3oBatens (obneryéHHas Bepcus)

CepBuchl 3an1cK U YTEHUSA AeUCTBMI NONb3oBaTeNneun, XpaHunuLle AeUcTeui Nons3oBaTenen
(PostgreSQL)

CoxpaHuTb

/" MpumeyaHue

ﬂ,aHHbIe, CO3[aHHbIe 00 NepeKJIio4eHNd Ha BHELLHNIA MOHUTOPWHT, NPOOO0JIXaT 3aHNMaTb MECTO Ha OUNCKe. Hosble
OaHHbIe 6y,u,yT HaMpaBJIATbCA BO BHELLIHIOIO CNCTEMY MOHUTOPWUHIA.

COXpaHI/ITe N3MEeHEeHNA N BEePHUTECDH K CNINCKY pone|7|.

BHI3Y CTpaHuLpbl HaXMUTE Ha KHOMKY CreHepupoBaTb aBTOMAaTUUYECKM, YTO6bI YCTaHOBLLVIK CHOPMUPOBaA
HOBbIE PO

A BaxkHO

He Hy>HO 3anyckaTb aBTOMaTYEeCKYI0 YCTaHOBKY Cpasy Mocse reHepauun KoHTenHepoB. CHavana Heo6Xxoaumo
YOANNTb HeaKTyasbHble ponu. ECn 3anycTUTb YCTaHOBKY Cpasy, BO3HVKHYT CeTeBble Npo6ieMbl.

YTO6bl NPenoTBpPaTTh BO3MOXHbIE NPOBAEMbI, NepengnTe B KOHCOSb 1 Nepe3anycTuTe YCTaHOBLLUYK C
MOMOLLbIO KOMaHAbl: sudo systemctl restart deployer.

[Mocne nepesanycka B CNYCKe ponein 0TO6pasaTcs POoNu, KOTOpbIe HYXXHO yaannTb. Ecnn B uHTepdeiice He
NOACBETUIVCH POSIN 4119 YAANIEHNS, Nepe3arpysnTe CTpaHuLy.
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calendarpg1 (172.20.4.166) ® 2]

fstatdb1 (172.20.4.142) ® oo
graphite1 (100.70.81.216) olEl
gravedb (172.20.4.143) ® oo
mcroutert (172.20.4.174) ® o
mirage1 (172.20.4.134) (T © (5]
rpopdb1 (172.20.4.144) I © GL
seconddb1 (172.20.4.140) ® o0
swadb1 (172.20.4.136) ® oo
umit (172.20.4.138) ® eo
victoria-metrics1 (100.70.81.216) nm

graphite-cloud1 (172.20.4.160) (TR ©

graphite-mail1 (172.20.4.149) ®

YpaneHne MOXeT 3aHATb HEKOTOPOE BpeEMA. Korga Bce HeaKTYyallbHbl€e PO 6yJJ,yT yAaneHbobl, 3anycturte
aBTOMaTNYECKYIO YCTaHOBKY.

[anee nepepgute B pasgen HacTtpoiikn KomnoHeHToB — MOHUTOpPUHr. BBeanTte Heobxoaymble AaHHble 418
CUCTEMbl MOHUTOPWHIa, KOTOPYIO Bbl MICMOJIb3yeTeE.

HacTtponku
Cetn [omeHHble nmeHa Xpanunuuwa Wapavposanue 1 pennukauus b HacTpoiikv koMnoHeHToB Wnrerpauuu MepemeHHble OKpyXeHns
AsTOpusaums HaCTpOIZKM MOHWUTOPWUHIa
X

AapecHas kHura @ BHewnwit cepeep Graphite
HacTpoiikn nanen IP-agpec unu pomen Graphite-cepsepa:
a[MVHUCTPUPOBaHNS
VHCTpyMeHTbI paspaboTku Mopr Graphite-cepsepa: 0
HacTpoiiku noutsl

MpoTokon NoAKNYeHUs: tcp/udp
OrpaHuyeHue aocTyna K
[nomeHam

@ Bnewnwit cepsep Prometheus
Monutuka namexeHus
naponen nonb3osarenen IP-agpec unu pomen Prometheus-cepsepa:
MouToBbLINA TpaHcnopT

Mopt Prometheus-cepsepa: 0

Cuctema y4éta nevcTsuin

nonb3osarenei

Ha6op rotosbix Aawbopaoe ana Grafana
MoHUTOpUHT

HTTP(S)-npokcu

CoxpaHuTe n3aMeHeHus.

ﬂ NHpopmauusa

Takxxe no ccoinke Ha6op rotoBbix gawéopaos ana Grafana Bbl MoxeTe ckadaTb gawéopabl B dopmate JSON
ona po6aeneHuns ux B Grafana.

MepelanTe K CNUCKY posnei, KNMKHYB no norotuny AdminPanel, 1 npy HEOBXOAVMMOCTI MOBTOPUTE HYXHbIE
waruy.
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HacTtpounkun HTTP(S)-npokcn

Ecnun Bbl ncnonbayete npokcu-cepsep npu nogknodeHun knueHtos K cucteme VK WorkSpace, BkniounTte dnar
Mepepn VK WorkSpace ecTb npokcu-cepBep, HTO6bl KOHTENHEP, oTBevatowumin 3a HT TPS-coeguHeHne, mor
NPUHUMaTb TpadrK 6e3 WnNdpPoBaHUS.

HacTtpouikn

Cemn [omeHHble UMeHa Xpanunuuwa LWapavposaHue 1 pennukaums BJ HacTpoiiku KOMMNOHEHTOB WnTerpauum MepemeHHbIe OKpyXeHUs

JUSS— Hactpoitku HTTP(S)-npokci

ApnpecHas kuura @ Nepen VK WorkSpace ects npokcu-cepsep @
Hactpoiku naHenu
aAMUHUCTPUPOBAHNS

o pupoBan Cnucok IP npoken-cepsepos &) 10.70.80.1 -
WHcTpymeHThl paspaboTku + [o6asute
HacTpoiku nouts!
OrpaHuyeHue goctyna K
AoMeHaM HTTP-3aronosok npokcu ¢ opuruHanbHeiM IP knneHTa X-Real-IP

®:

MonuTika uameHeHUs Ly
naponei nonb3osarenen
MoyToBLIV TPaHCNOPT
HTTP-3aronoBok NpoKcu € OpUrMHanbHbIM NPOTOKONOM X-Forwarded-Proto
CucTema y4éTa aeicTamii NoAKNIoHeHNs KueHTa @):

nonb3osarenen

MoHUTOpUHT

HTTP(S)-npokcu

Cnucok IP npokcun-cepBepoB — BBeauTe B nose cnucok IP-agpecos, ¢ kotopbix VK WorkMail 6ynoet
NPVHMaTb 3arofioBKM C OpUrnHanbHbIMU IP KnneHTa 1 opuriHanbHbIM NPOTOKOIOM NOAK/TIOYEHNS.

HTTP-3aronoBok npokcu ¢ opurnHasbHbiM IP KnneHTa — o6aBbTe B NOSE 3aronoBOK NPOKCH, KOTOPbIN
nepepaeT peanbHbl IP-agpec KNeHTa, Havye cepBucC byaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBoK NPOKCU C OpUrMHanbHbIM NPOTOKOSIOM NOAKIIOUEHUSI KNEHTA — A9 KOPPEKTHOW
PabOoTbl MOYTOBbIX CEPBVICOB BBEAMTE 3arO/IOBOK OPUMMHAIbHOrO MPOTOKOSA NOAKIOYEHNS.

12. HTerpauun

B 6noke 6yayT OTO6paxaTbCs MHTErpaLuy, KOTopble Bbl BKIIOUYUIM Ha 3Tane Bbibopa NpoayKTOB 1 oML
(HaCTPOKN NHTErPaLL MOTYT TakXe HaXOAUTbCS B BEPXHEM MEHIO).

HacTtporika nuterpauum VK Teams n VK WorkMail — ¢ nomoLbio OKYMEHTa Bbl CMOXETE HaCTPOUTb
vHTerpaumio mexay VK Teams n VK WorkMail.

Murpauuns kaneHgapen no npotokony EWS — gokyMeHT no HacTporike murpauumn cobbitunm ns MS Exchange B
VK WorkMail.

ViHTerpauus c Keycloak gna SSO-aBTopu3auny — B AOKYMEHTE COOEPXUTCSA UHCTPYKLUSA MO HAaCTPOMKe
nHTerpauum c cepasrncom SSO-aBTopm3aLnn.

CoxpaHuTe nsMeHeHus.
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CéopLUK NoYThl

B pasgene ecTb BO3MOXHOCTb ,06aBUTb MOYTOBbIE CEPBEPDI AN CUHXPOHM3aLUN/MUTPALLUN, @ TaKXe CMINCOK

nanok, KoTopble He ByayT y4aCTBOBaTb B CUHXPOHU3aLNN.

HacTtponku

Cemn [omeHHble umeHa Xpanunuwa LLlapavpoBanue u pennukauvs B HacTpoiiku KOMNOHEeHTOB Wuterpauum MepemeHHble OKpyXeHus

Wnerpaums ¢ WOPI- HacTpoinku cbopLymka noyTsbl

penakTopom

JwueHaunna pepaktopa P7- . . )
o Benblit cnucok yaanéxHsix cepeepos: (&) exch.on-premise.ru —
mc

127.0.0.1 —
CHopLUMK NOYTbI

+ Ho6asutb
WnTerpauma ¢ apyrumm

uHcTannauuammu VK

WorkMail

[y6nuposaHue aencTaunin

BHUMAHWE! Hasanus nanok peructpo3aBucumsl, T.e. «4epHOBMK» 1 «4epHOBUK» CHUTAIOTCA pasHbIMK Nankamu B pamkax npotokona IMAP.

Cnuncok nanok, UCKMIOYEHHBIX 13 CUHXPOHU3aLMK: Beeaute Yepes 3anaTyio CNMCOK Nanok, KOTopble He ByAyT CUHXPOHU3MpoBaTbCs No npotokony IMAP.

nonb3osarenen Bo
BHELUHWEe XpaHunuLia

Benbin cnncok yaanéHHbIX CepBepoB — MO YMOYaHUIO B MOMSIX YKa3aHbl BHYTPeHHMe IP-agpeca. Ecnu Bbl
nnaHnpyeTe MUrpaLmio NoYTbl C APYrX MOYTOBbIX CEPBEPOB, fob6aBbTe X IP-agpeca nnm nveHa B 6enbiii
cnncok — VK WorkMail 6yoeT onpenenatb aTu IP/XocTbl Kak ny6nnyHble. Mpn Murpaumnm n3 cuctem ¢ 6enbim [P/
LOMEHOM Mofie MOXHO OCTaBUTb NYCTbIM. [Py HACTPOMKE MUTrPaL B agMUHNCTPATBHON MaHEeN Bam HY>XHO

6yneT BBecTU IP/XOCT, C KOTOPOro 6yaeT NPon3BOANTLCS MUTPALMS.

Cnuncok nanok, UCKJIIOYEHHbIX N3 CUHXpPOHU3aUunn — ecnny BaC eCTb Narkun, KOTopble He O0/KHbI
Yy4aCTBOBaTb B CMHXPOHN3aUNB COOTBETCTBUN C NX Ha3Ha4YeHNEM ((qepHOBI/IKVI)) 1 «YoaneHHble», BBeguUTe nx
Ha3BaHNA Yepes 3andaTyio B CTPOromMm CooTBeTCTBUN C OpUrnHasnbHbIM Ha3BaHNAM N3 BaLLeln CUCTEMDI

(Ha3BaHI/IF| Mnanok peFI/ICTpO3aBI/ICI/IMbI).

NHTerpauusa c gpyrummn nHctannsumamm VK WorkMail

o NHpopmauusa

DyHKUMOHaNbHOCTb yCTapesia 1 B CKOPOM BpeMeH 6yAeT yaaneHa.

B pasgene Bbl MOXETE HaCTPOUTb UHTEerpauuy ¢ Heckonbkmu nHcTannauuamm VK WorkMail n/unu murpaumm ¢

Exchange v gpyrux noYToBbIX CEPBEPOB.

YTo6bl NEpeiT K HaCTPOKaM, HAOXXMUTE Ha KHOMKY pefakTpoBaHus. MosaBuUTCS BO3MOXHOCTb NSMEHUTb

3Ha4YeHns nonen.
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HacTtponku

Cetn [loMeHHble uMeHa Xpauunuwa LLlapavpoBaxue u pennukauus B HacTpoitku KoMnoHeHToB WHTerpaumm MepemeHHble OKpYXeHus
Wnterpaums ¢ WOPI- HacTtpouku nHterpauum ¢ gpyrumm nHctannaumsamm VK WorkMail
pefakTopom
JnueHsua penaktopa )
Cnucok agpecos mawuH ¢ B[] namespase sharing: 100.70.81.154 —
P7-Ocbuc
+ [obasutb

COHopLUmMK NOYTbI

WHTerpaums ¢ apyrumn MepeHanpaenATe NUCbMa HEM3BECTHbIX 127.0.0.1
nHctannaumamm VK nonyyareneu Ha cepsep:

WorkMail peprecated

[y6nuposanue
nencTeum
nonb3ogarenei Bo Ly

BHeLWHWe XpaHunuwia

Cnucok agpecoB mawuH ¢ B[], namespase sharing — c nomoupio kHonky Jo6aBuTb BHecuTe IP-agpeca
MaLwuH ¢ nHctannsumammn VK WorkMail. MNpy HECKOMbKUX MHCTaNNsSLVSX BBEAUTE BCE agpeca MaLlvH,

ob6befuHeHHbIX B B[] namespase sharing.

Kaxkgast N3 MHCTannauuim NMoNy4YnT PEnJIK KaTasioros nosb3oBaTenein c IP, YKa3aHHbIX B nose. I'IpV| oTnpasKke

nMnCbma CcnctemMa 6y,u,eT 3HaTb, Ha KaKOW MOYTOBbIW cepBep ero HanpasnTb.

[Mo ymonyaHwuio B none ykasaH nokanbHbiii IP. ECnv Bbl noka 4TO HE nnaHupyeTe paboTy C HECKONbKNMU

NHTannaunamMmm, oCtaBbTe 3Ha4eHre no yMmon4aHuio.

Ba)kHo

Ecnu B nHTerpaummn yyactByioT knactepHble nHctannsauum VK WorkMail, B none HyxHo BeecTu IP-agpeca

KOHTenHepoB tnt-fedman1.

Takxe r|0Tpe6yech HaCTpOI7IKa nepemMeHHbIX OKPYXeHNd, OnnMcCaHHada B Criefylolem ware.

MepeHanpaBnsaTb NCbMa HEN3BECTHbIX NOJlyyaTenein Ha cepBep — eCc/n Bbl ByaeTe NPOBOLUTb MUTPALLUIO
C ApYrux MOYTOBbIX CEPBEPOB, BBEAUTE ero IP-agpec B none. B cnyyasax, korga nucbMo OTMPaBAseTcs B agpec
nosib3oBaTenen, KoTopble ewwe He murpuposann B VK WorkMail, cuctema 6ynet aBToMmaTyeCcKu

nepeHanpaBnATb UX Ha yKasaHHbI IP-agpec. NepeHanpaBneHne 6yneTt paboTaTb TOMbKO 19 NPUNapKOBaHHbIX

[OMEHOB.

/" MpumeyaHue

[JanbHelnwasn HaCTpolika Murpaumy ¢ Exchange nnm gpyrux noYToBbIX CEPBEPOB NPON3BOAUTCS B
agMunHucTpatmnsHon naHenn VK WorkMail no 3aBepLueHnn ycTaHOBKN.

I'Ipo,u,y6n|/|py|7|Te 3Ha4YeHne no yMmosiiaHnio 13 NoJid Bbille, eCn nepeHanpasiieHne nmcem B OAHHbIAA MOMEHT He

TpebyeTcs.

CoxpaHuTe N3MEHEHNs 1 NepenguTe K CnegyiolemMy Lwary, Haxas Ha KHonky Janee.
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HacTponkun gyénnpoBaHnsa AeNCTBNIA NoNb3oBaTesiell BO BHELLHee
XpaHunmuie

Ecnn Ha aTane BbiGopa NpoayKTOB Bbl BKIOYIN ONUMIO AYBNNPOBaHNSA NTOroB, NOTPEBYIOTCA HACTPOWKN B
3TOM pasfgene.

BktounTe dnar Toro xpaHunaumia, KoTopoe Bbl NMiaHnpyeTe ncnonb3oBaTth: MySQL, Logstash v rsyslog. Takxe
€CTb BO3MOXHOCTb BK/ItOYEHMS TLS-LunppoBaHusS.

HacTtpoiiku
Cetn [omeHHble UMeHa Xpanunuwa LWapavposaxue u pennukaums B HacTpoikv KOMNOHeHTOB Wnrerpauyun MepemeHHbIe OKpYXeHns
Wnrerpauus ¢ WOPI- HaCTpOI;lKM ,u,y6nv|posanﬂ OEeNCTBUIA Nonb3oBaTenen BO BHELLHWE XpaHunuiia
penakTopom
@ LOyb6nuposats aeiicTeus nonbaosateneil 8 MySQL
TuueHauns pepaktopa P7-Ocomc
He 3abypabte cosnate Tabnuuy
CHOopLUMK NOMTLI
TLS-coeauHeHrve k
WHTerpaums ¢ apyrumm
unctannauuamu VK WorkMail Aapec cepsepa MySQL: 10.80.10.1
a=m
[Ay6nupoeanue nencTenit Mopt cepsepa MySQL: 3306
nonb3osarenei Bo BHeLHWe
XpaHunuuia Hasganue cxemsl 8 MySQL: events
Wms nonbaosarens MySQL: bein
Maponk nonb3oeatens MySQL: super_secret_pass_123
Ay6nuposatk AeiicTBusA nonb3osateneit B Logstash
[Ny6nuposatk aeiicTeuA nonb3osatenei B rsyslog
BaxxHo

MpepBapuTenbHO co3gainTe Tabnuuy, B KOTOPYIO 6YAYT COXPaHATbCS NIOTN.

Appec cepBepa MySQL — Beegute agpec cepsepa MySQL, Ha KOTOpPOM ByAYT XPaHUTbCS TIOTI.
MopT cepBepa MySQL — nopT, oTkpbIThI B Bawein B, ana VK Workspace.

HasBaHune cxembl B MySQL — Tin apxutekTypbl (Cxembl) Bawen B[,

Nmsa nonbsoBatensa MySQL — nonb3oBatesnb b1, nmetowmin npaBa Ha 3anuch.

Maponb nonbzoBatens MySQL — BBegnTe naponb Nofb3oBaTENS, YKa3aHHOIO B MOME BbiLLE.
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HacTtpoikn gybnupoBaHus AencTeui nonb3oBaTterniel BO BHELHWE XpaHunuia

[Oy6nuposate gencteus nonb3osarenei 8 MySQL

@ [y6nuposars geictensa nonbaosareneil 8 Logstash
TLS-coeanHeHue

Appec cepeepa Logstash: 10.80.10.2

Mopt cepsepa Logstash: 443

@O [y6nuposars genctensa nonbaosareneil 8 rsyslog

Appec cepsepa rsyslog: 10.80.10.2

MopT cepsepa rsyslog: 443

Mpotokon rsyslog, TCP unu UDP: tcp

Wms u Homep npouecca (syslogtag) B rsyslog: vk-work-space-actions

[Ona Logstash goctatouyHo BBECTU agpec cepBepa 1 NOpPT.

Uto6bl NepenaBaTb faHHbIE B rsyslog, BBeouMTE B MO afpec CepBepa, ro NopT, a TakxXe NMPOTOKOJ
nofksoYeHnsa n syslogtag.

Mo 3aBepLUeHN HaCTPOEeK COXpaHNTE NSMEHEHUA.

HacTponkun cucremol Bl-aHannTtukmn

YT106bI NOMYYNTb BO3SMOXHOCTb MPOCMaTPUBaTb CTaTUCTUKY ncnonb3oBaHus VK WorkDisk B
AOMUHUCTPATUBHOI NaHenu ( biz.<nouyTtoBbin gomeH> ), B CMINCKE NPOLYKTOB HEO6XOLMMO BKIIOYNTD OMNLMIO

Cucrtema Bl-aHanutukum n Kafka BHyTpn MHCTanaummn v Haxatb Ha KHOMNKY COXpaHnTb.

/" MpumeyaHue

Ecnu Bbl ucnonbsyete BHewwHMin cepBep Kafka, BTopyio onuuio BKNOYaTb HE HY>KHO, HO MOTPeBbyeTcsa BHECTU
JaHHble ans nogkmoveHus. Mpu ncnonbsosaHun Kafka BHYTpU MHCTaNsILM MOXHO Cpa3sy NepexofuTb K CCKY
ponen.

YT06bl NOAKIOUNTLCS K BHELLHeMY cepBepy Kafka, nepengnte B pasgen NHTerpauumn — HacTpoikn
cuctembl Bl-aHannTnkmn 1 3anonHNTE COOTBETCTBYIOLLME MNONS.
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Hactponku

Cetn [omeHHble nmeHa Xpauunuwa Wapavposanue u pennukaumua b HacTpoiiku koMnoHeHToB Wuterpauun MepemeHHbIe OKpYXeHua

Wnterpauus ¢ WOPI- HacTponku nogkntoveHus k BHewHemy cepsepy Kafka

penakTopom

TnueHaus pepaktopa P7- Anpec cepeepa Kafka + [Nobasutb
Oduc

o Wms Tonuka ananutukm Kafka: -
HacTpoiik ans Cuctems! example: analytics-events
Bl-AHanutuku 1

Wms Tonuka noutoBoin aHanutuku Kafka: example: mail-events
CHopLUmK NoYTbI
Wms Tonuka cobbiTuin aBTopusauum Kafka: example: security-events

WHTerpauua ¢ apyrumu
nHcTannaumsamm VK

WorkMail

[y6nupoeaHue aencTeuin
nonb3osarenew BO BHELUHWE
XpaHunuwa

CoxpaHunTe N3MeHeHNs, 3aTeM 3anyCTUTEe aBTOMaTUUYeCKYIO YCTaHOBKY B 06LLei CTpoke cocToaHua. Korga
yCTaHOBKa 6yAeT 3aBeplLUeHa, Y Bac NoABUTCA BO3MOXHOCTb MPOCMaTPVBaTb CTAaTUCTUKY [VICKa B NaHeNu

agMUHMCTpaTopa.

13. NMepemeHHble OKpY>XeHUs

[Mpwn paboTe ¢ HeckonbkuMn NHcTannaumammn VK Workmail TpebyeTcs HacTporika KaCTOMHbIX MepeMEHHbIX A5

KoHTeliHeposB bizf 1 biz-celery-worker.

/' TMpumeuanne

Ecnn Hy>XHa HacTpolika nepemMeHHbIX, obpaTuTech K npeactasuteno VK.

B cnncke KoHTelHEPOB BaM HY>HO Bbi6paTh bizf, a 3aTem biz-celery-worker n cosgatb ans o6ounx
KOHTENHEPOB NepeMEHHYI0 OKpYyXeHus ¢ HasBaHnem DKIM_SELECTOR. B none 3HayeHs nepemMeHHO Bbl

LOMKHbI BCTaBUTb cenektop DKIM-nognucn gomeHa gns Tekywen nHctannauumn VK Workmail.

0na opyrux MHCTaNNaLni Takxke HeObXoANMO CO3[aHNe aHaNOMMYHOW NepeMEHHON CNOCOBOM, OMMCAaHHbBIM

BbILLE. CeﬂeKTOpr Pa3HbIX VHCTaNNAunin He AO0MHKHbI CoBrnagaThb.
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# | AdminPanel Hactpoiiku O6cnyxusanue o~

HacTtporiku

Cetn [omeHHble umeHa Xpanunuwa LWapavposaHue 1 pennukauns B HacTpoikn KOMNOHEeHTOB Wurerpauumn MepemeHHbIe OKpYXeHNs

bibliodb KactomHble nepeMeHHble Anst KoHTelHepos bizf*:

bind

; DKIM_SELECTOR ) mailru1 —
biz-celery-beat -

biz-celery-worker + AoGasute
bizdb

biznginx

bizpostgres

bizredis

blobcloud

bmw

bmw-tnt

bookster

A BaxkHO

Ecnun Heckonbko nHctannaumin VK Workmail o6cny>xmnsaioT oguiH NOYTOBbIN JOMEH, HEOBXO4VIMO CO34aTb
Heckonbko DKIM-nognncein ¢ pasHbiMU ceneKTopaMm Nof KaXaylo NHCTaNASuMIo, O6CIYXNBAIOLLYIO 3TOT
gomeH. He ncnonbsyinte ogHy DKIM-nognucb gns HECKOAbKUX MHCTaMMSLWIA, 3TO MOXET MPUBECTY K OLINGKam

0OCTaBKW.

MNocne COXpaHeHund V3MEHEHWIN HAaXMUTE Ha KHOMKY ﬂ,anee.
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14. 3anyckK ycTaHOBKW BCeX MaLUWH

KnukHnTe no kHomnke Play psagom ¢ o6Lell CTPOKOW COCTOSIHNSA B BEPXHEN YaCTn SKpaHa.

@ AdminPanel Hactpoitku O6cnyxusatue fohe

|

@) He nokasblBaTb 3aBepLUEHHbIE O6beKTOB B CTPOKE 1 v

@) MNoka3zaTb BCrOMOraTerbHbIE KOHTENHEPDI MpynnupoBath He rpynnuposart v
infra-03 (100.70.81.216) e - |
registry1 (100.70.81.216) Ry - |
infraetcd1 (100.70.81.216) R - |
calico-libnetwork1 (100.70.81.216) ll@}.
calico-node1 (100.70.81.216) [ZXH) ﬂ{:‘ﬁ.
bind1 (172.20.4.129) GRS > |- |
clickhouse-keeper1 (100.70.81.216) ® ﬂ{:‘ﬁ.

[MopTBepanTe 3anycK aBTOMaTUYECKOW YCTAaHOBKM, HaXKaB Ha KHOMKY 3anyCcTUTb.

[MoateepauTe 3anyck aBTOMaTUYECKON YCTaHOBKN

Bi B cnyyasx:
1. Ecnm war tpe6yeT 3arpysku daiinos

2. Ecrm war TpeGyeT pyyHoro sanycka

3. Mpowzowna ownbka 8 NpoLecce BbINONHEHMA

BbINOMHEHME aBTOMATUHECKOI YCTAHOBKM MOXHO OCTAHOBUTH. B TakoM Criy4ae ycTaHOBLUMK 4OKAETCS

OTtmeHa KEL QI

BBl o wara, u Y

B 3aBUCKMOCTU OT 3Tana yCTaHOBKM BYAET MEHATLCS LBET NHOMKATOPA:
- Cepblli — B OXWAAHUN HaYana reHepaLumu;
« CUHMIA — B NpoOLLEecce reHepauuy;
» XKenTblii — Lwar HeoBXOA4MMO MOBTOPUTL (YCTAHOBLLVIK AEMNAET 3TO CAMOCTOSATENBHO);

- KpacHbii — ownbka.

OxunparniTe 3aBepLUEHNS YCTaHOBKN. [Toka npoLecc nget, psgoM CO CTPOKOW COCTOSHNS ByaeT OToBpaXxaTbCs
KpacHas kHorka Stop.
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/" MpumeuyaHue

Ecnne npouecce yCtaHOBKN U HaCTpOVIKVI CUCTEMDI NPONCXOOAT NSMEHEHINSA KOHC])VIpraLJ,VIVI, HEKOTOpPbIe 3aga4n
MoryT I'IOTpe6OBaTb NMOBTOPHOIO BbINOJIHEHWA. ,D,J'IFI NMOBTOPHOIO 3anycka HEOBXOANMO HaXaTb Ha KHOMKY Play B
ob6Len CTPOKe COCTOAHNA B BerHeVI HYacCTn 3KpaHa nnn pagomM C Ha3BaHNEeM KOHKPeTHOro KOHTeVIHepa.

15. 3aBepLUeHNe yCTaHOBKU, MHNLaNn3aunusa aomeHa n
BXOA, B NaHesNb agMNHNCTpPAaTopa

Korpa ycTaHoBKa 6yLeT 3aBeplLueHa, COOTBETCTBYIOLLMI CTaTyC OTOBPAa3sNTCS B CTPOKE COCTOAHUS. s
nepexopa K criegylowemMy Lary HaxxmMmuTe Ha KHorky Janee.

|

He nokasblBaThb 3aBepLUEHHbIE O6bEKTOB B CTPOKE 1 v

MokasaTb BCoMoraTerbHble KOHTEMHEPbI pynnuposats He rpynnuposars v
infra-03 (100.70.81.216) k] - |
registry1 (100.70.81.216) R - |
infraetcd1 (100.70.81.216) (XD R - |
calico-libnetwork1 (100.70.81.216) ﬂ{ﬁ}.
calico-node1 (100.70.81.216) [ZXH) 0{0}.
bind1 (172.20.4.129) (XD R - |
clickhouse-keeper1 (100.70.81.216) [ZXH ® B{i}.
consult (172.20.4.131) [EEEXH) Ry - |
mailetcd1 (172.20.4.130) ([(E2XE) o&H
memcached1 (172.20.4.132) ([EEE) 0{3}.

BBeaunTte nms no4TOBOro AOMEHA 1 HAaXXMUTE Ha KHOMKY ,D,o6aB|nTb.

@ AdminPanel Hacrpoitku O6cnyxusanne @~

Coa3paiiTe nepBblil NOYTOBLIN JOMEH - YacTb email-agpecos nocne "@".

[MoyToBbLIE AOMEHBI KoHTelHepb!

vbastraOmail.onprem.ru

OTKpoech HOBad BKJ1agKa, Ha KOTOpOI7I HeEo6XxoQnMo aBTOPM30BaTbCH:

- Vims nonbsoBaTens — admin@admin.qdit.

- Maponb HaxoguTcs B dpaliie — bizOwner.pass, 415 ero NpocMoTPa BBeUTE B KOHCONM KOMaHay: cat /

home/deployer/bizOwner .pass .
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(#) VK Workspace

BonTtu B akkayHT

admin@admin.qdit

BsecTu napons - 3anoMHUTL

Ecnn norvH v naponb 6bin BBEAEHbI MPaBWbHO, Bbl MONageTe B NaHenb agMmuHncTpaTopa. Ons nposepku MX-

3anmcK HaxmMuTe Ha kHonky MpoBepuTb celvac.

VK

Tech Mouta KaneHpapb  AppecHas KHura 0O6nako

a AdminPanel

2 Monb3osatenn

B AgmunncTpatopsl

CocTofHMe cepBepa

a

Q@ HacTtpoiikn
@ Murpauuna

B TIpynnbl pacebinok

Ob6wume AWVKN

WHeTpyKumna

@ daiinoBoe xpaHunuiie >

s

ApnpecHan KHura

CTpyKTypa KoMnaHum

VYnpasnexHve [OMEHOM

Kondurypauma >

vbastraOmail.onprem.ru v

CocTosiHMe cepBepa VvbastraOmail.onprem.ru

MocnepHuit war — HacTpointe MX-3anucb

Bea MX-3anvcy Henb3A 0TNpaBnAATbL U NOyYaTh NUCbMa.

J[o/MmKHO 6bITb Ceimyac
Mma nopnomeHa: @
HeTt 3anucu.
Twvn 3anucu: MX

CospaiiTe 3anuck
C yKasaHHbIMU
napamMeTpamu.

HaHHble: mxs.vbastraOmail.onprem.ru.

MpuopuTeT: 10

MpoBepuTb ceinyac

HﬁCTpOeHa aBToOMaTuyeckan nposepka 3anucen.
O pesynbTaTe Mbl COO6LMM BaM MO 3N1EKTPOHHO MoyTe.

[Mpwn ycnewHo NpongeHHON MPOBEepKe NOSBUTCS yBEAOMIIEHNE O TOM, YTO MX-3anuchk HaCTPOEeHa BEPHO.
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VK Tech Mouta Kanenpape  AppecHas khura — O6nako

ﬂ AdminPanel vbastraOmail.onprem.ru ~

m
£} MmEeREETo CocrosiHue cepBepa vbastraOmail.onprem.ru

& AgmuHucTpaTopbi
© MX-3anucu HacTpOeHbl BEPHO
Bbl MOXxeTe 0TNpaBnATbL U NONy4YaTb NUCbMa.
CocTofHue cepeepa

SPF-3anucb He HacTpoeHa

SPF nossonaeT Bnagenbly AomMeHa ykasaTb B TXT-3anvcy foMeHa CTPOKY, yKasbiBaioLLyto CMCOK CepBepoB, NMEIOLWMX NPaBo OTNpas/iATL email-coobLeHnA ¢ 06paTHbIMM
Murpauua ajpecaMu B 3TOM JOMEHe.

a
€ Hacrpoiiku
(L]
]

L) PR S WHcTpykuma no HacTpoiike

& O6wwue Awmrkm
Ha o6HoBneHve 3anucei MoxxeT notpeGoBaTbCcA A0 72 4acoB.

© ViHctpykuma

Heo6xoauma HacTpoiika DNS 3anuceit ana pa6otsl DKIM

@ daiinoBoe xpaHunuile  »
Mucbma, 0TNPaBEeHHbIe C BALIETO [OMEHa, He NOANUCHIBAIOTCA CneLabHOM NOAMKCHIO M MOTYT NonaaaTh B criam.
1 ]

AppecHan KHura

€ CTpyKTypa KoMnaHum WwmA nopnomvena:  mailru._domainkey
Tun 3anucu: TXT
Q@ VnpasneHve [oMeHOM
MaHHble: v=DKIM1; k=rsa;
p=MIGfIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDic2
© Komcpurypauus 5 3h3ABtEFx/0SdVhWBtSoArt 5wVqMgdhtWsK3WnYj95g8hUV

hgKIErA13MUX1WGfVC/mfSnTIcBMVDOpWYTE2C3WbD4d
RtwvMI5Mfhd2EUExVagkpme2aYqTNL71NXknUcIGPEzHXKh
svWOVVTmOp2t9qLFoazltpkzZkpBwIDAQAB

WHcTpykuma no HacTpoiike

[Mocne npoBepkn MX-3anncm yCTaHOBKY MOXHO CYMTaTb OKOHYEHHOI. Takxe notpebyeTtcs HacTpolika SPF-
3anucun n DKIM-nognucu. VIHCTpyKLMX NO X HACTPOWKE Bbl HANOETE MO CChlSKe.

Ba>xHO

Mo 3aBepLUEHNI YCTaHOBKIM JOMYCKaeTCs TOMbKO yaalleHne apxmBa, N3 KOTOPOro 6bif1 pacnakoBaH ANCTPUBYTNB
B Hayane ycTaHOBKU. Bce ocTanbHble daiisibl 4OMKHBI OCTaBaTbCs B narke ¢ gaisiom onpremise-deployer_linux.
He ypanainTte nonb3oBartens deployer — aTa yyeTHast 3anncb NoTpebyeTcs 419 OGHOBNEHUS U JanbHENLEen
aKCnnyaTauum cepsrca NoYTbl.
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16. [lo6aBneHne AONOSIHUTEJNIbHbIX JOMEHOB

Ecnu Bbl NfaHUpyeTe NCnonb3oBaTb HECKOJIbKO AOMEHOB, 06aBbTE NX C MOMOLLbIO KHOMKY MopKaounTb
HOBbIV NPOEKT. [1/19 3TOro Hy>XXHO OTKPbITb BbiNafatollee MeHio PaaoM C BallM JOMEHOM 1 BBECTU agpec
JOMeHa.

VK Tech Moyta  KaneHpapb  AppecHas khura — O6nako

n AdminPanel vbastraOmail.onprem.ru

2 Monbaosatent v vbastraOmail.onprem.ru

pstraOmail.onprem.ru

g AJJ,MI/IHVICTpaTOpr MoaknoYnTL HOBBIV NpoeKT
epHO
Moyta v
Bbl MOXKeTEe 0TNpaBnATL U NoslyyaTb NUCbMA.
E) CoctoAHue cepBepa
. SPF-3anucb He HacTpoeHa
Q& HacTpoiiku
SPF nossonAeT BnagenbLy AoMeHa ykasaTtb B TXT-3anncy AomMeHa CTPOKY, yKa3bIBaloLLYHO CMIUCOK CEepBEPOB
® Mwurpauua afpecamv B 3TOM [lOMeHe.
& TIpynnbl paccbinok

MHCTpYKUMA No HacTpoiike

ObLwue ALMKN
Ha o6HoBneHue 3anucein MoxeT notTpeboBaTbCA A0 72 YacoB.

e &

MHCTpyKumAa

) G T O Heo6xoauma HacTpoiika DNS 3anucei ana pa6otbl DKIM

Ecnn xoTute coenatb AOMEH NPUNapPKOBaHHbIM, HEOBXOAUMO MPOoTY NpoBepky MX-3anvcy cnoco6om,

onuncaHHbIM Bbile. YTobbl caenaTb JOMeEH n3BecTHbIM ans cuctembl VK Workamail, ocTaToyHO npocTo
006aBNTb JOMEH B CMCOK.
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HacTpownka nHrerpauyunm c Active Directory

[na HacTpoliku nHterpauun c Active Directory nepeliguTe B pa3gen afMVHUCTPATVIBHON NaHenu
KoHurypaumna — HacTtporikn.

YT1O6bl HaYaTb HACTPOVIKY, ybepute yek6okc He ncnonbsoatb AD.

VK Communications  Moura  Kanerpaps  AfpecHas kuara  O6niako

a AdminPanel vbastraOmail.onprem.ru v
HacTtpoiiku
42 MMonb3osatenn

B AgmuHucTpatopbl Active Directory

Mouta 4
@ daiinosoe xpaHnvwe  »
B AnpecHas kHura

€ CTpyKTypa KOMNaHum
€@ Vnpasnexuve AomeHom

€ KoHndurypauva v

o HacTpoitku Wcnonb3oBathb wingposaHHoe coeaunHeHne (LDAPS)

1l MohuTOpuHr + [o6asuTh ceptucmkar

WrHopupoBaTb ownbkn cepTudmkara

[lononHuTenbHble HacTpoikn
C6packiBaTb cecciv nosb3oBaTenei npy U3MeHeHnn napona

WcnonbsosaTh B KayecTse SormHa email BMECTo username

He ucnonbzosats AD

CoxpaHuTb

Appec AD — BBepguTe B NnoJsie agpec Bawero kaTtanora Active Directory.

KaTanoru nonb3oBatenen — BBeante 3HadeHue nons distinguishedName 13 crivicka aTpubyToB kaTanora.
Hanpumep, OU=demoapp.DC=presale.DC=1ocal.

/' Mpumeuanne

Ecnun Bam Hy>HO yKa3aTb 60/blle OQHOro KaTanora nosib3oBaTtenemn, obpaTntecs Kk npeactasutento VK.

JlornH agpMuHNCTpaTopa — BBEAUTE B None NOornH agMmuHncTpatopa Active Directory.
Maponb agMNHUCTpPaTOpPa — BCTaBbTE B NOME Naposb agMuHncTpaTtopa Active Directory.

Mone cBolicTBa «OTYUECTBO» — €CNI Bbl ncnornbsyeTe cBoNCcTBO OTUECTBO, BBEAUTE €r0 3HaYeHne B 3TO

none.

Ncnonb3oBaTb WndppoBaHHOe coeanHeHne (LDAPS) — eCcTb BO3MOXHOCTb [,O6aBneHNs cepTudukaTa
LDAPS ¢ nomoLpbto kHonkn [Lo6aBnTb cepTUPUKaT.
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MrHopupoBaTb o6k cepTrudunkKaTa — eCiv y BaC caMonognucaHHblin SSL-ceptndukar, oTMeTsTe 3TOT
YekboKC.

C6pacbiBaTb ceccuu Nnosib3oBaTeneil Npn N3MEHEHNN Napons — eCn YeKBGOKC OTMEYEH, NPY U3MEHEHII
naponsa nonb3oBatens B Active Directory 6ygeT cépacbiBaTbCsi ceccust
B VK WorkMail.

Ncnonb3zoBaTb B KauecTBe JlormHa email BMecTo username — B TEKYLLEV BEPCUM NOJIE HE NCMNOSIb3YeTCA.
[ns npuMeHeHns HaCTPOEK HaXXMUTE Ha KHOMKY COXpPaHUTb.

Ecnn nonbsosatenu He nossunuck B VK Workmail, Hy>XHO NpoBepuTb KOPPEKTHOCTb HACTPOEK CUHXPOHM3aL N
¢ Active Directory ¢ MOMOLLbIO KOHCOSIbHOW KOMaHbI:

sudo journalctl -fu onpremise-container-adloaderl.service

JononHnTenbHas [OKYMeEHTaL s

VIHCTpyKums no ycTaHoBke o6HoBneHnin VK WorkMail — B BOKyMEHTe cogepXnTcsa MHGopmMaLums no
o6HoBneHumo VK WorkMail.

MpunoxeHue 1. Npun Bxoge B NnaHeNb agMHNCTpPAaTopa
nosiBNsieTcs owmnoékKa «HeBepHbIA Naposib»

MepenpoBepbTe, YTO NaPOJIb CKOMUPOBaH BEPHO. YTOBbI MPOCMOTPETbL Naposb, BBEAMTE B KOHCOMN KOMaHAY:
cat /home/deployer/VKWorkMail/bizOwner .pass . Ecnu naponb 6bi1 npaBusibHbIM, a OLIN6GKa BCE paBHO
nosiBMIach, TakKe HEOBXOOMMO CreHEPMPOBaTb HOBbIV MAPOSb.

B Be6-nHTepdelice yCcTaHOBLLKaA NEePEnTe K CMNCKY KOHTENHePOoB, KNNKHYB no norotuny Admin Panel

@ AdminPanel @ Hactpoiikn O6cnyxusanne (O

CospanTte nepebivi MOYTOBLIN AOMEH - YacTb email-agpecos nocne "@".

[oyToBbLIE IOMEHBI KoHTenHepbl

testpismail.onprem.ru

HanguTe B cnvcke koHTeHepos fmaill n HaxmuTe Ha 3HaYOK LLECTepPEHKN CrpaBa OT Ha3BaHWsA KOHTelHepa.
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cld-beaver1 (172.20.4.254) 08
nylon-proxy1 (172.20.4.253) T 0
adloader1 (172.20.5.3) 0%
mailapi (172.20.4.255) E)
mpop1 (172.20.5.1) 0
oper1 (172.20.5.2) 0
pandat (172.20.5.0) (FERED) 0%
fmail1 (172.20.5.7) 2%
img1 (172.20.5.5) (D) 08
lightning1 (172.20.5.4) E)
lightning-intapi1 (172.20.5.9) 0
matter1 (172.20.5.8) 0%
streamer-hotbox1 (172.20.5.10) 08
streamer-int1 (172.20.5.11) T 0

3anycTuTe BbiNofiHeHVe Wwara get_biz_owner.

@ AdminPanel Hactpoiikn O6cnyxusaHue @

fmail1 (172.20.5.7) 200

BbinonHuTe Wwarn no HaCTpPoukKe MalUUHbI
up_container 13

MoprotoBnTb (haisnbl KOHMUrypaLumm, cTaTuieckme AaHHble, 3anyCTUTb KOHTeNHep 3anycTuTb

get_biz_owner (53

Cospatb cynepnornb3oBaTens. Cyl'lepI'IOJ'Ib3OBaTel'lb - adMUWHUCTPATOpP BCEX NMO4YTOBbLIX JOMEHOB, Oﬁcﬂy)KVIBaeMbIX Nno4TOBbIM

3anyctutb

cepBepom

[oxantecb OKOHYaHWS BbIMOMHEHMS LWara, 3aTeM CKOMMPYNTE HOBbIV Mapob.

MpunoxeHune 2. O6HOBMIEHNE NNLLEH3NOHHOIO KJllo4a

Ecnu Bam Hy>XKHO O6HOBUTb NNLLEH3VNOHHDIN KJIIOY, HAXXMUTE Ha 3HAYOK @ 1 B BbiNagatoL,eM MeHIo Bbibepute
O6HOBUTb NNLLEH3NOHHbIN KJTIOY.

@ AdminPanel Hacrpoiikn O6cnyxusatue (624
MpoaykTbl
MoxanyicTa, Ao6aBbTe No OAHOM MaLUUHE ANS Kaxaoi ponu. Haxmute "CreHepupoBaTb aBToMaTU4eckn” Ans GbICTPOro coanaHus. | OBHOBUTB NMMLEH3VNOHHBIA KIHOY |

i
YcTaHOBKa 3aBepLueHa HETPYKLAR MO yeTanoaie

VIHCTPYKUWS MO yCTaHOBKe eMO-Bepcul

Onucatve cuctemsl VK WorkMail
pynnuposath He rpynnuposats v @) He nokasbiBaTb 3aBEPLUEHHbIE O6bekToB B CTpOKe

hypervisor1 (212.233.93.121) 18]
registry1 (212.233.93.121) (D)

infraetcd1 (212.233.93.121)

calico-libnetwork1 (212.233.93.121) (I

calico-node1 (212.233.93.121)

bind1 (172.20.4.129)

bibliodb1 (172.20.4.130) (D

o 0o 8 8B © O &
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B OTKpPbIBLLEMCA OKHE Bbl CMOXETE NMPOCMOTPETDb VIHq)OpMaLI,I/I}O O TeKYLWNX INLLEH3UAX, a TakKXe OBHOBUTb
JNINLLEH3VIOHHDIV KJTtOM.

Tekywaa nuueH3us:

UuID:

KnueHT: on-premise.ru

MouTtoBbLIe AOMEHBI: "*.0n-premise.ru"”

MpoaykThbi:
VK WorkMail: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTtenen
VK WorkDisk: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTenen
VK Teams: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTenemn

JInueH3noHHbIN kntov VK WorkMail:

nn BeibepuTe caiin ¢ NMUEeH3NOHHbLIM KIHoHoM Bbibpathb dhavin

CoxpaHutb

Ecnwn Bbl BHOCWUN Kakne-nn6o NsMeHeHs, KIMMKHUTE NO KHOMKEe COXpaHIlITb.

MpwunoxxeHue 3. Jlorn n nonesHbie KOMaHAbl

Bce komaHAbl, nepeyvncneHHble HKe, CneayeT BbiNOSHATb B KOHCOSN.
1. Nepesanyck ycTaHOBLUYKA:
sudo systemctl restart deployer
2. Jlorn yctaHoBLU/Ka:
sudo journalctl -fu deployer
3. Cnurcok 3anyLLLeHHbIX KOHTEHEPOB:
docker ps
4. JTorn KOHKPEeTHOro KOHTelHepa:

sudo journalctl -eu uMA_KOHTeWHepa
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5. CtaTyc KoHTelHepa:

systemctl status mmA_koHTelnHepa

6. [locMOTpeTb CNUCOK «CIIOMaHHbIX» KOHTENHEPOB:

docker ps -a|grep Exit

7. FloCMOTpPETb CMICOK BCEX HE 3aMyCTUBLLMIXCS KOHTENHEPOB:

sudo systemctl | grep onpremise | grep -v running

8. YoanuTb KOHTEHep:

sudo docker rm uMs_KoHTeWHepa

[aTa o6HoBNeHns gokymeHTa: 18.03.2024
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