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OnuncaHne AOoKyMeHTa

B nokymeHTe copepxuntcsa nHbopmaumsa o npouenype knactepHon yctaHosku VK WorkMail. MyHvmanbHoii
OTKa30yCTOMYMBOW KOHUrypaumen gns yCTaHOBKM MOYTOBOW CUCTEMbI CYMTAETCS Kf1acTep Ha 8 MaLUnH.

CxeMa TeCcTOBOIro Knacrepa

BHe 3aBMCUMOCTU OT pa3mMepa KilacTepa HY>KHO co6/ioaaTh CleayioLiee COOTHOLLEHNE BUPTYasIbHbIX MaLLVH:

MoHUTOPWHr

vkwmz2-mon-1

®poHT KONMYECTBO GPOHTOB ®poHT
vkwm2-f-1 KPpaTHO ABYM vkwm2-f-2

KONMYecTBO 6a3 AaHHbIX
& Aa E—
KpaTHO ABYM

KOMNYECTBO XPaHNNLL
KpaTHO Tpem

l

Storage Storage Storage
vkwm2-st-1 vkwm2-st-2 vkwmz2-st-3

MuHUManbHas OTKa3oycTounBas KOHOUrypauus Ha 8 MaLLMH, KOTopas 6yAeT onncaHa B LOKYMEHTE, BbIrMsanT
TakyIM 06pasoMm:

«1BM oTBOAUTCSA NOA MOHUTOPWHT,
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« 2 BM — nop, poHTh;
« 2 BM — nop, 6a3bl JaHHbIX;

+ 3 BM — nop, xpaHunuwa.

/" MpumeuyaHue

Ounctpnbytns VK WorkMail v pann onpremise-deployer_linux AOJSKHbI HAXOLUTbCS Ha rMNeEPBU3opPE,
OTBEAEHHOM MO MOHUTOPWHT.

TexHn4yeckune TpeboBaHUNA

PekomeHgoBaHHbIe onepaunoHHble cuctembl ans yctaHoBkn VK WorkMail:

- Astra Linux SE Open — Bepcuu 1.7.3 1 BbiLlle;
- PE[L OC — Bepcuun oT 7.3 1 BbiLLe;
- CentOS 7.9.

MwHVManbHble TEXHWYECKINE napamMeTpPbl a4 8 MawwvH B Knacrtepe:

« YcTaHOBLUUK + MOHMUTOPUHr: 8 GB CPU, 16 GB RAM, 200 GB SSD;
+ ®poHT N21: 16 GB CPU, 32 GB RAM, 150 GB SSD;

« ®poHT N2 2: 16 GB CPU, 32 GB RAM, 150 GB SSD;

- basa paHHbix N21: 8 GB CPU, 12 GB RAM, 150 GB SSD;

- basa paHHbIX N22: 8 GB CPU, 12 GB RAM, 150 GB SSD;

- XpaHunuwe N21: 8 GB CPU, 8 GB RAM, 250 GB SSD;

- XpaHunuwe N22: 8 GB CPU, 8 GB RAM, 250 GB SSD;

« XpaHunuwe N23: 8 GB CPU, 8 GB RAM, 250 GB SSD.

Ba>xHO

Mo Bonpocam cospaHns cansnHr-Moaeny cneunanbHo A8 Baller KoMmnaHum obpaTntech K npepctasntenam VK.

MpepBapuTenbHble YCNOBUS

MpeacTasutenn VK npegoctaBuiv Bam cneaytoLme gaHHble:

« CCbINIKY Ha ckauymBaHue gucTtpubyTtrea VK WorkMail 1.20;
+ Maposb OT apxmBa C AUCTPUBYTUBOM;

* INLUEH3NOHHDIN KITIOY,;
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« KOMMEKT JOKYMEHTaLMNN.
Takxe Bam noTpebyeTcs:

« Ha6op DNS-3anucen: A, CNAME, MX, SPF, TXT, NS;
+ NOAAEPXKa NpoLLeccopamy Habopa MHCTPYKLUMIA sse2 11 avX A5 KaXAoro rmnepsunsopa;

« DKIM-nognuch c cenekTopamu g Kaxgoro gomeHa (unuv Heckonbko DKIM ¢ pasHbiMu cenekTopamu s
OOHOro JOMEHA);

- BOCTynN K cepBepam no SSH ¢ npaBamu agMUHUCTPaTopa (BXOA, MO KoYy UV MO Naponio);
- nokanbHasi ceTb 1 GbE nnn 10 GbE;

+ OTKJIIOYNTb SWap;

- cepTudmkatbl SSL gna kaxgoro CNAME vnv Wildcard-ceptudunkart ons gomeHa;

- AocTyn K noptam: 25, 80, 143, 443, 465, 993, 1025;

- tar;

« YTUAUTa 4119 PaCMakKoBKY Zip-apXBOB, Hanpumep 7zip unn unzip;

- Active Directory nnu gpyrasa cnyx6a katasoros, paboTatowasi no npoTtokosny LDAP.
Mcnonbayemble NpOTOKObl MOYTbI:

- CalDav gns CMHXpPOHM3aU M KaneHgaps,

- Kerberos vnun NTLM — npoTtokon B3anmopgelicTeusa ¢ Active Directory knneHTa;
« HTTPS gna poctyna K Be6-1nHTEpdency noyTbl ¢ ncnosbsosaHnem TLS;

« SMTP — npoToKon oTNpaBKy MOYTOBbIX COO6LLEHNI (MopT 25/465);

« IMAP — npoToKon noslyyeHurs NoYToBbiX CoobLLeHnr (nopT 143/993);

«IPin IP — npoTtokon TyHHennpoBaHus IP.

O6s3aTenbHble NpeaBapuTesibHble AeNCTBUS

Co3spaHune DNS-3anuncen

[nsa paboTbl nouTbl HeO6XxOAUMa MX-3anuch (pekomeHayembin nproputeT — 10), KOTopast 06a3aTeNbHO BeaeT

Ha mxs.<gomMeH Ona noYTbl> .

MoMMMO STOro BaM HY)HO CO30aTb Ba OCHOBHbIX JOMEHA: AJISl MOUTbI 1 A8 XPaHWINLLY, a Takxe Habop A-
nnn CNAME-3anucei.

[na npumepa B LOKyMeHTe 6yayT MCnonb3oBaTbhea cregyiolie DNS-3anucu:

- [loMeH anig cepBUCOB NOYTbl — vbastra@mail.onprem.ru . [Tpy CO30aHUN NOYTOBOIO AOMEHA
PEKOMEHIYETCS COBMIOAEHNE CTPYKTYPbI: *x*mail. %% &%% WM ***mail.x** .
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- JomeH ana o6nayHbIX XpaHWINLW, — vbastra@st.onprem.ru . [pYIMEp CTPYKTYPbI: *x*St.*x* . xx% WA

**kxcloud. *** .
[omeH ong o6nayHbIX XpaHUNMLL, OSKEH BbiTb TOrO XXe YPOBHS, YTO V1 [OMEH 415 CEPBUCOB MNOYTbI, 1 IMETb

CBOe€ YHMKaJIbHOE V4.

Ba)kHo

3MeHATb CTPYKTYPY OCHOBHbIX S OMEHOB 3anpeLyeHo!
HecobniogeHne CTPYKTYpbl 1 YPOBHS OMEHOB MOXET MPUBECTU K yTEUKE AaHHbIX Yepes npobpoc cookies.
Tak>Ke Bbl CTOMIKHETECH C OLUNBKaMU Ha 3Tarne HaCTPOWKN OMEHHbIX MEH.

[anee B Tabnuue npepctasneH cnucok A- nunn CNAME-3annceii, KoTopble HY>KHO CO30aTb Nepeg,
yctaHoBkol VK WorkMail. [JomeHbl 13 TabnuLbl OMXKHbI ABASTLCS NOAAO0MEHaMN 4115 IBYX OCHOBHbIX.

HasHaueHne pomeHa Nmsa pomeHa OCHoOBHOM
AOMeH
Be6-uHTepdenc aBTopunsaumm account [ns noytbl
CkaumBaHue snoxeHunin VK WorkMail af [ns noytbl
CkaymBaHue ncrionHaembix BioxeHunn VK WorkMail af [nsa xpaHnnnuy,
[MpokcunpoBaHme akTUBHOIO KOHTEHTa BnoxeHunin VK ampproxy [ns xpaHunuiy,
WorkMail
MpocmoTtp BnoxeHuin VK WorkMail apf [nsa noytbl
MpocmoTp ncnonHsembix BnoxeHun VK \WorkMail apf [ns xpaHunniy,
JomeHHas aBTopr3aLns (BHYTPEHHMX 3aNpOCoB auth [ns noytbl
6pay3epa)
[JJomeH ansa naHenu paclmpeHHOro NpocMoTpPa becca [ns noytbl
OEeNCTBUI NONb3oBaTENEN
VHTepdenc agMMHNCTPUPOBaHNS biz [ns noytbl
Blobcloud-aTtTaun blobcloud.e [nga noytbl
Jowmen pna BMW gRPC 3anpocos bmw [ns noutbl
MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 7 us 75



Ha3HayeHne gomeHa

Kanya

KaneHnpapb

[omeH nHtepdenca kaneHgaps gns VK Teams

Mo6unbHbI KaneHgapb

CraTnyeckune gaHHble KaneHga P4

VK WorkDisk

3arpyska ¢annos B VK WorkDisk

CkauymaHue dainos B Beb-nHTepdence VK WorkDisk

3awmTa oT XSS-aTtak npu ckaymBaHum dannos 13 VK
WorkDisk

3arpyska ¢pannos B VK WorkDisk

NuTerpaumns c APl VK WorkDisk

3arpyska ¢pannos B nybnnyHble nanku B VK WorkDisk

MopTtanbHas aBTopumsauuna VK WorkDisk

CkayvBaHVe 60/1bLUMX MOYTOBbIX BNoOXeHun ns VK
WorkDisk

3arpyska 605bLnx No4ToBbIX BNoXxeHu B VK WorkDisk

Mpesbio dpannos B VK WorkDisk

Pacnakoska apxnsoB B nHTepderce VK WorkDisk

NHTterpaumsa ¢ APl VK WorkMail

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

Nma pomeHa

calendar

calendarmsg

calendartouch

calendarx

cloud

cld-
uploader.cloud

cloclo.cloud

cloclo

cloclo-
upload.cloud

openapi.cloud

pu.cloud

sdc.cloud

cloclo-stock

uploader.e

thumb.cloud

cld-unzipper

corsapi

OcHoBHOM
OOMEH

[na noythbl

[nga noytbl

[nga noytbl

[ns noytbl

[na noythbl

[na noythbl

[nga noytbl

[na noythbl

[ns xpaHunniy,

[nsa noytbl

[nga noytbl

[ns noytbl

[ns noytbl

[nsa xpaHunuuy,

[ns noytbl

[ns noytbl

[ns xpaHunuuy,

[ns xpaHunnuy,
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HasHauyeHue gomeHa Nmsa pomeHa OcHoBHo

AOMeEH
Be6-untepoenc VK WorkMail e [ns noytbl
CepBuc aBaTapokK filin [ns noytbl
IMAP VK WorkMail imap [ns noytbl
HeuncnonHsemble cTaTnyeckmne gaHHble img [ns noutbl
VicnonHsemble cTaTnyeckme gaHHble imgs [ns noutbl
MX VK WorkMail mxs [na noythbl
OAUTH2-aBTOpUM3auus 02 [na noythbl
O6LenopTasnbHble CEPBUNCHI aBTOPU3aLLUN portal [nsa noytbl
[MpokcupoBaHue BHelHX BnoxeHunin VK WorkMail proxy [ns xpaHunniy,
[omeH onsa TekcTtoBoro pegaktopa R7-office docs [nsa xpaHunuuy,
O6nako, peanusyiouiee S3 API hb [ns xpaHunnniy
SMTP VK WorkMail smtp [ns noytbl
CepBep aBTOPU3aLMN (MEXCEPBEPHbIE 3aMPOCHI) swa [nsa noytbl
O6nako BpemeHHbIx BnoxeHur VK WorkMail tmpatt [ns xpaHunniy,
Webdav webdav.cloud [na noythbl

NToroBbii npumMmep gomeHa: af (cybgomeH n3 Tabnuupl) + vbastradmail.onprem.ru (OCHOBHOI OOMEH 13

npumepa, KOTOPbI Bbl 3aMEHNTE CBOVIM) = af.vbastra@mail.onprem.ru.

BaXxHO
13meHATb [OMEHHbIe MMEeHa 13 Tabaunubl 3anpeLyeHo!

YctanoBwumk VK WorkMail ncnonbsyeT nx npu pa3sepTbiBaHUN CUCTEMbI. ECnn npm ycTaHOBKE He 6yaeT HalfeH
COOTBETCTBYIOLLUIA LOMEH, MOXET NPON30TN C60A.
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NMoaknioyeHne gNCcKos

K malmnHam, oTBeAeHHbIM Nof, XpaHUInLa, PEKOMEHAYETCS 3apaHee NOoAKoUNTb ANCKN. [oaknoYeHHble

OVICK HEOBXOOMO pa36VITb Ha pasfgenbl, 4Jid 9TOro MOXXHO NCNoJ1Ib30BaTb nobble npwBbIYHbIE YTUNNTDI,

Hanpumep fdisk.

Ha pasgenax ANckoB HEoBXxoAMMo co3paTtb pannosylo cuctemy. Mbl pekomeHgyem ext4d, Takxe

nogaepxusaetcs xfs.

Mpumep KoMaHgbl 05 co3panHna GannoBom cuctembl exts:

mkfs.ext4 <nyTb K ycTpoucTBy>

Ba)kHo

MuHUManbHbIN pasmMep pasgena Ancka, MCNonb3yemMoro nog xpaHunuuie, coctasnseT 25 GB.

Cnuncok NnopTOB AJI1 YCTaHOBKU

MpoTokon

TCP

TCP

TCP

TCP

TCP

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/

MopT

9091

5000

2379

2380

4001

Cnyxe6a/
KoHTeliHep

calico-
node

registry

infraetcd

infraetcd

infraetcd

OnuncaHue
cny>xébi/
KOHTelHepa

[demoH
ONHaMUNYeCKOom
MapLlpyT3aLmm

XpaHunuwe
docker-o6pasoB

etcd, koTopoe
XpaHnT
VHPPACTPYKTYPHbIE
JaHHble, Hanpuvep
HaCTPOVIKK CETI

etcd, koTopoe
XpaHuT
NHPPACTPYKTYPHbIE
JaHHble, Hanpuvep
HaCTPOWKN ceTu

etcd, koTopoe
XpaHuT

HasHauyeHune
nopra

C6op meTpuk
prometheus

MNopknoueHne K
cepsucy

MNogknioyeHmne
KJINEHTOB
(noTpebuTtenein)

ObLeHne mexay
MHCTaHcamu etcd

KTo o6paLiaeTcs

victoria-metrics

Bce malumHbl
NHCTanNnaunmn

Bce mawmHbl n
KOHTEenHepbI
VHCTannauunm

Opyrue infraetcd
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MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

UDP

MopT

8080

2003

2004

22

179

8888

2003

Cnyx6a/
KoHTeliHep

cadvisor

carbclick

carbclick

sshd

Bird

onpremise-
deployer

carbclick
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OnuncaHue
cny>xébi/
KOHTelHepa

NHPPACTPYKTYPHbIE
[aHHble, Hanpuvep

HaCTPOWKN ceTu

NHCcTpymeHT
CHATUS TENEMeTPUKn
C KOHTENHEpPOB

Cepsuc, KOTOpPbIN
npEVHUMaeT
METPUKIN 1
nepepaeT nx B
clickhouse

Cepsuc, KOTOpbIN
npvHMMaeT
METPUIKIN 1
nepepaer nx B
clickhouse

JemoH
onepaunioHHON
CUCTEMBI,
npenocTaBnsioWw i
KOHCOJb
Nnosib3oBaTeNIO

Calico. PaboTta BGP
ceccumnin

MpunoxeHuns ons
YCTaHOBKM 1
HavasibHOI
HacTpowku VK
WorkSpace

Cepsuc, KOTOpPbIN
npvHMMaeT
METPUKIN 1

HasHaueHune
nopra

NopknioyeHne
KJINEHTOB
(noTpebuTtenein)

C6op meTpuk
prometheus

Mprnem meTpuk

Mprnem meTpuk

ssh nopkno4yeHuns

[MNoakntoyeHne

AOMUHNCTPAaTOPOB

Mprem MmeTpurkK

KTo o6paLtaeTcs

Bce malmHbl n
KOHTenHepbl
NHCTannaummn

victoria-metrics

Jliobble
KOHTenHepbl

Jliobble
KOHTEWNHEPDI

Onpremise-
deployer

Mexgay Bcemu
cepBepamu
C/CTEMDI

AOMUHNCTPATOPD!

Io6bie
KOHTENHEPDI
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MpoTokon MopT Cnyx6a/ OnuncaHue HasHaueHue
KoHTeliHep cny>xébi/ nopTa
KOHTelHepa

nepepaeT nx B
clickhouse

DTanbl yCTaHOBKW

Becb npouecc ycTaHOBKM MOXHO pasgenuTb Ha ABa 3Tana:

1. B KOMaHAHOI CTpOKe Ha cepBepe BbINOJIHAIOTCA AECTBUS A5 3anyCKa YyCTaHOBLLYKA.

2. Mocnepytolas yCTaHOBKa MPON3BOAMTCS B CreluanbHOM Be6-nHTepoeiice.

Hencrenga B KOMaHAHON CTPOKe Ha cepBepe

1. Co3paHuve nonb3oBaTtensa deployer

B KOMaHOHOW CTPOKe BbINOMHUTE NOCNeoBaTeNlbHOCTb KOMaH/,:

Astra Linux

sudo -i

# 3apjaem naponb M cospaeMm nonb3oBaTensa deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# WrHopupyem ounbky "HEYIAYHbIA MAPOJSIb: error loading dictionary"
# B cnydae, ecnu oHa nosiBUNach

# lNepenorvHuBaeMcs nof nonb3oBaTena deployer
sudo -i -u deployer
ssh-keygen -t rsa -N ""

# Haxumaem Enter (cornacuTbCA C BapuMaHTOM MO YMOJSYaHWI)

# Konupyem ssh-kmio4 B HYXHYKW AUPEKTOPUIO
cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 600 ~/.ssh/authorized_keys

# ONuMOHanbHO: MpoBepsieM, 4YTO caMu K cebe MoxeM 3aWTu 6e3 nmapons

ssh deployer@localhost
exit

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/
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PE[,OC

sudo -i

# 3apjaeMm naposib U cospaeM nonb3oBaTens deployer
DEPLOYER_PASSWORD=mURvNxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# lNepenorvHuBaeMmcs nop nonb3oBaTtens deployer
sudo -i -u deployer
ssh-keygen -t rsa -N ""

# Haxumaem Enter (cornacutbca C BapvaHTOM MO YyMOSYaHWi)

# Konmpyem ssh-knw4 B HyXHYW OUMPEKTOPUID
cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 600 ~/.ssh/authorized_keys

# ONuUMOHanNbHO: MpoBepsieM, 4YTO caMu K cebe MOXeM 3anmTu 6e3 napons
ssh deployer@localhost
exit

CentOS

# Co3pgaem nonb3oBaTens
adduser deployer

passwd deployer

usermod -aG wheel deployer

# ABTOpPM3OBLIBAEMCHA MOS 3TUM MOJib30OBaTENEM

su - deployer

# Co3pgaem Ky

ssh-keygen -t rsa

# MponuceiBaem B authorized_key pnsa ssh

cat ~/.ssh/id_rsa.pub >> ~/.ssh/authorized_keys
chmod 6060 ~/.ssh/authorized_keys

A BaxxHo

Bcsa panbHeliwas yCTaHOBKa 6y,u,eT npon3BoANTbCA NOL CO34aHHbIM MOJib30OBaTe/IEM deployer. [Monb3oBaTesnb
OOJDKEeH MMETb NpaBa agMHNCTPAaTOpPa.

3aTem B panine /etc/sudoers PaCKOMMEHTUPYITE CTPOKY, CMEeAyIoLLYyIo nocne

## Same thing without a password:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
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PEQ OC

# %wheel ALL=(ALL) NOPASSWD: ALL
CentOS
# %wheel ALL=(ALL) NOPASSWD: ALL

[1ns 3TOro HY>XXHO BbIMOIHUTL KOMaHAY sudo visudo v y6paTb # B Hayane NpuBegeHHON Bbille CTPOKM, Noce
yero BbITY 13 Vim c coxpaHeHnem daiina.

To e camoe MOXHO caefnaTb C MOMOLLLbIO penakTopa nano:

sudo EDITOR=nano visudo
# HaxoOuM HyXHYl CTPOKY, ypansem # B ee Havdane
# BbixoOMM M3 nNano C COXpPaHEHUEM W3MEHEHUN

2. PacnakoBka guctpunéyTtumea

Pacnakynte guctpunbyTns nog nonbaosatens deployer. HeT npuHLUNManbHOWM pasHULLbI, KaKM apX1uBaToOpOM
NoJsib30BaTbCA.

Hwxxe npviBegeH npumep Ans unzip:

Astra Linux

# B cnyvae ecnuM Ha MawWHy He YCTaHOBJIEH UnNzip, CKayMBaeM €ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb uMA_apxuBa

PE[, OC

# B cnyyae ecnu Ha MaWwuMHYy He YCTaHOBJIEH UNzZip, CKayuBaeM ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb uMsi_apxuBa

CentOS

# B cnyyae ecnvM Ha MaWwuHY He YyCTaHOBJIEH unzip, cKayMBaeM €ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P naponb umMA_apxuBa
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Ba)kHo

MNMocne pacnakoBKu He yAansanTe Hykakue daiinbl. o 3aBepLIeH YCTaHOBKM AOMYCKaeTCs TOMbKO yaaNneHe
apXu1Ba, U3 KOTOPOTO 6biJT PACMakoBaH AUCTPUEYTUB.

3. 3anyckK ycTaHOBLLKa KaK cepBUca

YcTaHoBLUMK onpremise-deployer_linux pekomeHayeTcs 3anyckaTb Kak cepBuc. [pn TakoM 3anycke He
npuageTcs npuéeraTb K 4ONOMHUTENbHbIM MepaM (screen, tmux, nohup 1 T.1.), NO3BONSIOLLM YCTaHOBLLUKY
NPOAOIKNTb PaboTy B Criydyae NoTepu coegnHeHns no SSH.

YT1O6bI 3aNyCTUTb YCTAHOBLLVK KaKk CEPBIC, BbINOAHUTE KOMaHAy (nogxogunT gnsa Astra Linux, PEL OC n
CentQOS):

sudo ./onpremise-deployer_linux -concurInstalllLimit 5 \
-serviceEnable -serviceMake -serviceUser deployer

Mo YMOJIHaHUIO BbICTaB/1IEH JIMMUT B 5 noTokos, nowv HEOBXOOMMOCTV Bbl MOXETE YBeNN4YnNTb KONnN4eCTBO

NnoTokoB A0 10, ogHako 3TO YyBENVNYNT U Harpysky Ha cucTtemy. icnonbsoBaHune 6osee yem 10 NOTOKOB He
pekomeHayeTcs.
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OTBeT B CllyYyae yCMeLHOro 3anycka yCTaHOBLUKA BbIFIAAUT Crieayowmym 06pasom:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

The authenticity of host 'localhost (::1)' can't be established.

ED25519 key fingerprint is SHA256:g8si032KUsRU90C/MHro9WaTNKj4R+DkmVnVa7QsYCo.
This key is not known by any other names

# BBeonTte "yes" n HaxmuTe Enter, 4TO6bH MNOATBEPLAMTb MOAKIOYEHNE

Are you sure you want to continue connecting (yes/no/[fingerprint])?

CentOS

deployer.service was added/updates

see status: <systemctl status deployer.service>
deployer service rsyslog config was added/updates
see logs: <less /var/log/deployer.log>
deployer.service was enable and started

see status: <systemctl status deployer.service>

/" MpumeyaHue

HeBO3MOXHOCTb BKJTIOYEHMS CJ'Iy)K6bI rsyslog He NOBINAET Ha KOPPEKTHOCTb pa6OTbI cepBuca.

dencrteunga B Be6-nHTepdemnce yctaHoBLUMKA

[na nepexopa B BE6-NHTEPDENC B afp€CHON CTPOKe bpay3epa yKaxmnTe agpec: http://server-ip-address:
8888 . ECnu nepelit No aToMy agpecy He yaaeTtcs, y6eguTtech, 4to firewall 6bin oTKIIO4YEH.

1. Bbi6oOp BapraHTa yCTaHOBKN

Ha cTapToBOI CTpaHuLe HaXXMUTE Ha KHOMKY YCTaHOBKaA.
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ﬂ AdminPanel

MonHble BepCuUU NpoayKToB

Pa3BepHuUTE Ha Balumx cepBepax oguH unm Heckonbko npoaykToB VK On Premise

YcTtaHoBKa

UHCTpyKLUMA No ycTaHOBKE U HacTpolke o6opyaoBaHUs Yntatb
MHCTpyKLMA No KnacTtepHoOM ycTaHOBKE U HacTpoWnke o6opyaoBaHus Yurats
UHCTpyKLuMA no o6HOBNEeHUo Yutarb

MHCprKLIMH no o6HoBMNeHuro KrnactepHou yCTaHOBKMU YuTatb

2. Bbi6op NpoayKTOB 1 onuuin

Bkniounte ¢pnar VK WorkMail.

B otkpbiBwemcs cnncke otmetbTe VK WorkDisk 11 Hy>Hble BaM KOMNOHEHTbI. B cnyyae ecnu nnaHupyeTcs
HaCTpPOWKa NHTErpaLum, Takxke BbibepuTe 1X B CNCKE NPOAYKTOB.
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VK WorkMail v1.20.0
1 BupTyansHas malumHa Ha nobom runepeusope, 48 GB RAM, 24 vCPU, 300 GB SSD

8

AAMMHVICTpaTM BHasA nNaHenb

Appo 06beKTHOro xpaHunuiya S3

Anpo pacnpenenéHHoro oannioBoro XxpaHunuiia

APl 6onblwunx snoxenmnmn VK WorkMail

6 0 06 0 O

Kanengapb

Mwurpauusa kaneHgapein no nporokony EWS

Bot kaneHgapsa ana VK Teams

VK WorkDisk «©
1 BupTyansHasa mawmnHa Ha nobom runepsusope, 16 GB RAM, 8 vCPU, 100 GB SSD

UHTerpauumsa c aHTusmupycom no nporokony ICAP

UHCTpYyMeHTbI pa3paboTku

UnTterpaumsa c VK Teams

UnTerpaumsa c ECUA
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UHTerpauus c apyrumm nuctannaumammu VK WorkMail

UnTerpaumusa c Keycloak

CpeﬂCTBa pe3epBHONo KOnnMpoBaHuUA NOYTOBbLIX AWUKOB

[ByxdakTopHas ayTeHTUdUKauma

UHTerpauus c pegakropom «MonOcpuc»

Pepaktop «P7-Ochuc» BHYTpM MHCTaNnNAUUU
2 GB RAM, 2 vCPU

UHTerpaumusa c pegakropom «P7-Ocpuc»

Cuctema pacluMpeHHbIX TPaHCNOPTHLIX NpaBun

BoT HoBbIX NoYToBbIX coobweHun ana VK Teams

CepBMC aHanui3a noroB AOCTaBKU MOYTbI Beta
16 GB RAM, 16 vCPU

CucTtema rpynnoBbIX NONMUTUK Beta

Cuctema Bl-aHanuTuku Beta
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Cuctema otnpaBku push-yBegomneHun Ha MoGUNbHbIE YCTPOMUCTBA

CucteMa MOHUTOPUHra [ @)

Grafana, xpaHunuue metpuk Graphite, xpaHunuuwe metpuk Prometheus

Cuctema cbopa 1 oTrnpaBKU METPUK

Coopuwmku u TpaHcnatopbl Graphite n Prometheus-meTtpuk

CucTtema ayauTta AecTBUN Nonb3oBaTens «©

CepBUChl 3annUcu 1 YTeHUa AEeNCTBUI NoNb3oBaTenemn, XxpaHunuuie 4encTBuin nonb3oBaTtenemn
(ScyllaDB)

Oy6nupoBaHue AenMcTBUA NoNnb3oBaTene BO BHELWHUE XpaHUIULa

CucTtema ayAuTapaenCcTBUM Nonb3oBaTens (obneryéHHas sepcus)

CepBuChl 3anMcy 1 YTeHUs OeNCTBUI NoNb3oBaTenen, XxpaHunvie JencTeBuii nonb3osartenem
(PostgreSQL)

HaxxmuTe kHonky flanee gna nepexofa K crneayoLwemy Lary.

3. [lo6aBneHne N1UL,EeH3NOHHOrro KJtoya

BBegunTe NMLEH3NOHHDBIN KITIOY VAW YKaxKUTe nyTb K danny nuueHsunn .lic, 3atem Haxmunte Ha KHornky Janee.

@ AdminPanel

JIMLEH3NOHHBIN KoY

JInueHanoHHbIN knoy VK WorkMail:
doc-mail.dev.onprem.ru.lic Bbi6patb darin

JTuuexsnsa 0187e174-d83f-75¢2-806f-8408d935b622 ansa onprem.ru. Konuyecteo nons3osartenen: VK WorkMail - 30, VK
WorkDisk - 30. PaspeluéHHble noyToBble AomeHbl: "doc-mail.dev.onprem.ru”, "admin.qdit". JencteutensHa go 27.09.2023,

17:51:43

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 20 n3 75


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/2SelectProducts3.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/2SelectProducts3.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/3EnterLicenseKey.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/3EnterLicenseKey.png

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/
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MHdbopmaumio o Tom, kak OBHOBUTb JINLEH3NOHHbIV KITIOY AN NPOBEPUTL CPOKW AENCTBUS NLEH3NIA NO
npogyktam VK WorkSpace, Bbl CMOXeTe HalTh B MPUIOXKEHNN,

4. lo6aBneHve runepsnsopa

HaxxmuTe Ha kHonky [Jo6aBnTb, B BbinagatoLLemM MeHio BbibepuTe CepBep.

@ AdminPanel

Moxany#icTa, A06aBLTe MalLMHLI - MUNepBU3opeI. Pork - hypervisor. 3To AokHa GbITb BUPTyanbHas MaluuHa, Ha KOTopoii GyayT LU Tbl NPOAYKTa B iHepax.
He nokasblBaTb 3aBepLUEHHbIE O6bLekTOB B CTPOKE 1 ~
MokasaTb BCromoraTesibHble KOHTEHEpbI Mpynnuposats He rpynnupogatb v

[o6aeutb ¥

OTKpOETCH OKHO [0BaBEeHs rMNepBn3opa:

@ AdminPanel

n cTa, nob: MaLWHbI - T Ponb - hypervisor. 3To AoxHa GbiTe BUPTyanbHas MalumHa, Ha KoTopoi GyayT 3anyLieHbl KOMMOHEHTbI NPOAYKTa B KOHTEWHepaXx.
He nokasbiBaTb 3aBepLUEHHbIE OBbLeKToB B CTpoke 1 o
MokaszaTb BCromoraTenbHbIe KOHTEHEpbI Mpynnuposatb He rpynnuposate v
Ponb P SSH-nopt Wms runepeusopa
hypervisor v 10.12.15.1 22 Hypervisor
Wms nonb3oeatens Maponb MpuBaTHbIA KN4 Data Center
centos strongPass Vicnonb3oBatb aBTopK3aLmio no naposto v/ DC1

Tern

store,mail,etc...

(J MponycTuTb NPOBEPKY HE KPUTUYHBIX TpeGoBaHWI

3anonHuTe nons:

Ponb — hypervisor.

IP — agpec malvHbl, Ha KOTOPYIO NPOV3BOAMNTCS YCTaHOBKA.

SSH-nopT — cTaHgapTHbIN Ans SSH, BbI6paH Mo yMOMYaHWIO, MEHSATb €ro HE HY>KHO.

imsa runepBusopa — ykaxuTe nmMs rmnepsrsopa M ocTaBbTe nose nycTbiM. B criyyae ecnu Bbl OCTaBuTE
nosie Hes3anoJsIHEHHbIM, IMS TNePBU30pPa ByaeT B3ATO U3 hostname -s W JO6aBUTCSH aBTOMATNYECKMN.
PekomeHayeTcsa fgaBaTb Ha3BaHWsA rMNepBmn3opam B COOTBETCTBUM C X HasHaYyeHneM, Hanpumep: hypervisor-
mon nnu storagel, dbln T.n.

CtpaHnua 211375
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msa nonb3oBatens — YKaXNTe M4 TOro nosib3oBaTend, nog KOTOPbIM 3anyLeH YCTaHOBLUWK. B

paccMaTpuBaeMoM NpumMepe 3To nonb3oBaTtenb deployer.

Maponb — HEOBXOANMO BBECTU NMaPOSIb NMOJSIb30BaTeNS, NOL KOTOPbIM 3anyLLEH YCTAaHOBLLMK, €CNN OH 6blJl

3afaH Npu Co3gaHnn.
[o6aBbTe SSH-KIOY (Tak)Xe MOXHO OCTaBUTb aBTOPU3aLLMIO MO NMapoJto):

- B none MpuBaTHbIN Kntou BbiGepuTe J,o6aBUTb HOBbIN KJTIOY.

IP SSH-nopt
10.12.151 22
Maponb [MprBaTHbIN KoY
soesecseses '»/ VlcnonbéosaTb aBTOpMU3aLMIo MO Naposito (

+ [106aBUTb HOBbIN K04 [

OTtmeHa [Nob6aentb

« OTKpOeTCs OKHO Job6aBneHus Knoda. B none Mims Kntoya ykaxmnte noboe yaobHOoe NMSB COOTBETCTBUM C

1x HasHayeHnem deployerRSA.
- [Mepeingnte B KOHCONMb, BbINOSHATE B HEN KOMaHAY cat ~/.ssh/id_rsa 1 CKOMUPYNTE KIiou.

- 3aTem BCTaBbTe €ro B none an/IBaTHbIVI Knou. Ero HY>XHO YyKa3aTb NMOJIHOCTbIO, BKJItOYad

- [Mone Maponb KnoYa OCTaBbTE MYCTbIM.

- YcTaHOBUTE YekBokc VMicnonb3oBaTb Mo YMOJI4aHuto, eCsil OAMH K/1to4Y NCMNOoJIb3yeTCHd Ha BCeX

rMnepBr3opax.

- KnukHuTe no kHornke CoxpaHnTb.
[Mocne po6aBneHns NPYBaTHOMO KJto4a Bbl BEPHETECH K MICXOOHOMY OKHY A06aBNeHNs rmnepsrnsopa.

I'Ipm HEOBX0QNMOCTW HaCTpOI7ITe OOMOJIHUTESIbHbIE MOJ1A:

- Data Center — Ter ncnonb3yertcs B reopacnpeneneHHon KnacTepHOW yCTaHOBKE, €C/IN BaM He TpebyeTcs

NMOMETKa O faTa-LUeHTpe, OCTaBbTe rnoJsie nyCcrbiM.

- Tern — gns 6onbluen HarNSgHOCTU U MPOCTOTbl NOVCKa Bbl MOXETE NPUNCBONTDb r’MnNepBmn3opamM Tern B

3aBNCUMOCTU OT NX POJIN.

- MponycTnTb NPOBEPKY HEKPUTUYHBIX TPE60BaHNI — eCNi OTMETUTb YEKBOKC, BYAET NPOMyLLLEeHa
npoBepka Bepcun agpa 1 ¢raros npoLeccopa (sse2, avx). B 60nblUMHCTBE Crly4YaeB BbIGOp YeK6OKCa He
TpebyeTcs.

Mocne 3anonHeHUs nonel HaxmMuTe Ha kHornky [lo6aBUTb — rMMNEPBU3OP OTOBPA3NTCH B BEG-UHTepbelice

YCTaHOBLUVKa.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 22 n3 75


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/4AddNewKey.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/4AddNewKey.png

/" MpumeuyaHue

Mpwn po6aBneHn cepBepa pean3oBaHa NPOBepPKa Ha Hanve KomaHg, tar, SCp 1 HEO6XOAMMbIX MHCTPRYKLIA
BMPTYanun3aLumm Ha npoteccopax. Ecnv npu nposepke oHW He 6yayT HalileHbl, TO cepBep He ByaeT Jo6aBneH, a
aoMUHNCTPATOP NOAYYUT COOBLLEHNE 06 OLLINBKE.

AHanornyHoiMm o6pa3om JobaBbTe eLe 7 rnepBrn3opoOB:

« 2 — nog, POHTHI,
« 2 — nop, 6a3bl JaHHbIX,

« 3 — nog xpaHunuuia.

Ha nzobpaxeHnn Hxe NnpuBegeH NpriMep Toro, Kak BbliraanT Be6-nHTepdelic yCTaHOBLUKa Noce
LO6aBMEHNS BCEX MMNEPBL30POB.

@ AdminPanel Hacrpoiikn O6cnyxusanne (0} ﬂanee

He nokasbiBaTh 3aBepLUEHHbIE
IpynnuposaTth He rpynnuposats v OB6BLEKTOB B CTPOKe 1 v

vkwm2-mon-1 (100.70.80.177) [EF)
vkwm2-f-1 (100.70.80.135) (11
vkwm2-f-2 (100.70.80.194) [0
vkwm2-db-1 (100.70.80.178) [TJ
vkwm2-db-2 (100.70.80.162) [T)
vkwm2-st-1 (100.70.80.204) [

vkwm2-st-2 (100.70.80.136) (25

vkwmz2-st-3 (100.70.80.121) £33

[na nepexofa K cregylolemMy Lary HaxXMnUTe Ha 3efieHyio KHONMKY Jlanee B MpaBOM BEPXHEM YTIy.

5. CeTeBble HACTPOWKUN

YCTaHOBLUVK aBTOMaTUYECKW BbIYNCAAET HEKOTOpPbIE CeTeBbIE NapaMeTpPbl. TN napamMeTpPbl Heo6xognmMo
npoBepuTb N OONOJIHNTD, €CNi HE BCE N3 HUX 6b1n1 onpeneneHnol.
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@ AdminPanel Hactpoiiku O6cnyxusanme o
BanonHuTe HacTPoNKK ceTeil.

HacTtpoiiku

Cetn [loMeHHble UMeHa Xpanunuwa LLlapavpoBaxue n pennukauus b1 HacTpoiiku KoMNoHeHToB WHTerpaunm MepemeHHbIe OKpYXeHNs

Cerestie HacTpoii

MonceTs, cnonbayemas NouTol Ha cepsepax: 100.70.80.0/23

MoaceTb, ucnonb3ayemas BHYTPU KOHTEUHEPOB: 172.20.0.0/20

MTU ceTy koHTelHepoB: 1450

HE wncnonesoears IP-in-IP 1 BIRD:

Cnucok NTP-cepsepos: + [oGasute

Cnucok DNS-cepeepos. OcTasbTe nycTbiM, ecnn ncnonsayerca DHCP: 10.255.2.3 -

+ HoGaeute

YkaxuTte NTP-cepBep n DNS-cepBep.

A Ba)xHO

O6s3aTtenbHo HacTponTe NTP B cooTBeTCTBUM C pekoMeHpaumamn: ona RedOS, gna Astra Linux. He cnegyeTt

yKa3zbiBaTb 6enbii NTP-cepaep.

Y6epunTtechb, 4YTo:

- MopceTb, ncnonblyemas NOYTON Ha cepBepax, UMeeT focTyn Ha 80-1 nnu 443-11 NopT.

- MopceTb, ncnonblyemas BHYTPU KOHTEMHEPOB, NMOSIHOCTbIO CBO604HA, YHUKabHA U NPUHAGNEXNT
Tonbko VK WorkMail.

/' TNpumeyanne

OTa nNofceTb NCMOSb3YEeTCs TOMbKO ANA Tpaduka Mexay KOHTeHepamun BHyTPY cucteMbl. ECnn aBTomaTyecku
BblYMC/IEHHas NOACETb YHUKasbHa 1 He NepecekaeTcs C APYrMy NoaCeTAMN 3aKasyka, 3Ha4YeHNs MEHATb He

HY>XHoO. 1o ymonyaHuio ncnonbdyetcsd 20-g9 noaceTb.

Mone MTU ceTn KOHTENHEePOB 3aMoJHAETCs aBTOMaTUYeCKU. ECnn Bbl XOTUTE N3MeHUTb pa3mep MTU,

obpatuTech k npegctasutento VK.

®nar HE ucnonb3oBathb IP-in-IP 1 BIRD B 60/bLUNHCTBE ClyYaeB [OMKEH OCTaBaTbCsl HEAKTUBHbBIM. ECn Ha
MaLUMHe NCNoNb3yeTcs gHaMUYecKas MapLUpyTU3aLmns 1 HEO6X0AMMO BKOYEHE oML, 06paTuTeCh K

npegctasutenio VK.

Mocne NpoBepku BCEX HACTPOEK HAXMUTE Ha KHOMKY COXPaHUTb 1 NepenguTe K cneqyoLwemy Lary.
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@ AdminPanel Hactpoiiku O6cnyxusaue o
BanonHuTe HaCTPOWKN ceTen.

HacTtpoinku

Cetn [omeHHble UMeHa Xpanunuwa LWapavposanue v pennukauus B HacTpoiikn KoMNoHeHToB WnTerpaunmn MepemMeHHble OKpyXeHns

CeTeBble HAaCTpOMKU

MogceTb, Ucnonbayemas no4ToM Ha cepsepax: 100.70.80.0/23
Mopfcets, Ucnonbayemas BHYTPW KOHTEHEPOB: 172.20.0.0/20
MTU ceTn koHTeliHepos: 1450

HE wncnone3osats IP-in-IP v BIRD:

Cnucok NTP-cepsepos: ntp1.mail.ru

+ HoGasutb

Cnucok DNS-cepsepos. OcTaseTe MycTbiM, eciiv ncnonsayetcs DHCP: 10.255.2.3

<+ Mo6asuth

6. [lomeHHble NMeHa

0 NHpopmauusa

Moapo6Hyto HGOPMaLMIO O CO3MaHUN AOMEHHbIX UMEH Bbl HangeTe B pasaene CosgaHne DNS-3anucern.

Ha Bknagke [JJOMEHHbIe MMeHa HEO6XOOVIMO 3aMOHNTb BCE NOSS:
- HasBaHue Ballell KOMNaHUN — BBeOVTE Ha3BaHNE KOMMaHnK, KOTopoe ByaeT OTOBpaxaTbCs B
nHTepdeince NoYThbI.
- CaliT Bawlein KOMMaHUM — yKaxXuTe CalT Ballell KOMMaHWW.

- OCHOBHOIN AOMEH AN CepPBNCOB — B N0Oe HEO6XOOVIMO YKa3aTb paHee co3fgaHHbIi OCHOBHOWM JOMEH

014 MOYThbI.

. p,OMeH ang o6ayHbIX XpaHunuwy, — B NoJsie BBeanTe paHee COo3faHHbI [lomeH onsa o6aayHbIX XPaHUJTALLL.

A BaxxHo

[ns AOMEHHbIX UMEH HEeNMb3s NCNOMb30BaTb etc/hosts .

Korpa Bce nons 6yayT 3anofHEeHbl, HaXMUTE Ha KHOMKY COXpPaHUTb /15 epexofa K ClefyloLlemy Lwary.
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AdminPanel v OBCnykuBaHMe

YKaXuTe OCHOBHbIE [IOMEHbI 11 106aBLTe SSL-CepTUdhUKaTI.

Mop i HacTpoek CNUCOK JOMEHOB, KOTOpPbI€ Bbl A0MKHbI 3aHECTU B DNS. Bbl MOXeTE NOMEHATb UMeHa HEKOTOpbIX XOCTOB, €CNu Takue afpeca 3aHsiTbl, OAHAKO HEe PEKOMeHAYyeTCs 3To AenaTb Ges
HeobxoaumocTyh.
P i AOMeH ans 370 fomkeH 6biTb OTAENbHbIE JOMEH TOTO e YPOBHS, YTO 1 OCHOBHOW. Hanpumep: mail.example.ru u other.example.ru - 06a foMeHa 3-ro YpoBHS.
Tak Kak OCHOBHbIE HaCTDOFiKM AOMEHOB BNUAIOT HA , Henb3si peaakTupoBatk obe rpynnbi.
Tocne 3anonHeHMs OCHOBHbIX HACTPOEK, aBTol MM ANs KaX0T0 FJ0MeHa. COXpaHUTE OCHOBHBIE HACTPOIKIA 1 NOMYYMTE AOCTYN K " it
K AoOMeHaM.
HacTtpoiiku
Cetn  [lomeHble umeHa  Xpawunuwa  Llapauposarve v pennukaums B HacTpoiikv KOMNOHeHTOB  MHTerpaumn  [epeMeHHbie okpyxeHus
O6LLmMe HaCTPOWKK [OMEHOB [ReltE
Hassanue Balueit komnannm: SSL-ceptudukatsi
fmr CoxpaHuTe HacTpoiiku OMEHOB Ana o6aBneHus cepTudnkaToB
VK Communications

CaliT Balueil komMnaHum:

https://mail.vk.com/

OCHOBHO [JOMEH /NS CePBUCOB:

vbastraOmail.onprem.ru

[TloMeH Ans 06nayHbIX XpaHMNLL:

vbastraOst.onprem.ru

/" MpumeyaHue

[Mocne coxpaHeHns AOMEHHbIX MMEH NOoSBATCS owmnbk. OHW NponagyT nocne gotasneHus SSL-ceptundrkaTos
Ha cnepyiowem ware, Ho SMTP, MX n IMAP moryT ocTaTbCsl KPaCHbIMU — 3TO HOPMaJSIbHO.

6.1 lo6aBneHmne SSL-cepTndmnkartos

HaxxmunTe Ha kHonky [o6aBUTb cepTUPUKAT Nof 3aronoskom SSL-cepTugukarhbl.

cTporkn  ObcnyxusaHne

@ AdminPanel

YKaxuTe 0CHOBHbIE IoMeHbI 1 jo6aBbTe SSL-cepTudukaTsl.

[Moa croiinepom AOMOMHUTENbHBIX HACTPOEK HAXOAVTCS! CMIUCOK JOMEHOB, KOTOPbIE Bbl AOMKHbI 3aHecTi B DNS. Bbl MOXeTe MOMEHSITh MeHa HEKOTOPbIX XOCTOB, ECIN Takie afpeca 3aHsiThl, OJHAKO He PEKOMEH/YETCs 3To AenaTh Ge3

Heo6XxoAMMOoCTH.
Py “cronb3oBaTh OT/e i fomeH ana 370 fomxeH BbiTh OTAENLHLIE JOMEH TOTO Xe YPOBHSA, 4TO 1 OCHOBHOI. Hanpumep: mail.example.ru u other.example.ru - 06a AomeHa 3-ro ypoBHS.
TaK KaK OCHOBHBIE HACTPOIIKM IOMEHOB BIUSIKOT Ha OMOMHUTENbHLIE, HEMNb3si OIHOBPEMEHHO PeaaKTUPOBaTh O6e rpyNMbi.
Mocne OCHOBHBIX ¥ VM Anst Kaxpaoro Aomena. C 7K 1 oy [AOCTYN K AOMONHUTENbHbIM 1 cepr i cepTudpmkaThl
aBTol K [noMeHaM.
Hactporku
Cet  [lomerHbie umera  Xpawnuwa  lapavposakue u pennvkaums Bl HacTpoilki KOMMOHeHTOB  MHTerpaumn  MepemeHHbie oKpyxeHus
Ob6Lume HacTponku AOMEHOB (4
HaspaHwue Balueit koMmnaHum: SSL-cepTudmkars:
VK Communications ~+ .0oGaBuTh cepTudhukar
CailT Baluel komnamu:
https://mail.vk.com/
OCHOBHOW [JOMEH A5t CEPBUCOB:
vbastraOmail.onprem.ru
[omeH Anst 06nayHbIX XpaHUMULL:
vbastraOst.onprem.ru
HacTporikv fomeHbix umé [E5)
[omeH ans BeG-uHTepderica aBTopuU3aLMm: OumGka:
account.vbastraOmail.onprem.ru He Haitnen noaxoasiwmin ceptudmkar Dp

B oTkpbiBLLENica popMe BBeguTe cepTUDUKAT U KITIoY. VX Heo6xoamMo yKasaTb NOSHOCTbIO, BKIIOYas:
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Vnn HaxxmnTe Ha KHoMKy Bbi6paTb daiin v ykaxuTe nyTb K dainnly ¢ ceptmndumkaTom .crt, a 3atem k panny c
Knovom .key.

/' MNpumeuanne

MpuBaTHBIN KoY JOMXKEH BbiTb 4OBaBNEH B OTKPLITOM BUAE, 6€3 CEKPETHOM dpasbl. 3aKoaMPOBaHHbIN KI1OY
oTnnyaeTcs OT OTKPbITOro Hanuumem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

KnnkHuTe no kHonke CoXpaHuTb.

[obaeneHne SSL-cepTudukara

SSL-
cepTudumkar:

Wnun Beibepute haiin ¢ ceptudmkatom Bei6path dhann

Knioy
cepTtucumkara:

Wnu BbiGepute haiin ¢ kno4om cepTudukara Bbibpathb chaiin

Ecnun BCE& BepHO, B nHTEpPdEliCce He ByaeT OToBpaxaTbCst OLINBGOK 1 KpacHol nogceeTkn (y SMTP, MX 1 IMAP

KpacHasi MOACBETKa MOXET OCTaTbCs). HaxxmuTe Ha 3eneHyio kHonky fanee.
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@ AdminPanel Hacrpoiiku O6cnyxueanme

Hactporiku

Cen  [lomeHHble umena  Xparunuwa  LUapavposadve u pennvkauus B[ HacTpoviku KOMMOHEHTOB  UHTerpaumn  MepemeHHbie okpyXeHus

O6Lwme HaCTpOVKM AOMEHOB (4
HasBaHue Balueit koMnaHum: SSL-ceptuchukatsl:

VK Communications

CaiiT Bawuen komnaHmm: -

https://mail .vk.com/ Neiictautenen ¢ 19.04.2023 15:51:23 o 18.07.2023 15:51:22

Boinar: Let's Encrypt (R3)
OCHOBHOW JOMEH [Nl CepPBUCOB:

vbastraOmail.onprem.ru + _No6aeuts ceptudmkar

JomeH Ans o6nayHbIX XpaHUmuLL:

vbastraOst.onprem.ru

HacTpoiku foMeHbIX UMEH

onprem.ru, *.

[0)d Lanee

B *.cloud.vbastraOmail.onprem.ru, *.e.vbastraOmail.onprem.ru, *.vbastraOmail.onprem.ru, *.vbastraOst.onprem.ru

il.onprem.ru, *.vbastra0st.onprem.ru Ao

nprem.ru, *

@

nprem.ru, *.vbastra0st.onprem.ru 4o

@

nprem.ru, *.vbastrast.onprem.ru 4o

CepTudpnkatsl:
[omeH ans BeG-uHTEpcheiica aBTopuaLmm: 0:*.cloud.vbastraOmail.onprem.ru, *.e.
account.vbastraOmail.onprem.ru 18.07.2023 15:51:22
CepTudnkarsi:
[omeH ans ckaumeaHus snoxernin VK WorkMail: 0:*.cloud.vbastraOmail.onprem.ru, *.
af.vbastraOmail.onprem.ru 18.07.2023 15:51:22
CepTudnkarsl:
[lomeH ans ckaumBaHus uconHsiembix Broxenuin VK WorkMail: 0:*.cloud.vbastraOmail.onprem.ru, *.
af.vbastraOst.onprem.ru 18.07.2023 15:51:22

7. YcTaHOBKa rmnepBn3opoB

@

Hauana YCTaHOBKWN HeO6XOJJ,VIMO nepe|7|T|/| K CMNCKY r’mnepBn3opoB — 014 3TOMr0 HaXXMUTE Ha J1orotumn

AdminPanel.

[MopanoK yCTaHOBKM NPUHLMANANEH, Tak Kak 13 HUX dopmMupyeTca knacTtep eted. [1na KkBopyma Knactepy

Heobxogumo N/2+1 aksemnnsapos etcd. B MuHMManbHOM KOHGUrypauumn yanbl ectd gonkHbl 6bITb YCTaHOBMEHDI

Ha TPW MaLUMHbI, [BE 13 KOTOPbIX JOMKHbI 6blTb MOCTOSAHHO AOCTYMHbI. B LOKyMeHTe 6yaeT onvicaH BapuaHT

YCTaHOBKW etcd B MUHMaNbHOWM KOHOUIypaLuun.

CyLuecTByeT ABa BapuaHTa GOpMIPOBaHUS KNacTepa: Ha TPU rnepBr3opa, OTBEAEHHDIX MO XPaHUALLA, UK

Ha MallHY MOHUTOPWHIa 1 OBa rmnepBn3opa nog 6a3sbl OaHHbIX.

0 NHpopmauusa

YCTaHOBKY, HYXHO HaXaTb Ha KHOMKY Stop B O6LLLEN CTPOKE COCTOSHNS.
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MepBbili BApUaHT:

1. MNepenanTte B HACTPOWKN rMNepBrn3opa, OTBEAEHHOIO NO4 MOHUTOPUHTE. Bpy4yHyto 3anycTuTe waru go
upload_docker_registry BkiountensHo.

tune_kernel 13

HacTtpounTb napameTtpsl siapa

3anyctutb

disable_NM_for_cali (T3

Otkntountb Network Manager (ecnu oH ecTb) Ans ceTeBbIX MHTepdercoB calico 3anycTuTh

disable_firewall EIN)

OTkntoumnTh MexceTeBon akpaH (firewall) 3anycTuTs

disable_selinux {13
OtknioumnTs selinux. BHUMAHWE! 3tot Wwar nepesarpy3nt malumHy, ecnu selinux Ha Hell He BbIkMtoYeH. Ecnun ecTb kakne-Hubyab 3anycTuTb
orpaHu4eHus Ha nepesarpysky, To BbikmtoumnTe selinux BpyuHyto!

check_needed_packs Y1)

MpoBepuTb Hannune docker n docker-compose 3anyctuTs

hypervisor_repo (13 Bynet vcnonb3osaH hypervisorRepo.tar us xpaHunuiia.
3arpy3ntb apyron?

3arpy3uTb apxu1B NakeToB Ans runepeusopa 3anycTuTs

install_hypervisor_packs T3

YCTaHOBWTb NaKeTbl 4151 3anycka KOHTENHEPOB SarlyCTVITb

upload_docker_registry (313 ByaeT ncnonbsosaH dockerRegistry.tar us xpanunuwa.
3arpy3nTtb apyron?

3arpysnTb 06pas3 registry - xpanunuiia docker-o6pasos

3anyctutb

2. BepHunTech 06paTHO K CMINCKY MaLUVIH 11 3anyCTUTe YCTaHOBKY NEPBOro rmnepBu3opa-cTopaaxa.
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3. Nepep warowm install_etcd nprocTtaHoBKTE YyCTaHOBKY.

hypervisor_repo (13 ByneT ncnonb3oBaH hypervisorRepo.tar us xpaxunuiua.
3arpy3utb gpyrom?

3arpy3utb apxvB NakeToB AN rmnepsusopa SanycTMTb

install_hypervisor_packs [

YCTaHOBUTL NakeTbl Ans 3anycka KOHTeNHepoB 3anycTMTb

upload_docker_registry (313 Bynet ucnonb3osaH dockerRegistry.tar n3 xpaHunuwa.
3arpyautb gpyromn?

3arpyautb 06paas registry - xpaHunuiia docker-o6paszos 3anycTus

upload_docker_repo (1313 Bynet ucnonb3osaH dockerRepo.tar n3 xpaHunuuia.
3arpy3utb gpyron?

3arpysnTb apxus xpaHunuia docker-o6pasos 3anyctutb

tune_docker EE13

Hactpoutk docker 3anyctuTb

install_etcd [

HactpouTs etcd 3anyctutb

install_calico_libNetwork_plugin 13

HactpouTsb calico libnetwork plugin 3anyctuTb

configure_calicoCtl [T

HactpouTs calicoctl 3anyctuTb

4. 3anycTtuTe war install_etcd BpyuHyto. Mo 3aBepLueH Wara NepBbii y3en etcd 6yaeT yCTaHOBEH.
5. TaknM >xe cnocobom ycTaHoBUTe etcd Ha ocTanbHble fBa rMNepBU3opa-CcTopaaXa.

6. Mocne Toro, kak knactep etcd cobpaH, 3anyCcTuTe YyCTaHOBKY BCEX MMMNEPBU3OPOB NO MNOPSAAKY UK O6LLYIO
aBTOMATUYECKYIO YCTAaHOBKY.

A BaxkHo

He pekomeHayeTcs 3amnyckaTb YCTaHOBKY HECKOJIbKIX MMNEPBL30POB OfHOBPEMEHHO — 3TO MOXET NPUBECTU K

OoLIN6KaM.

BTopoii BapnaHT BbirnsggnT Tak:
1. 3anycTuTe yCTaHOBKY NEPBOro rmnepBr3opa (MOHUTOPWHS). Ha 3TOT runepsunsop 6ygeT aBToMaTU4eCK
[o6aBneH nepebi y3en etcd.
2. Korpga ycTtaHOBKa NMepBOro rmnepBrn3opa 3aBepLUNTCS, 3anyCTUTE YCTaHOBKY BTOPOro runepsunsopa (b).
3. Korga ycTtaHOBKa BTOPOro rmnepBri3opa 3aBepLUNTCS, 3anyCTUTb YCTaHOBKY TpeTbero (B[).
4. Mo TakoMy Xe NMPUHLUWNY NocnegoBaTenbHO YCTaHOBUTE BCE OCTaBLUMECS TMMEPBM30PDI.
5. Ha gByx runepsBursopax, OTBEAEHHbIX NOA 6a3bl AaHHbIX, BPYYHYIO B HACTPOWKAaX BbIMOSHUTE ONUMOHAasbHbI

war install_etcd.

Ha nso6paxeHunu Huxe NprIBEAEH NPUMEP TOrO, Kak BbIrMAANT BEG-NHTEPdENC YCTaHOBLUMKA NOCe
3aBepLUEHNS YCTaHOBKY BCEX MNEpPBL30POB.
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NowanyicTa. AuBauLTE N0 0AHOH MBWMHE ANA RAKIOH parh. Haxwmute "Crenepuposars asToMarmyeck’” 4nf GuicTROMD cosAaHns.

71.26% . FEwEEEETE

He nokaabiBaTh 3aBeplUéHHbIE
[pynnuposats He rpynniposars v ObnexTos B cTpOke 1 v

vkwm2-mon-1 (100.70.80.177) In{o:}
vkwmz2--1 (100.70.80.135) [ X B
vkwm2-£-2 (100.70.80.194) ([0 moE
vkwmz2-db-1 (100.70.80.178) 1§ o
vkwm2-db-2 (100.70.80.162) 13 on&
vkwm2-st-1 (100.70.80.204) EE3 mos
vkwm2-st-2 (100.70.80.136) [EZES L)
vkwm2-st-3 (100.70.80.121) S moS
registry1 (100.70.80.177) (XSSl
infraetcd1 (100.70.80.177) EITEEETEEE a
infraetcd2 (100.70.80.178) (CNEEETED 2]
infraeted3 (100.70.80.162) [[XERT=Y ]
calico-libnetwork1 (100.70.80.177) [ EEREl 1
calico-libnetwork2 (100.70.80.135) 1

0 NHdopmauus

PasBepHyTylO MHPOPMALMIO O HAa3HAYEHW PONEN, X AYBANPYEMOCTI, 3aBUCMOCTSAX U T.M. Bbl MOXETE HalTW,
KNVKHYB MO 3HauYKy @ 1 nepenas B pasgesn OnucaHne cepBnNCOB. B 3TOM e BbiNagaloLemM MeHIO Bbl HalgeTe
LOMONHUTESIbHYIO LOKYMEHTaLUMIO, CMOXETE BKJTIOUNTb W BbIKTIOYNTDb NPOLRYKTbI (BHYTPW pasgena MpoayKTbl) 1
OBHOBWTb JINLEH3VIOHHDI KoY.

8. PacnpepeneHne KOHTEHEpPOB NO rmnepensopam

Mo 3aBEpPLUEHNN YCTAaHOBKW BCEX MNMMNEPBN30POB MOXHO NPUCTYMNaTb K PaCnpeeneHuio 1 reHepaumnm
KOHTENHEPOB.

B HKHE YacTu aKpaHa BbibepuTe [Lo6aBnTb — HEeCKOSIbKO KOHTEHEPOB.

Cepsep

KoHTenHep

HecKonbKko KOHTENHEPOB

[o6aButb ~

OTKpOETCH OKHO BbIBOpa pPonei.
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Bbi6epute ponu ans gobaeneHus

Mowuck: Teru:
Mouck Tern
YCTaHOBNEHO He MeHee: YcraHosneHo He Gonee: Ay6nupyemocTs:

YcTaHoBneHo He MeHee \/crauc;aneno He Gonee Bee

ponei, aocTy ans 251

YcraHoeneHo /
[Ly6nupyetcs

Ter

calico-libnetwork [Cor. )
bind 8
fstatdb [ 5232 panix
mirage [ 5222 pavneix
gravedb

memcached [ 5252 aaveix I memeached
bibliodb (5230 nanx

rpopdb

mailetcd [5e oo erco]
seconddb [ 5232 panneix | MysaL VK WorkMail

(G v J s

umi [Eos v Jursa U Wornii
bizdb [550 nanmuix] VK Workail

bizredis Baza panmbix | redis

infraetcd

swadb VK WorkMail

Mpw pacnpeneneHnn posiei HyXXHO cobniofaTb Takol NoPALOK:

1. XpaHunuwa

2. xtaz

3. raft

4. ba3sbl gaHHbIX

5. MoHuTOpPUHr

6. MNoyTOoBbIN TPaHCNOPT
7. API

8. Bce, 4yTo ocTanoch (onumoHanbHo).

A BaxkHo

Mopagok pacnpeneneHns posiei NPUHLMNNAaNbHO BaXKeH, NPy ero HapyLeHVN Bbl CTOSIKHETECH C OLLIMBKaMUI.

[ns BoiGopa ponen ncnonb3ynte none Tern B kayectse GpuabTpa.

Mopspok aencTemnin Npu pacnpeaeneHnn KOHTENHepPOoB

MepBbIMY AOMKHbI BbITb BbIBPAaHbI PO A9 XPaHWALL,

1. B BbinagatoLem MeHio BbibepuTe Ter XpaHunauwe.
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2. OTmeTbTe Bece gocTynHble 419 YCTaHOBKM PO C MOMOLLIbIO YeK60KCa B TabmLe.

X
Bbibepute ponu ans gpodaBneHus
[Mowuck: Teru: MpoayKThbl:
[Mownck Xpanunuie X Bce
YCTaHOBMNEHO HE MeHee: YcTtaHoBneHo He 6onee: Ly6nupyemocTb:
YcTaHOBNEHO HE MEHee YcTaHoBneHo He bonee Bce
KonunyectBo ponein, AocTynHbIX Ans gobaenexus: 19
YctaHoBneHo /
Ponb Ter MpoayKkT
Oybnupyertcs
stz-delbm 0 fa
stz-search-
0 na
bm
sz-optbm 0 fa
stz-main-
0 fa
bm
VK WorkDisk
cld-metad 0 Oa
stz-skelbm 0 fa
stz 0 fa
sz-mainss 0 fa
stzoptss 0 fa
sz-del-ss 0 Na
stz-search-
0 fa
ss
3. Hmxxe B cnucke runepBrn3opoB OTMETbTE Te, KOTOPbIE BblIY OTBEAEHbI NOA CTOPAOKN.
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4. Pexxnm reHepau — Ha kaXxaom runepsusope.

Beibepute runepBusopsl

[MnepBu3op [aTta-ueHTtp MeTku
) mon
) front1
) front2
O db1 (50 ]
0 db2 (58
st1 [ xpanunmuia)
st2 [ xpanunuwa |
st3 [ xparmniwa |

Pexum reHepauum O Ha ogHOM 13 rnNepBM3opos @® Ha kaxaom runepsusope

OTtmeHa [o6aBuTb

5. HaxxmuTe Ha kHomnky JLo6aBuUTb. BennbiBaolee OKHO, B KOTOPOM BbINOSHANMCH NpeabiayLie 0eincTeis,
3aKpoeTcA.

Ha Kkaxgom 13 rmunepBrs30pOB-XPaHUINLL HY>KHO JOMOHUTENBbHO CTEHEPUPOBATb ELLLE MO OQHOMY KOHTENHepy
xtaz (oHV aBTOMaTUYECKN AO6aBASAIOTCS MO OAHOMY Ha KaX bl CTOPAaAX, TENepb 419 Kaxaoro cnegyet
0o06aBunTb Napy):

1. B nouncke BeBegute xtaz.

2. BoibepuTe KOHTENHEP C MOMOLLLbIO YEKBOKCA.

3. B cnncke rmnepBri3opoB OTMETLTE Te, KOTOPbIe 6bli OTBEAEHDI MOL, CTOPALXN.

4. Pexxum reHepauun — Ha ka)xxgom runepsunsope.

5. HaxxmuTe Ha kHomnky JLo6aBUTb. BennbiBalolee OKHO, B KOTOPOM BbINOSHANMCH NpeabiayLie 0eincTsus,
3aKpoeTcA.

A BaxxHo

[ns Bcex nocnepyoLwmx ponei [OMKHO 6biTb yCTaHOBNEHO 3HaveHve 0 B punbTpe YCTaHOB/IEHO He 6ornee.
Ecnu nponyctntb aTOT $UnbTp, KNactep He co6epeTcs.

MNMoMUMO 3TOro Ha FMNePBU30PbI-CTOPAAXN HEOBXOAUMO f06aBUTb KnacTep raft.

1. BoibepuTe Ter raft.
2. ns dunnbTpa YcTaHOBNEHO He 60onee: yCTaHOBUTE 3HayeHue 0.

3. OTmeTbTe Bee pocTynHbie oNns yCTaHOBKU POSIN.
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4. BbibepuTe rmnepsBu3opbl, OTBEAEHHbIE NOA, XpaHUNLLA.
5. Pexxum reHepaunn — Ha kaXxgom runepsusope.

6. HaxkmunTe Ha kHonky [Jo6aBnTb.
Cnepnyowuin Wwar — pacnpegeneHne ponen ans 6as gaHHbIX.

1. BoibepuTe Ter basa gaHHbIX.

2. ns dnnbTpa YCTAaHOBIEHO He 6oJiee: yCTaHOBMTE 3HavyeHne 0.
3. OTmeTbTe Bee gocTyrnHbie Ans yCTaHOBKN POJSIN.

4. Hnxe Bbi6epuTE rMnepBmn3opbl, OTBEAEHHbIE NOL 6a3bl AaHHbIX.
5. Pexxum reHepaunm — Ha kaxxgom runepseusope.

6. HaxxmuTe Ha kHomMky [Lo6aBnTb.
YT106bI LOBaBUTL PO A1 MOHUTOPUHIa, MOBTOPHO OTKPOWTE OKHO BbiI6Opa ponen.

1. Boibepute Ter MOHUTOPUHT.

2. Ona éunstpa YcTaHOBNEHO He 6onee: yCcTaHoBUTE 3HavyeHne 0.

3. OTmeTbTe Bee gocTynHble Ans yCTaHOBKM POSIA.

4. BbibepuTe rmnepBr3op-MOHUTOPUHT.

5. Pexum reHepauun — Ha kaXxgom runepsusope.

6. HaxxmuTe Ha kHonky [Jo6aBnTb.
[anee Hy>XHO pacnpeaennTb Poan A8 NOYTOBOro TpaHcnopTa. [Nepengnte B OKHO BbIbOpa Ponei, Haxas
Jo6aBnTb — Heckosibko KOHTENHEPOB.

1. BoibepuTe Ter MoYToBbIN TPaHCMNOPT.

2. ns dunbTpa YcTaHOBNEHO He 6oJiee: yCTaHOBMTE 3HadYeHne 0.

3. OTmeTbTe Bee gocTynHble Ans yCTaHOBKN POSIN.

4. BoibepuTe rmunepBmn3opbl, OTBEAEHHbIE MO, GPOHTbI.

5. Pexxum reHepaunn — Ha kaXkgom runepsunsope.

6. HaxkmuTe Ha kHonky [lo6aBunTb.
3aBepLualowmin aTan — pacnpegenutb ponu gns AP

1. BoibepuTe Ter APL.

2. ns dunnbTtpa YcTaHOBNEHO He 60osee: yCTaHOBUTE 3HayeHue 0.
3. OTmeTbTe Bee pocTynHbie oNns yCTaHOBKU POJIN.

4. BoibepuTe runepBrn3opbl, OTBEAEHHbIE Nog, GPOHTbI.

5. Pexxum reHepaun — Ha kaXxgom runepsusope.

6. HaxkmunTe Ha kHonky JJo6aBunTb.
®duHanbHaa NpoBepka A5 TOro YTobbl yGEANTHCS, YTO BCE PONV pacnpeneneHbl:

1. OTKpOINTE OKHO f0BaBNEHNs BbIBOpa poneli, Haxas Ha Jo6aBUTb — Heckonbko KOHTENHEPOB.
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2. Ona éunstpa YcTaHOBNEHO He 6onee: ycTaHoBUTE 3HavyeHne 0.

3. Cnncok ponen, OOCTYMNHbIX AN fo6aBneHns, OMKEH 6biTb MYCTbIM. ECNu 3TO He Tak, pacnpegenuTe

OCTaBLUMeCd ponnm no rmnesn3opam B COOTBETCTBUN C TEramMmi.

[locne TOro kak Bce KOHTeVIHepr CreHepunpoBaHbl, HaXMUTE Ha 3€NeHYI0 KHOMMKY ﬂ,anee B NMpaBOM BEpPXHEM

yrny.

9. XpaHunnuwia

Ba>xHO

MuvHUManbHbI pasmMep pasgena Ancka, CNonb3yeMoro nog xpaHunuiie, coctasnseT 25 GB.

B pasgene dopmMupyloTca OUCKOBbIE Mapbl A9 MMNepPBU30POB-XPaHUINLL. PasaoeneHre Ha GUCKOBbIE Napbl
NPOUCXOANT aBTOMATUYECKM, ECN Bbl HE MOAKIIIOYANIN [OMNOMHUTENbHbIE OUCKIW. B TakoM ciyyae MOXHO
nepexoguTb B HacTpolike mescalito, onvcaHHol B criegyloLlem ware.

PyyHast HacTpolika ANCKOBbLIX Map TpebyeTcs B ClyyasX, Korga AONOHUTENbHbIE AUCKM NOAKIOYEHDI.

0 NHdpopmauusa

Mopg, opnuckosom nap0|7| nofpasymMmeBaloTCsd CBA3aHHble pa3aesbl ANCKOB, KOTOPbIE pa3MeLlleHbl Ha ABYX pPa3HbIX
rmnepBunsopax. ﬂ,ﬂﬂ NMoBbILLEHNA OTKa30yCTOIZ‘-IVIBOCTVI Ha OVNCKOBYIO Mapy 3anncCbiBaloOTCA OOHN N T€ XXe faHHDbIe.

B nokyMeHTe onvcaHa npoLeaypa PYYHOro pacrnpegeneHsa GUckoBbix nap. Mpy aBToMaTnyeckom
bopMUPOBaH AMCKOBbIX Map HAaCTPOIiKa He TpebyeTcs.

MuHManbHas OTKa3oyCToONYMBas KOHPUrypaums: 3 MaLlvHbl, Ha KaXXgowm 13 KOTOPbIX MO 2 AVCKOBbLIX pasgena —
Bcero 6 pasgenos.

[Mpw Takon KOHGUrypaLnn:

- Bcerga ecTb napa Ha 3anucob.

- OcTarnbHble rnapbl OOCTYMHbI 41149 YTEHWA.

Mpwn c6opKe XpaHNNLL, NCKOBbIE Napbl O6bEANHSAIOTCS B «/1OrMYeCcKne TpeyronbHnkn». O6begnHeHne
NPOUCXOaUT NO NpuHuuny: 1-2, 2-3, 3-1.
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vkwm2-st1 vkwm2-st2 vkwm2-st1 vkwm2-st2

 st2—disk1
st2—disk2

 sti-disk1
st1—-disk2

vkwm2-st3 vkwm2-st3

St3-diskt

st3—disk2

/" TNpumeuyanne

vkwm-st — 3T0 Ha3BaHNS MaLUNH-CTOPaAXEN Ha TECTOBOM CTeHfe, KOTOPbI pacCMaTpMBaeTCs B KayecTBe
nprmepa. CTpenkn Ha N306paxeHN NOKa3blBaloT, Kakne ANCKN obbedmneHbl B napy. Ha npasoi YacTtu
N306paxeHNs AEMOHTPUPYETCSH CUTYaL s, KOrAa OAHO U3 XPaHWUNLL, BbILLIO 13 CTPOS.

B cnucke cnesa 6y,El,yT OTO6pa)KaTbCﬂ OOCTYIHbIE XpaHWvila, OTMedYeHHble BOCKNUaTE IbHbIM 3HaKaMu.

Hy)KHO nepe|7|T|/| Ha BKNagKy Ka>Xkgoro XpaHunniia n Cq)OpMVIpOBaTb ONCKOBbIe Mapbl.

HacTtponkun

Cetn [lomeHHble umeHa Xpanunuiia Wapavposanue v pennukauus B HacTpoiikn KOMNoHeHTOB WHTerpauun MepeMeHHble OKpYXeHUs

Xpanunuuwe dannos WorkDisk n S3 M-

cldmetast

@ He penuTb xpaHUnMLLE NO Ha3HaYEHNIO
blobcloud

mailcloud # Auck 1 Ouck 2 #
# KoHTponnep YcTpoicTBo Pa3mep KoHTponnep YcTpoicTBo Pa3mep #
zepto_del
[obaBuTe WM creHepupoBaTh AWCKOBbIE Napbl
zepto_main
[aHHble o guckax ot 14.03.2024, 12:01:31. O6HOBUTH
zepto_opt
zepto_skel

zepto_search
crow_index

mescalito

fstab
B MyHManbHOM KOHGUrypaumm, rae K KaxgomMmy 13 Tpex rmnepBru3opOB-XPaHUInLL NOAKIOYEHO NO AUCKY,
KOTOpPbIe, B CBOIO o4Yepenb, pasneseHbol Ha 2 4aCTu Mbl UMEEM:

« dunck xpaHunuwa 1 pasgeneH Ha 2 YacTu.
« [Inck xpaHnnuLLa 2 pasgeneH Ha 2 YacTu.

« Anck xpaHunuia 3 pasgeneH Ha 2 4yacTu.

Bcero 6 pasgenos anckos (2 Ha OQHOM rMnepBun3ope, 2 — Ha BTOPOM, eLle 2 — Ha TPETbEM).
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Ba)kHo

B nHTepdeiice nog Quckom 1 n Auckom 2 nogpasymMmeBaloTcs paspesbl XpaHuaumiy. Mexay cob0m Takxke HY>HO
6yneT o6befNHNTb YacTb AMCKa, Pa3MELLEHHOrO Ha OQHOM XPaHWUJIMLLLE, C YaCTblo ANCKa, Pa3MELLEHHOrO Ha
ApPYyrom xpaHunue. Npn yBennyeHnn KonnmyecTsa pasaenos OUCKOB U/ MOAKTIOYEHHbIX OUCKOB MPUHLLAM

ob6begnHeHus COXpaHdaeTCq.

1. HaxxmunTe Ha kHornky [lo6aBunTb.

2. B BbiNagatoLem MEHIO BbiBEpUTE KOHTPOMNEP N YCTPONCTBO ANa ducka 1 nepsoi napbi.

3. BoibepuTe KOHTpONIEp 1 yCTPOnCTBO AN [lncka 2 nepBow napbl.

4. MNosTopUTE Warm 2-3 elle 4ns AByx nap.

Ha nsobpaxeHun H1xXe npriBegeH npumMep a9 xpaHunnuiwa zepto_skel:

#

#

1

2

8

KoHTponnep

stz-skel-bm1.qdit
mail-vkwm2-st-1
(redos)
stz-skel-bm3.qdit
mail-vkwm2-st-3
(alma)
stz-skel-bm3.qdit
mail-vkwm2-st-3

(alma)

Homep

1

XpaHmane TEJ NNCEM

Ouck 1

YcTpovicTBO

/dev/vdb3 (xfs)
d769e833-021e-4075-a3b3-
8bd352267c5¢

Idevivdb3 (extd)
6cdd4al4-1668-4d1a-b3f-
95b927b1d7ac

/dev/vdb4 (xfs)
63079024-a22a-4513-b5e0-
8095chc2772d

[o6aBute WnNM creHepupoBaTb AOUCKOBbIE Napbl

9.1 Paspen mescalito

Pa3mep

50.00Gb

50.00Gb

50.00Gb

KoHTponnep Homep
stz-skel-bm2.qdit
mail-vkwm2-st-2 1
(astra)
stz-skel-bm2.qdit
mail-vkwm2-st-2 2
(astra)
stz-skel-bm1.qdit
mail-vkwm2-st-1 2

(redos)

B paspene 3apatoTcsa HaCTPOWKM 06paboTurKa XpaHuuwa nmcem.

Ouck 2

YcTponicTBO

/dev/vdb3 (ext4)
6ebb7c5e-aaad-4ea8-aacs-
3bcbe32e8848

Idevivdb4 (extd)
93¢8991d-5aa4-4734-af12-
d0ba73b0582e

/dev/vdb4 (xfs)
ab4d08f0-0fe2-4e4e-83c5-
cc47b2d039af

[]:Iv
#
Pa3smep #
A
50.00Gb
4
50.00Gb
4
50.00Gb

Ecnun Ha aTane pacnpefeneHuns ponel Bbl O6aBUAN MO OQHOMY KOHTEHepY xtaz 1 Yyicno nosb3oBaTtenen
BaLLel cucTeMbl He ByaeT npesbiwaTs 100 ThicaY YenoBek, MOXHO Cpasy NepexonunTb K HacTpoiike fstab.
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Cetn [loMeHHble umeHa XpaHunuwa Lapaviposakue 1 pennukauus B HacTpoiikn KOMNOHEHTOB WHTerpauun MepemeHHbIe OKpYXeHNs

cldst HacTpoiikn obpaboTunka xpaHunuiia nucem

cldmetast
Knactepbl uHaekcos obpabotunka ©® 4
blobcloud
mailcloud Knacrtep #1
xtaz1 v xtaz2 v xtaz3
zepto_del

Knactep #2

xtazd v xtaz§ v xtaz6

Zzepto_main
zepto_opt

zepto_skel

LWapap! MHAEKCOB XpaHunua ® &4

zepto_search
1D Tun siwmkos Homep knacTepa nHaekcos

crow_index

mescalito # CepBUCHbIN v o1

#2 - .
fstab KOpPropaTUBHbIA 2

PacnpepeneHve obpabotumkoB nucem @ 4

O6paGotunk WWapas! uHAeKcoB 06paGoTIMKa

stm1 2 o
stm2 1 o

stm3 1 v 2 o

Hanee

NHpekc o6paboTunka nucem (tarantool xtaz) xpaHUT MHGOPMaLMIO O NOCAEAHNX OENCTBIMSX NONb30OBaTENEN B

NX MOYTOBbIX ALLMKAX (FOPSAYMIA KILL).

[na obecneyeHs 0TKa3oyCTOMYNBOCTN GOPMUPYIOTCS KnacTepbl (LWapabl) 06paboTynKoB Nucem. MNovtoBbie

ALLMKN MOTYT OBCTYXBATbCS Pa3HbIMY KlaCcTepaMu Takx 6a3 faHHbIX B LLeNsX MacluTabupoBaHus. Ecnn

3aKaH4YMBaeTCs NaMaTb B OOHOM KfacTepe, o6aBnaeTcs elle OOuH.

o NHpopmauns

CUNCTEMHbIX NOros KOHTeVIHepOB Xtaz cByaeTenbCTByeT O HeJoCTaTKe NaMsaTu.

MosiBneHne owmnbkn failed to allocate X bytes (M OIMBOK C MOAOBHOW GOPMYIMPOBKONM) NPY NPOBEpKe

LIJapp,bl MHOEeKCOB XpaHWnnwa — pacnpegennte Tunbl NTOYTOBbIX ALLVKOB MO WwWapgaMm. LIJap,u, NHOEKCOB

06paboTurka — afibTePHaTUBHOE Ha3BaHMe Knactepa NHOEKCOB 06paboTymnKa.
CyLecTByeT HeCKOJbKO THMNOB ALLMKOB!

« CepBucHbIi — admin@admin.qdit (aaMUHUCTPaTOPbI MOYTHI).

« CoBurpaeMbliin (He NCnosb3yeTcsl) — BHELLHME ALK, paboTa C KOTOPbIMY NPOVCXOANT Yepes Halll

nHTEepdenc. PacnpenensaTb 3TOT TUM HE HYXHO.

. KOpI'IOpaTVIBHbIVI — BC€ OCTaJlbHbl€ ALK CNCTEMbI, KOTOPbIE aMVHNCTPUNPYIOTCA B

biz.<no4YTOBbLIA JOMEH> .

/" MpumeuyaHue

He pekomeHayeTcs HasHayaTb 60/ee OgHOro TuMa SLLVKOB Ha OAVH LWapd. Ecnv B Ballel cuTyaLmi HEBO3MOXHO
n36exaTb 406aBNEeHNs ABYX TUMOB ALLMKOB Ha OAVIH LWap[, obpaTuTech K npeacTtasutenio VK.

PacnpepeneHmne o6paboTUMKOB NMUCEM — KaXXgOMY LLapay HEO6XOANMO NPUCBOUTb O6PabOoTUMK MNCEM.
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O6paboTumkn nnucem (mescalito) 3anyckaloTcs B KOHTENHepax stm. VIx 3agavya — cobupaTtb NCbMa N3 YacTen,

HaXOO4ALWMXCA B Pa3HbIX XpaHUMNNLLLaX.

Mo yMmonuyaHuio HarpysKka OT K/laCTepoB xtaz 6yaeT pacnpefensTbCs Ha TOT 06paboTuMK, Y KOTOPOro 3TOT

KnacTep NepBbi B CANCKE.

PacnpeneneHne o6paboTymkoB NMcem @

O6paboTyuk LWapabl nHaekcos obpaboTymnka

stm1 2 V- + Ho6aButhb knactep

stm2 2 v — <+ Ho6asuTh knactep

stm3 1 o

Ha nso6paxxeHni Boille NpeacTaBieH Tako Nopaaok pacnpeaeneHnsa rno o6paboTUmnkam:

- stm1 B nepByto ouepenp ByaeT o6pabaTbiBaTb AaHHble, XpaHsawmecs B Knactepe N22, KOTOPbI B 3TOM

npuMepe COOTBETCTBYET KOPMNOPATUBHOMY TUMY SLLMKOB.

- stm2 6ypeT Takke ob6pabaTbiBaTbh faHHble KnacTepa N22, noTomy YTO NEPBbIM B CANCKE yKa3aH IMEHHO OH.

- stm3 6yneT obpabaTbiBaTb AaHHble, XpaHswmecs B Knactepe N21.

BaXxHO

O6paboTumKn paboTaloT B OAHOMOTOYHOM pexume. NepeHanpasneHne nHbopMaLi Ha APYron 06paboTumnK
6y[oeT NPON3BOANTLCS TOMbKO B CllyYae HEAOCTYMHOCTU XPaHUANLLA, Ha KOTOPOM YCTaHOBEH

COOTBETCTBYIOLWMNIA Stm.

[ns obecneyeHns OTKa3oyCTONYMBOCTN A5 KaXKAOro Wapfa Heo6xoaymMo HasHavaTb No 2-3 o6paboTurika,

HaxoOoAaWMXCA Ha pa3HbIX MallHaX N B Pa3HbIX gaTa-LUeHTpax.

o NHpopmauns

KoHTeliHepbl stm yCTaHaBINBAIOTCA Ha KaXaplli MMNepBr3op-CcTopaaX, MO3TOMY KONMYECTBO 06paboTUNKOB
[PaBHO KOMMYECTBY MaLLVH, OTBEAEHHbIX NO4 XpaHunmwa. Mpn HeO6XoAMMOCT MOTYT 6biTb CreHepPUpPOBaHbI

LOMOJTHUTENbHbIE KOHTENHEePb! Stm BPyYHY!IO.

[Mpumep HacTpolikn mescalito:

- 6 KOHTelHepoB tarantool xtaz.
+ 2 KNnacTepa NHOEKCOB 06paboTyuKa.
+ Ha opHoMm wappge (knactepe) xpaHATCs faHHbIE CEPBUCHOrO TUMNa ALLMKOB, Ha BTOPOM — KOPMOPAaTVBHOIO.

« Kaxxgbln Wapg, o6pabaTbiBaeTcs 3-Ma 06paboTUrKaMu.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 40 n3 75


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/ChooseClusterForStm.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/ChooseClusterForStm.png

HacTpoiikn o6paboTunka XpaHunuLLa nucem Nanee

Knactepbl nugekcoB obpaboTtunka ® 4

Knactep #1

xtaz1 v xtaz2 v xtaz3 v

Knactep #2

xtaz4 v xtazb v xtaz6 v

LWapabl MHOEKCoB XpaHunvwa © &

ID Tun sWwmkos Homep knactepa nHaekcos
#1 CEepPBUCHbI v 1 v
#2 KOpropaTuBHbIN v o2 v

PacnpegeneHue obpabotymkoB nucem ® (4

O6paboTumk LLlapabl nHaekcoB obpaboTyunka

stm1 2 v 1 o
stm2 2 v 1 o
stm3 1 v 2 v

9.2 fstab

Pasgen akyaneH ons CUTyauuia, Korga 6biam NogkIoYeHbl 4OMNONHUTENbHbIE ANCKU.

Heobxogumblin Habop TOMOB AJ15 KOHTENHEPOB XPaHUNLLLA BblAAETCS B BUAE Habopa 3anncen gns /etc/
fstab .

BaXxHO

YCTaHOBLUVIK HAYEro He MOHTUPYET N HE N3MEHAET B /etc/fstab .

OTpepakTupoBaTb fstab n cMOHTMPOBAaTbL pa3aesbl HY)KHO CaMOCTOSATENbHO B KOHCONW. MOHTMpOBaTb
pekomeHayeTtcs no UUID.

Hwxe gnsa npumMmepa npmneeaeH CKPMHWIOT C O4HOIo N3 HalnX TeECTOBbIX CTEHOOB.

FSTab
mail-vkwm2-db-2 mail-vkwm2-f-2 mail-vkwm2-st-2 mail-vkwm2-f-1 mail-vkwm2-mon-1 mail-vkwm2-db-1 mail-vkwm2-st-3 mail-vkwm2-st-1
UuID v defaults 0 v 0 v

# <device-spec>  <mount-point> <fs-type> <options> <dump> <pass>

UUID=2b0dcada-4f9c-41e1-b7e4-221713585ed2 /opt/mailOnPremise/dockerVolumes/s3storage/storage/1 ext4 defaults 0 0

UUID=c3521227-dd6f-435f-9eeb-cd063cdf5237 /opt/mailOnPremise/dockerVolumes/s3storage1/storage/3 ext4 defaults 0 0
0
0

UUID=d769e833-021e-4075-a3b3-8bd352267c5c¢ /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk 1 xfs defaults
UUID=ab4d08f0-0fe2-4e4e-83c5-cc47b2d039af  /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk2  xfs defaults

MprMep KomaHg, 415 MOHTPOBaHNS Pasfesos:
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vi /etc/fstab

# BcTaBnsieM CTPOYKM, CKOMMUPOBAHHble M3 Beb6-MHTepdenca ycTaHOBWMKA.
# CoxpaHseM M3MeHeHus.

mount -a

# MNonyyaem Habop npemynpexgeHWin <myTb> mount point does not exist
mkdir -p <nyTb>

# MNoBTopsieM Ana Bcex nyTeun

mount -a

10. lapaunpoBaHune n pennukauus b,

HacTpolika B 3TOM pasgene akTyasbHa TOSIbKO A1 OYEHb KPYMHbIX UHCTaNAAUMA. B 60nblUNHCTBE CryYaeB
LOCTaTOYHO HACTPOEK MO YMOMYaHMIO, U MOXHO NepenTn K CreayioLemMy Lary ¢ noMoLpio kHonky Janee.

A BaxkHo

[o6aBnaTb knactepbl B, MOXHO TO/IbKO Ha 3Tane NepBOHaYaNbHON YCTaHOBKM!

YT106bI ,D,O6aBVITb 6onee OOHOro Knacrtepa, I'IOTpe6yeTCF| CcreHepunpoBaTtb AOMNOJIHUTE bHbIE KOHTeI7IHepr.

. HacTtpoitku  O6cnyxwveaHue
@ AdminPanel ¢ [Ch Panee

HacTponku

Cetv  [omewHbie iena  Xpawannmua  Llapavposakue u pennvkauns B HacTpoiiki KoMMoHeHTos  VkTerpausu  MepeMenHble okpyxeHis

3arpyautb 13 6asbl Onpocutk Bee Overlord'bl

Wms B Homep knactepa OTKa30yCTONYMBOCTL Macrep CocraB

abookpdd-tar Heobxoauma HacTpoiika

addrbook-tar Heobxoauma HacTpoiika [o6aeuTts

addrbook-tar1 addrbook-tar1
mail-vkwm2-db1 addrbook-tar2

addrbook-tar 1 Overlord

addrbook-tar3
addrbook-tar 2 Overlord addrbook-tar3
mail-vkwm2-db2

aliases-tar Heobxoauma HacTpoiika

appass-tar1 appass-tar1

mail-vkwm2-db1 appass-tar2

appass-tar 1 Overlord

appass-tar4 appass-tar3

mail-vkwm?2-db1 appass-tar4

appass-tar 2 Overlord

[NocnepoBaTenbHOCTb AENCTBUI 419 A06aBNEHNS KN1aCTEPOB:

1. HaxxmuTe kHornky [o6aBUTb B NEPBON CTPOKE, OTMEYEHHOW KPaCHbIM.

2. [lo6aBbTe KoHTeHepbl B, (kHonka [J,o6aBuTb KoHTeHep BJ). B 3aBrcmocTn oT Trna 6a3bl AaHHbIX
MOXET 6bITb [OBaBNEH KaK OOMH KOHTENHEP, TakK 1 ABa.

3. CoxpaHuTe N3MEHEHIS.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CtpaHunua 42 n3 75


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/AddDatabaseShards.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/AddDatabaseShards.png

4. MNosTopwuTe Warn 1-4 ana Kaxaon CTPOKU, OTMEYEHHON KPaCHbIM.

KHomnku Oanee.

. Hactpoiikn  O6cnyxusanne
@ AdminPanel [Ch
Hactporikn
Cet  [lomenHbie uMeHa  XpaHunuuwa  Lapauposanye v pennvkauvs B} HacTpoiiki KoMnoHeHTos  Wkterpaunnt  TepemeHHble OKpyxXeHUs
3arpyauTb 13 6asbl Onpocutb Bee Overlord bl
Wwms B0 Homep knacrepa OTKa30yCTOMYMBOCTb Macrep

abookpdd-tar2

abookpdd-tar 1 Overlord
mail-vkwm2-db2
addrbook-tar1

addrbook-tar 1 Overlord
mail-vkwm2-db1
addrbook-tar3

addrbook-tar 2 Overlord
mail-vkwm2-db2
addrbook-tar4

addrbook-tar 3 Overlord
mail-vkwm2-db1

aliases-tar1

aliases-tar 1 Overlord

mail-vkwm2-db1
appass-tar1
appass-tar 1 Overlord

mail-vkwm2-db1

11. HacTponkn KOMNOHEHTOB

Cetn [lomeHHble nmeHa

AsTOpU3aLms

ApnpecHas kHura

HacTpoiiku naHenun
a[IMVHNCTPUPOBaHUS

HacTpoiiku noytbl

OrpaHuyeHue focTyna k
[iloMeHaMm

MonuTuka nameHeHns

naponew none3oBaTenem
Mo4yTOBLIN TpaHCNOpPT

Cuctema y4éta
AencTenmn
nons3osarenei

HTTP(S)-npoken

B pPa3nene BbINMoJIHAIOTCA HaCTpOIhKI/I Pa3nINYHbIX KOMMOHEHTOB MOYTOBOW CUCTEMDI.

HacTpoviku

Xpanunuwa LWapavposaHve n pennukauus b HacTpoiikv koMnoHeHTOB WHTerpauun NepemeHHble OKpyXeHus

X
HacTtpoikun aBTopusaummn &

HacTpoiiku aBTopu3aLum No Naposio Yepes BHeLUHWE NpoToKonbl @)

@ AP
@ swmTP
@ WebDav
@ cCalDav

@ BxnouNTL CUCTEMY NPOTUBOAEICTBIA NoaGopy naporneit

OrpaHuyeHne nonbITok asTopusauum no IP

MonbITOK B MUHYTY: 20
MonkITok B Yac: 250
MonbITOK B AeHb: 1000

Cncok IP ¢ HeorpaHU4eHHbIM KONMYECTBOM
NomnbITOK

ABTOpU3auus

Mocne go6aBneHns BCex KIacTepOoB MNOSBUTCS BO3MOXHOCTb NEPenT K CiegytowemMy wary ¢ NOMOLLbIO

Oanee

Cocras

abookpdd-tar2
abookpdd-tar1

addrbook-tar1
addrbook-tar2

addrbook-tar3

addrbook-tar4

aliases-tar1
aliases-tar2

appass-tar1
appass-tar2

B paspene ecTb BO3BMOXHOCTb HACTPOWUTb 3aLLMTY OT nogbéopa naposneit. [1ns 3Toro HaxXMUTe Ha KHOMKY

PEenaKTNPOBaHNS.
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Cetn JloMEeHHbIE UMeHa

AsTOpU3aLus

AnpecHasi kHura

HacTtpoiiku naHenu

a[AMVHUCTPUPOBAHNA
Hactpoiiku noyts!

OrpaHuyeHre goctyna k

AOMeHaMm

Monutuka uameHeHmst
napornei nonb3oarenei

Mo4TOBbIN TPaHCMOPT

Cucrema yuéta
AencTenmn
nons3osarenei

HTTP(S)-npokcu

HacTtporiku

XpaHunuiia LapavposaHue u pennukauma b HacTpoiiku KoMNoHeHTOoB WHTerpauun MepemeHHble OKpyXeHUs

HacTtpowikn aBTopusauum

HacTpoiiku aBTopr3aLmMK No Naposiio Yepes BHELLHNE NpoTokonbl (B

@ VAP
@ svTP
@ WebDav
@ calDav

@ BkniouuTh cUCTEMy NpOTUBOAEIICTBUS NoAGOPY Naponen

OrpaHuyeHne nonbITok asTopusauum no IP

MonbITOK B MUHYTY: 20

MonbITok B Yac: 250

MonbIToK B AeHb! 1000

Cnmcok IP ¢ HeorpaHWYeHHbIM KON4YeCTBOM <+ Hobasntb

NonbITOK

HaCTpOﬁKM aBTOpM3ayn No Naposiio Yepe3 BHeLWWHe NPOTOKOJIbl — NMNO3BOJIAET 3aNnpeTnTb NoJib3oBaTeNIdaM

aBTOPU30BbIBaTbCS BO BHELLUHMX NpunoxeHusx (MS Outlook, Mouta/KaneHgapb Ha iOS 11 T.M.) C NTOMOLLbIO

OCHOBHOI'O Naposid NoYThbl.

Ecnn ¢nar OOHOIro NN HeCKOJIbKX MPOTOKOIOB BKJTIOYEH, A4 aBTOpU3aL i No 3TUM NPOTOKOJ1TaM

NoMb30BaTENIO MOTPEBYETCH HE MapOsib OT MOYTHl, @ OAHOPA30BbI NapPOosb, CHOPMIPOBaHHDIV B pasgene

HacTtpownku — besonacHocTb akkayHTa VK WorkMail.
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a BesonacHocTb
Banepus BpaxHukosa JlocTyn K aKkayHTY U MCTOPMS AeNACTBUIM

YcTponcTBa U NPUNOXEHUA
nasHan 0 P P >

Bpaysepbl, yCTpoCTBA M NPUNOXEHUA, C KOTOPbIX BOLLIN B Balll aKKayHT
JInyHble paHHbIe
- BHeLwHue cepBuchl

KoHTakTbl 1 agpeca ) >
CSpBVICbI, B KOTOpPbI€ Bbl BOLWJIN C NOMOLLBIO aKKayHTa Mail.ru

BesonacHocTb
D WcTopwa pencTewii

i >
Bce HacTpomKkn i Bxop ¢ HoBoro yc‘rpoﬂcma, cMeHa napons, fobasneHve Homepa 1 Tak ganee

Cnocobbl Bxopa

#»  Naponb

YT06bl Naponb He nopobpanu, UCnonb3yiTe CryyaiHble 6yKBbl, N3mennTb
undpbl 1 cumsonsl. MoapobHee

s Maponu onA BHEWHMX NPUIOXKEHWIA

Maponu anA Bxopa B akkayHT Yepe3 ICQ u noyToBble npunoxenua: Microsoft >
Outlook, Thunderbird v gpyrue. Moppo6Hee

®

3ﬂeKTp0HHbIe Ko4n
Bxop no otneuatky nanbua, USB-, NFC- nnu Bluetooth-kntouy. Moapo6Hee

4 BepHyTbCA

Maponu pnsa BHELWHNX
NPUNIOXXEHNI

[Maponb ANna BHELHero NPUIoXeHNss — 3TO Naposib, KOTOPbIN
HY>KHO MCMONb30BaTh AJ/151 BXOAa B aKKayHT Yepes MoyToBble
npunoxenus: Microsoft Outlook, MNMoyta Ha iOS n Tak panee.

Bbl BBOOUTE €ro ToNbKo oanH a3 BMeCTO OCHOBHOIO Naposs.

Kanenpapb Mac X

KaneHpapb iPhone X

[1o kHonke HOGaBMTb Nnosib30BaTesIiO HY>XHO 6yp,eT BBECTU Ha3BaHME BHELUHEro NpuioXeHund, onda KOToporo
HY>XHO CreHepunpoBaTb Nnaposb, BBECTW NapOJib OCHOBHOI NMapoJib akKayHTa.

[Mocne Yero Hy>XHO ByAEeT CKOMMPOBaTb CreHePUPOBaHHbIA KOg, I BBECTV €ro BO BHELLHEE NPUIOXEHME NP
nepBom Bxopge nog ydeTtHon 3anucbio VK WorkMail.

Ecnn ¢nar npoTokona BbIKAOYEH, [/15 BXOAa BO BHELLHEE NPUIOXEHVE OCTaTOYHO 6yaeT BBECTY Naposib
akkayHTa VK WorkMail.
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/" MpumeuyaHue

[0na nonyyeHna nHdopmauum o NpUHLMNe paboTbl CUCTEMbI orpaHndeHns SSO-asTopusauum no IP/rpynne B
ActiveDirectory o6patutech Kk npegctasutenio VK.

Takxxe B pasfgene Bbl MOXETE OrpaHnyYnTb KonuvecTso nonbiTok Bxofda B VK WorkMail no IP v no agpecy

3NEKTPOHHONM NoYThl 1 f06aBUThb IP n/nnu agpeca B 6enbiil CNNCOK.

@ BknouuTh cucTeMy NpoTUBOAECTBMS Noa6opy naporei

OrpaHuyeHvie nonbITok asTopuaauuu no IP

MonbITOK B MUHYTY:

MonbIToK B Yac:

[onbITOK B AeHb:

Cnucok IP ¢ HeorpaHMYeHHbIM KONMYEeCTBOM
NomnbITOK

OrpaHuyeHvie NonbITOK aBTopm3aumu no email

MonbITOK B MUHYTY:

MonbIToK B Yac:

[onbITOK B AeHb:

Cnuncok email ¢ HeorpaHU4YeHHbIM KONIMYECTBOM
NonbITOK

AppecHast KHura

20

250

1000

10

20

+ Oo6asuTb

-+ .[ob6aBuTb

,D,J'Iﬂ cnydaes, Korga HeO6XOJJ,VIMO co3gaTb OBLLNE NOYTOBbIE ALWMKIA A8 afpecoB N3 Pa3HbIX 4OMEHOB,

BkJlounTe dnar O6Las agpecHas KHUra gJisi BCex OMeHOB.

ﬂ NHdopmauusa

(biz.<nouToBHIN goMeH> ).

[anbHelnlwasa HacTpolika OBLLMX MOYTOBbIX ALLVKOB NPOV3BOANTCS B agMUHNCTPATUBHOW NaHENN

YT1O6bl CO34aTb OPraHn3aLuio, Nog KOTopon 6yayT 06befHeHbl LOMEHbI, KNVKHUTE Mo KHomnke [L,o6aBUTb.

[NosBMTCA BCNNbIBalOLL,EE OKHO, KyAa HYy>XHO BBECTWN Ha3BaHWe OpraHmnsaynin.
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Beeaunte Ha3BaHME HOBOM opraHunsauunun

OTtmeHa [o6aBuTtb

C nomolLLbio KHOMKY [,06aBUTb AOMEH BBEVTE afpeca JOMEHOB, OTHOCALLMXCS K OAHO OpraHn3aLmm.

Cetn [oMeHHbIE MMeHa Xpanunuwa WapauposaHue u pennukaums B

AsTopusaums @ O6uas agpecHas kHura Ans BCeX [IOMEHOB

AgpecHasi kHura

HacTporiku naHenu + Aobasurs

aAAMUHWCTPUPOBAHNS
HacTporiku noytsl

OrpaHuyeHmre aocTyna k
[loMeHam

Monutuka nameHeHus
naporneit nonb3oBarenei

MoYyTOBbIN TPAHCMOPT

Cucrtema y4éta
AEeNCTBUA
nonb3osarenei

HTTP(S)-npokcu

HacTpowiku

HacTpolikn KoMnoHeHToB WHTerpauumn MepemeHHblE OKPYXKEeHUSA

Onprem

Take eCTb BO3MOXHOCTb U3MEHUTb Ha3BaHUS OpraHn3aLnii, 4O6aBNTb LONOMHUTENbHbIE JOMEHDI N YOannTb

,D,OMeHbI/OpI'aHVI3aLI,VIVI. [Mocne co3paHns opraHnsaunin nepengnTe K CNCKy MaLliH, YTO6bl MOBTOPUTb HYXXHble

warw.

HacTporikn nouTbl

[na nsmeHeHns HaCTPOEK B pasfene HaXMUTE Ha KHOMKY PeAaKTUPOBaHNS.
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HacTtporiku

Cetn [lomeHHble uMeHa Xpanunuwa LLlapavipoBaHuve n pennukaums B HacTpoiiku KoMMnoHeHToB WHTerpauyuun MepeMeHHble OKpyXXeHUs
AsTOpU3aLMS HaCTp0VIKVI NOYTbI e ERES CoxpaHutb
ApnpecHast kHura
MakcumanbHas rny6uHa BnoxeHHOCTH Nanok: 50
Hactpoiiku naHenun
aAMWHUCTPUPOBaHUA
MakcumansHoe Konu4ecTso nonyyarenei B 30
eee:
OrpaHuyeHne goctyna k
AomeHam 3anpeTtuTb CMeHy UMeHW B MOANUCU K MUCbMY

MomeHsATb MecTamn Umst n damunuto B noanucu K nnucbmy
Monutuka nameHeHus

naporneit nonb3osarenei
MouToBkIN TPaHCMOPT

Cucrema yuérta
nencTeuin

nonbs3osarenei

HTTP(S)-npokeu

MakcumarsnbHas rny6unHa BIOXKEHHOCTU NManokK — Bbl MOXETE N3MEHUTb Pa3pELLUEHHYIO rMYBUHY BIOXEHHOCTI
nanok, co3gaBaeMblX MONb30BaTENSIMM B CBOUX MOYTOBbIX SLLMKAX. 3HaYEHMe 3TOro Noss Takxke NCnob3yeTcs
npw murpauun. Ecnm rny6rnHa BNOXEHHOCTN B UICXOLHOW CUCTEME 60/IbLUE YCTaHOBEHHOIO 3HAYEHUS, Nankuy
6ynyT NepeHOCNTbCA B Narnky C KparHen gonycTyMOon rmy6uHON.

MakcnmasnbHOe KONMn4ecTBo nonyane.nel‘/’l B MACbM€e — MOXHO OrpaHnynTb KONIN4eCTBO noJib3oBaTeNew,
KOTOPbIM MNCbMO 6yp,eT oTnpasB/ieHO egMHOBPEMEHHO. 3HayeHune no YMOYaHUIO — 30 rlonyaneneVl, HO, eCnn
Bbl XOTUTE N3MEHUTb NX KOANYECTBO, MUHKMasibHOe 3HadyeHne — 100.

Ecnn Heobxogumo 3anpeTnTb B NOANMNCUN CMEeHY MEHW TN MOMEHATb MeCTaMn NMAa 1 q)aMVIJ'II/I}O, BKOYNTE
cooTBeTCcTBYyloune q)J'IaFI/I.

OrpaqueHme AO0CTYynNa K AgOMeHaM

BbibepuTe HYXXHbI LOMEH 1 HaXXMUTE Ha KHOMKY pefakTupoBaHus. [Nocne BktodeHns dnara OrpaHn4nTb
AOCTYI K AOMEHY NOoSBUTCS pa3fen ¢ 6onee getanbHbIMU HAaCTPONKaMU.
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HacTpowiku

Cetn [lomeHHbIe umeHa XpaHunuwa WapavpoeaHue u pennukauus b1 HacTpoiiku KoMnoHeHToB Wnrerpaumn MepemeHHble OKpYXeHNA

AsTopusauus account.dev12.on-premise.ru af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru
AnpecHas kHura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru

HacTtpoiiku nanenu bmw.dev12.on-premise.ru c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru
aAMUHUCTPUPOBAHNA N

cloud.dev12.on-premise.ru cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru

HacTpoiiku nouTs!
cloclo-upload.cloud.dev12.on-premise.ru openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru

OrpaHuyeHue 4ocTyna K

nomeHam cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru

MonuTyka nameHeHus corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru

naponew nonk3osarenen portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru hb.dev12st.on-premise.ru swa.dev12.on-premise.ru

MouroBbiii TpaHcnopT tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

Cuctewma yuéra neitctaui [omeH ansi Be6-vHTepdeiica asTopusaumm

nonb3ogarene

@ OrpannumnTs AOCTYN K AOMEHY
HTTP(S)-npokcu

@ Pexum sanpeta — 3anpewuars cnegytowumm IP/noacetam

IP/Moacetn KommeHTapuin

+ Hob6asutb —

OrpaHuunTb AOCTYN K AOMEHY — EC/IN BKIIOYEH TOMbKO 3TOT dnar, B Mosie HUXE HYy>XHO 6yaeT seecTu IP/

MOLCETW, KOTOPbIM BYAET paspeLUeH LOCTYM K LOMEHY. Takke Bbl MOXeTe f06aBUTb KOMMEHTAPWM, ECAN 3TO

HeoB6Xo4MMO.
HacTtponku
Cetn [omeHHble umeHa Xpanunuwa WapavpoeaHue u pennukauus b HacTpoiiku komMnoHeHToB WnTerpauun MNepemeHHbIe OKpyXeHns
AsTopusauma af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru
AnpecHas kHura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru bmw.dev12.on-premise.ru
Hactpoiku nanenu c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru cloud.dev12.on-premise.ru
aAMUHUCTPUPOBAHNA

cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru cloclo-upload.cloud.dev12.on-premise.ru

HacTtpo#ku no4ts!
openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru

OrpaHunyeHune goctyna K

AOMeHam thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru

[MonuTVKa MameHeHus img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru

naponeu none3osarenen hb.dev12st.on-premise.ru swa.dev12.on-premise.ru tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

MoutoBeiA TPaHonopT [omeH ans Be6-uHTepgenca asTopusayum

Cuctema y4éTa nencremin

@ OrpaHnunTs AOCTYN K AOMEHY

nonb3osarene
HTTP(S)-npokeu @ ) Pexum 3anperta — 3anpeluats cneayiolwum IP/noacetam
IP/Moacetv Kommentapuit
+ No6asute ’
<+ [Oo6asutb

Pexxum 3anpeTta — 3anpewatb cnegylowmm IP/nopgceram — ecnu BkoYeHbl 06a dnara (orpaHmdeHne
[OCTYyMa 1 pexuM 3anpeTa), [OCTYM K AOMeHaM 6yAeT 3anpeLueH |P/noaceTam, BBEAeHHbIM B None.

He 3a6yabsTe NOBTOPUTD LAry Ha rMnepBrsope (Hy>KHbIe Lar y>ke oTMedeHbl XenTbiM). Takke MOXHO HaxaTb
Ha KHOMKY Play B o6LLei cTpoke cocToaHNA. [ 3TOro nepengnTe K CCKy LWaros, KANKHYB MO IOroTuny
AdminPanel.
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Ba)kHo

[N DOMEHOB becca. x*% . xx%.%xx U bmw.*%% . x%% *x*x MO yMOSYaHMIO 3anpeLleH focTtyn scem IP/nogcetam.
YT06bl LO6aBUTL Kake-nn6o IP/nogceT B 6enblil CNMCOK, HEOBXOAMMO BKIIIOUYUTD oMo OrpaHnYmnTb JoCcTyn
K AOMEHY 1 fo06aBuUTb B nosne IP/nogcetn. Ecnu BkounTb 06a dnara, IP/noacetn, KoTopble 6binvi BBEAEHDI B
nosne, NonagyT B YEPHbIA CMINCOK.

MaHenb agMUHUCTPUNPOBaHUS

BHyTpW pasgena Hy>kHO BBeCcTu SPF-3anunch n DKIM-cenekTop noyToBOro gomMeHa. Tak e eCTb BO3MOXHOCTb
NPON3BECTN HEKOTOPbIE HACTPOWKIN A9 aAMUHUCTPATVUBHOW NaHenu ( biz.<no4ytosbin gomeH> ). YTOBbI HaYaTb

HaCTPOIIKY, HAXXMUTE KHOMKY peaakTnpoBaHns (4.

HacTtpotiku

Cev [ UMeHa " BA P e
Astopuaauus HacTtpoiiku naHenu agMUHUCTPUPOBaHUSA w
AapecHas knura

AQMUHUCTpaTUBHbIE AoMeHb! () admin.qdit —
VHCTpYMeHTbI paspaboTki

+ [oGasute

HacTpoitku nouTbi
OrpakuueHue 4OCTyNa K AOMeHam

Hactpoiiku DKIM u SPF ans cepsepa
Makenb aaMUHUCTPUPOBAHMA

CepeepHas SPF-3anucs ) ByAeT UCNONb30BaHO 3HaueHMe Mo ymMonuanmio: _spf.vkwm?1.on-premise.ru

MonnTuka uameHeHus naponei
nons3osareneit
DKIM-cenexrop ®: mailru

MouToBbIf TPaHCNOpT

Paccbinbumkm o o
accbinbUy HacTpoiiki nonb3oBartenei, AOMEHOB NaHen aaMuHMCcTpUpoBaHis @

CHCTeMa PACHIMPEHHbBIX TPAHCMOPTHBIX
npasun AHeit nepen : 5

Cuctema y-&Ta neiicTemit

. Paamep o6naka nonb3osatens no ymon4auio (M6): 1024
nonk3osarenei

HTTP(S)-npokcu @ Paspewumts npeasapyTeNkHyIo HACTPOIKY COOPLIMKOB ANS BCETO JOMeHa

He akTyankHocTh (com)

OBLUMe NepeMeHHbIE OKPYXEHNS AT BCEX CePBICOB NaHeNA aAMUHICTPHPOBAHWS:

+ Hobasnts

ABMUHNCTPAaTUBHDbIE JOMEHbl — C MOMOLLbIO KHOMKM [,06aBUTb MO OAHOMY BBEAMTE AOMEHbI ([0 3Haka @),

KOTOPbIM HY>XHO BblAaTb MakClrMasibHble MpaBa.

CepsepHas SPF-3anuncb — Beegute B none SFP noytoBoro fomeHa.

/' TpumeyaHne

Ecnn octaBuTb None nyctbiM, 6yaeT ncnonb3osaHa SPF-3anucb MO yMONYaHMIO: v=spf1 a:<mo4yToBbIi LOMEH> mX
-all.

DKIM-ceneKkTop — B MoJie Hy>XXHO fo6aBuTb cenektop DKIM-nognncy no4ytoBOro goMeHa.

KonunuecTtBo gHel nepepq yaaneHnem rnosb3oBaTens — KOMMYEeCTBO AHEN, NO NPOLLEeCTBIN KOTOPbIX
nonb3osaTenb 6yaeT yganeH n3 VK WorkMail. IameHeHne HaCTpOoKn MO YMOMYaHNIO aKTyabHO Npu
ogHoBpeMeHHoM ncnonbsosaHur VK WorkMail ¢ Active directory. Mo ymonyaHuio BbiICTaBneH cpok 5 gHewn, To
€CTb, nonb3osaTtesnb 6yaet yaanéH ns VK WorkMail uepes 5 gHein nocne ero yganenus ns AD.

Pazmep o6naka nosbsoBatens No ymonyaHuo (M6) — npu Heo6XoaMOCTI OrpaHNYbTe MakCUMAaIbHbIN

pasmMep ob6naka Af1e KaXaoro nosibaoBaTens.
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PaspewnTb NpepBapuTesibHYIO HaCTPOIKY C60PLLVKOB AJisl BCEro foMeHa — BK/ounTe dnar, ecnm

HEeOo6X0AMMO OTO6PAa3NTb OKHO HACTPOEK CEOPLUNKOB MCEM B aOMUHUCTPATUBHON NaHENN biz.<nouToBsli

nomeH>/domains/ .

Cpepna

Meccenpxep  [Mouta

a ApmunHllaHenb

32 T[onb3oBartenu

B AgmuHncTpaTopsl

Mouta v

a8
e
Q
e

e 0 &

CocTofAHue cepBe...
Hactpoiku
Mwurpauma

Ipynnbl paccbinok
Obwwwe AWmKK
OrpaHuyeHus

WHcTpykuma

@ dainosoe xpaHunuuie »

B MecceHpxep >

B AgppecHas kaura

KaneHpape  AppecHasi kiura — O6nako

vkwm1.on-premise.ru v

HacTpoiku noutbl vkwml.on-premise.ru

Obwume OdpopmneHue Pasmepbl Awmka Cepsepa Mucbma kaneHpapA

Pe>xum paboTbl
IMAP+SMTP ActiveSync @ OTkniounTs

Mcnonb3osatb wngposaHHoe coeaeHeHve (SSL)

VMcnonb3oBaTb B KayecTBe fiormHa email BMECTO username

Wcnonb3oBaTb WwWndpoBaHHoe coepeHeHne (SSL)

Mcnonb3oBaTb B KayecTBe fiormHa email BMeCTo username

He npoBepATb aKkTyalbHOCTb BKJIIOUEHHOIO pYHKLVOHana (¢ury) — npu BKIIOYEHHOM driare yCTaHOBLLIK

6yneT nponyckaTb Wwar bizf — addBizFeatures.

O6Lwume nepeMeHHble OKPYXXEHUS AJ19 BCeX CePBNCOB NaHeNn agMUHNCTPUPOBaHNS — C NMOMOLLLbIO

KHOMKW H,OGGBVITb Bbl MOXETE BBECTU M 11 3HaYEeHEe NepeMEHHbIX, KOTOPble MPUMEHATCSA K ponam bizf ,

biz-celery-worker-* u biz-celery-beat . Bam He Hy>XHO ByOeT KaxAplll pa3 OTHENbHO AN BCEX ponen

nponncbiBaTtb nNepemMeHHblie, OCTaTO4YHO 006aBUTb NX B O6LLME nepemMeHHbIe OKPYXEeHN4.

MonnTtnka nsmeHeHUs Naponen nonb3oBaTenen

ﬂ NHdpopmauusa

Mpw nHTerpaumn ¢ Active Directory aTa Bkiiagka HeakTyasibHa. C BKNIOYEHHON MHTErpaLner Nob3osaTeny,
3aBepeHHble BHYyTpY VK WorkMail, He cmoryT coBepLuaTb HUKaKNX GENCTBUN.

,D,J'Iﬂ N3MeHeHNA HaCTPOEK BO BKJTagKe KNMKHUTE MO KHOMKe pefakTnpoBaHA r_j/
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Hactpowiku

Cetn JlomeHHble uMeHa Xpanunuwa LWapaviposaHue u pennukauus B Hacrtpoiiku kKoMnoHeHToB Wurerpauun MepemMeHHble OKpYXeHUs
AsTopusauus MonuTtrka nameHeHns naponew nonb3oBarenen

ApnpecHas kHura @ PaspewnTs nonb3oBaTeNamM MeHATH Naponn
@D VYcraHoBuTb MaKcUManbHbIi CPOK AeCcTBMA Napons
HacTpoitku nasenu

aAMUHUCTPUPOBaHUA

1bHbII CPOK napons (8 ): 7776000

VHCTpyMeHTLI pa3paboTku 3.00 mecsues
HacTpoiiku nouTsb!

OrpaHuyeHue aocTyna K
fAomeHam

MonuTtuka uameHeHus

naponei nonb3oearenei
MoyToBbLIN TpaHcNOpPT
MoHUTOPHHT L3

HTTP(S)-npokcu

Paspeuwm: noJib3oBaTesidsM MeHATb Nnaposin — BKJIIOYEHHbIN qmar pa3peLllaeT NoJib3oBaTe 1AM MEHATDb

naposin ona CBOMX NOYTOBDIX ALLKOB.

YCTaHOBUTb MaKCUMasbHbIi CPOK AeiICTBUSI NAapos — NPy YCTaHOBEHHOM drare MOXHO YCTaHOBUTb CPOK

pencTteus napons. Cpok 3agaeTcs B cekyHaax (nog nonem ecTb NofcKaska O TOM, CKOJIbKO 3TO 6yaeT B 6onee

KPYMHbIX €QUHNLLaX U3MepeHUs).

MouToBbIN TPaHCNOPT

B 37Ol BKNagke Bbl MOXETE N3MEHWTb HY>XHble BaM HAaCTPOWKM, HaXaB Ha KHOMKY peaakTpOoBaHus

HacTpowiku
Cemn [omeHHble uMeHa Xpanunuwa Wapavposakue u pennukauus B[ Hactpoiiku komnoHeHToB Wnterpauun MepemeHHbIe OKpYyXeHUs
AsTopusauuta HacTtpowku no4ToBOro TpaHcnopTa

AnpecHas kHura MepemeLats nucema B cnam no 3aronoeky ot Kaspersky Linux Mail Server )

Hacrpoiku natenn : ) :
Ycranasnusatbk 3aronosok Received B cootsetcTeue TpeGosannsam Kaspersky Linux Mail Server
aAMUHUCTPUPOBaHUA

VIHCTPYMEHTI pa3paboTku @ He cbpacsisate nucema Ha MX-cepsepe npu npobnemax 40CTaBkv B MeAneHHylo ovepeab ()

HacTpoiiku nouTs! @ Banpetus Ha MX-cepBepe NPUEM NUCEM ANS HEMPUNAPKOBAHHBIX OMEHOB ()

OrpaHuyeHne AocTyna K

nomeHam @ 3anpertuts Ha MX-cepBepe Npuém NMcem OT NPUNapKoOBaHHbLIX AOMEHOB ®

MonuTuka uameHeHns Vickniovenms @ -+ [obasutb

naponei nonb3osarenei

MouToBii TpaHcnopt @ MNMepea no4TOBOI CUCTEMOII €CTH NOHTOBBII W3 (B)

MOHUTOPUHT

MpomexyTouHbiin MX-cepsep (): my-ingress-mail-gateway.domain.ru

HTTP(S)-npokcu
@ OtnpasnsTe NUCbMa BHYTPY CUCTEMbI Yepe3 NOYTOBBLIN W3 ()

X Cnu1CoK NOYTOBBIX LUMIO30B ANA NUCEM BHYTPU
no4ToBOro pewenns &)

ocTaBbTe NyCTbIM, €CNK A0CTaTo4HO oTnpasku no MX-3anucu + [o6asutb

Z.

MepemeliaTtb NucbmMa B cnam no 3aronoBky oT Kaspersky Linux Mail Server — Bkiiounte ¢nar, ecnm

Heobxofguma npoBepka Ha 3aronoBok X-KLMS-Message-Action. Ecnv y nincbMa NpuCyTCTBYET 3TOT 3arosiloBOK

1 ero 3HavyeHune otTindaeTca ot clean, oHO 6y,D,eT aBTOMaTUYECKM OTMNPaBNATbCA B Nariky Cnam.
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YcTaHaBnuBaTb 3aronoBok Received B cooTBeTcTBME Tpe6oBaHuaM Kaspersky Linux Mail Server — B
HekoTopbIx cny4dasx Kaspersky Linux Mail Server He MoOXeT onpenennTb NocnegHnin xon (paccTosHne mexay
6NVKaNLLMIN Y3N1aMu B CETEBOM MPOTOKOSE) NepefaBaeMoro COO6LEHNS, 13-3a 3TOrO MOTyT NOSBUTHCS
OLNBKW C Banugaumen otnpasutens 1 nposepkoin SPF. YTo6bl nséexaTb NOJO6HbIX CUTYaLUuA, yCTaHOBUTE
3TOT dnar.

He c6pacbiBaTb nucbma Ha MX-cepBepe B MefJIEHHYIO ouepeab Npn npoésemax AoCTaBKN — BKIIOUYNTE
¢dnar, ecnu Balla aHTUCMaM/aHTUBNPYC CUCTEMa HE YMEET onpenensaTh CepBep OTNPaBKM NoYTbl. Tak kak
MepJfieHHasa noytoas odepenb B VK WorkMail peanvsoBaHa OTAENbHbIM LLAKO30M, C BbIK/IIOYEHHbIM driarom
MOTryT MPONCXOONTb C60U NPY NPOBEPKE NOAJINHHOCTI OTNPaBUTENS.

3anpeTtntb Ha MX-cepBepe npnem nncem Anasa HenpunapKoBaHHbIX AOMEHOB — YTO6bl 3anpeTuTb NpuemM
nucem Ans LOMEHOB C HenpoBepeHHoi MX-3anuncbio, BkouuTe aToT dnar. [Mpu BKAIOYEHHOW OTNpaBKe NUCem
BHYTPW CUCTEMbI Yepe3 NOYTOBbINV LLUIO3 3Ta OMNLLUS TakXe byaeT BKIIoYEHa aBTOMaTUYECKU.

6 NHdopmauus

YTO6bl LOMEH CUMTANCS NPUNAPKOBAaHHbIM, OH JO/KEH 6bITb 4O6ABNEH B NaHENb aAMUHNCTPAaTOPa
(biz.<nouToBhit gomex> ); MX-3anncb npunapkoBaHHOIO JOMEHa OOMKHa 6biTb NpoBepeHa. Mepennckon
BHYTPUW CUCTEMbI 6yAET CUMTAaTbCH OBMEH COOBLLEHUSMI MEXAY ABYMS MPUnapKoBaHHbIMN AOMEHaMU.
YT06bl LOMEH CUMTANCH U3BECTHbIM, JOCTaTOUYHO A06aBUTb €ro B NaHeNb agMUHUCTPaTOpPAa.

3anpeTuTb Ha MX-cepBepe NpuemM NNCeM OT NPUNAPKOBaHHbIX AOMEHOB — 1CMOJb3yeTCs A/ 3aLUTbl OT
NOAAENKI 3I0YMbILLIEHHNKAMI MNCEM NTOKasibHbIX MOMb3oBaTenel. ATO HEMOHOLLEHHas 3aLMTa OT NOALENKI
OTMpPaBUTENS, MO3TOMY PEKOMEHAYETCS YCTaHOBKA MOJSIHOLLEHHON aHTUCMaM-CACTEMDbI.

Mepep nouTOBOI CMCTEMOI €CTb MOYTOBBIN W03 — ecnu nepeq novtosor cucremon VK WorkMail 6ynet
YCTaHOBJIEH KaKO-N1M60 NOYTOBbLIN LLUMIO3, BKAOYNTE 3TOT dpnar. B none Hy>XHO 6yaeT BBECTU afgpec
npomexyTouHoro MxX.

OTnpaBnaTb NUCbMa BHYTPU CUCTEMbI YEPE3 MOYTOBbBIN LLJTIO3 — ECNV HEOBXOOVMO OTMPAaBASATb BCIO
BHYTPEHHIOIO Nepenuncky Yepes MX-3anncb nnv Kakom-nnéo wiio3 (aHTUBUPYC NN aHTUCTIAM), BKITIOYNTE 3TY
onuuo. Ecnv onuusa BbiK/lOYEHa, MCbMa BHY TPV CUCTEMbI OCTaBASIOTCS Cpasy B AWK, MUHYs MX-cepsep.
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@ Ortnpasnate NUcbMa 3a NPeAesbl CUCTEMbI Yepes MoYToBbLIN W3 (§)

CnWCoK NOYTOBbLIX LUMIO30B ANS OTNPaBKW NUCEM 3a pobassTe xoTs 66l oanH cepsep - [lo6asuTb
npegensi NO4TOBOro pewwexns (3)

KacTomHble MapwpyTs! Anst AomeHos (D) MoyToBbIE AOMEHDI Agpeca LNo308
+ [Ho6asutb

Cnucok cepeepoB, UMEIOLLWNX NPaBO OTNPaBNATL NOYTY + [obasutb

6e3 asTopusauuu ()

Cnucok cepeepoB, UMEIOLLWX NPaBO OTNPaBNATL NOYTY ~+ [Hobasutb

6e3 aBTOpU3aUUK ANA ONPeaeNnEHHbIX NOYTOBbIX

AomeHos ()

OTnpaBnsaTb KONUU COOBLLEHUIN BHYTPU CUCTEMbI Ha

email @®:

KaHonnyeckue (PTR) umena runepsnsopos (3)

mail-dev12:

OTI'IpaB.HSITb n1ncbma 3a npepgesbl CUCTeMbl Yepes MOYTOBBIN LLJIKO3 — €CJIN Bbl nnaHnpyeTe OoTnpaBnAaTb

nexogdwme nncCbmMa 4epes W03 aHTVIBI/Ipyca/DLP-CVICTeMbI, BKJTIOYNTE 3TY ONUUIO.

KacTomHble MapLUpyTbl AN AOMEHOB — Bbl MOXETE NMepeHanpaBnTb JOMEHbI Ha 3afaHHble LLUO3bl BMECTO
CTaHOapTHbIX. Bbl MOXeTe BHeCTU B pa3gen «[oyToBble JOMEHbI» HECKObKO AOMEHOB 1 3a4aTb A5 HUX
HEeCKOJIbKO aApecoB LWNo30B. Ecam Hy>XXHO 0o6aBnTb NO OAHOMY LLMIO3Y A5 KaXA0ro JOMEHa, NCNOAb3ynTe
KHomnKy [Lo6aBUTb.

Cnuncok cepBepoB, UMeIOLMX NPaBo OTNPAaBANATb NOYTY 6e3 aBTopu3auum — gobasbte cnncok IP-agpecos
CepBEPOB, NOYTa C KOTOPbIX ByAeT NprHMMaTbCs 6e3 aBTopu3aunn. B cnncok Hy>xxHo o6s3aTenbHO JO6aBUTb
ajpeca Wo30B, C KOTOPbIX NoYTa AomkHa Bo3Bpaltatbes B VK WorkMail. B 3TOT e cnncok MOXHO BHECTI
CepBepbl PACChINKM NOYTbl NIVB COOTBETCTBUM C MX HasHavyeHnem MOV, oTckaHnpoBaHHbIE OKYMEHTbI C
KOTOPbIX BYAYT OTNPaBnsaTbCca 6e3 aBTopusauun. Nouta, otTnpasneHHas B VK WorkMail 6e3 aBTopusauuu, 6yget
NPUHNUMaTbCs Ha NopT 1025.

Cnuncok cepBepoB, MMEIOLMX NPaBO OTMNPaBATb MOUTY 63 aBTOpU3aLn AN onpepesieHHbIX MOYTOBbIX
HAOMEHOB — eCi Bbl MJ1aHMPYETE 1CMNOSIb30BaTb HECKOJbKO MOYTOBbLIX OMEHOB, €CTb BO3MOXHOCTb [06aBUTb
4151 KaXK4oro gomeHa cBoun goBepeHHble IP. McbMa € yka3aHHbIX LOMEHOB AOKHbI OTMPAaBAATbCS Ha MOPT
1025.

OTnpaBnaTb KON COO6LLEHNI BHYTPU cucTeMbl Ha email — B noytosoit cucteme VK WorkMail
peann3oBaHa BO3MOXHOCTb OTMNPaBKM KOMUIA BHYTPEHHEN Nepenmncky Ha crneLumanbHbii Awmk. B Takom cnyvae

npoBepKa BHYTPEHHNX MNCeM He 6yp,eT 6J'IOKI/IpOBaTb MOTOKW MOYTbI.

KaHoHuueckue (PTR) nmeHa runepBuU3opoB — yKaxunTe HasBaHme xocTa B PTR-3anucu. PTR-3anuch
NoO3BOMIAET ONpeaenuTb No IP nms XocTa, C KOTOPOro NPUXoguT NoyTa. ECnu npu npoBepke nms xocTta byaet
OTNNYaTbCsl, MMCbMO He ByaeT AoCTaBNeHo 1A nonageT B nanky Cnam.
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PaccbinbLuymnkin

B pasgene HacTpaunBaloTCcs CNy>XebHble MOYTOBbIE PACChIIKN A9 BHYTPEHHWX Nosib3oBaTenein. Ytobbl nepentin
K HACTpOVKaM, HaXXMUTE Ha KHOMKY peaakTupoBaHns. ECTb BO3MOXHOCTb co3gaTb paccbinku gns VK WorkDisk,

aoMVHNCTPATUBHON NaHeNn N yBegOMEHWIN 06 OT3blBE NUCbMa.

HacTtpowiku

Cetn [omeHHble umeHa Xpanunuwa LWapavpoeanue u pennukauus B HacTpoiiku kKoMnNoHeHToB WHTerpauuun [NepemeHHble OKpYXeHUs

AsTopusauus VK WorkDisk Or3biB nuckma VK WorkMail
AzpecHas KHura MaHenb AAMUHUCTPUPOBaHUA

HacTpoiiku no4Ts!

Email otnpasurens: admin@admin.qdit
Orpanw«lelme pocTtyna K
AomeHam Wms oTnpasutens: Byner Ucnonb30BaHO 3HaYeHUe No yMon4aHuo: vkwm?2
Manxens
aAMMHUCTPHPOBAHUS Anpec cepsepa nepecbinku: relay.qdit
Monutika smereHus IMopT cepBepa nepeckinky: 25

naponeu nonb3osarenemn

MoyToBbLIN TpaHcNopT

PacchinbLmky

Cucrema yyéta
AeNCTBUIA

nonb3osarenen

HTTP(S)-npokcu

Beepgute email n umsa oTnpaBuTens, a Takxe agpec 1 NOPT CepPBEPA PACCHIIKU, N COXPAHNTE U3MEHEHMS. 3aTeM
nepenanTe K CNNUCKY POSei N 3anyCTnTe aBTOMaTUYECKYIO YCTaHOBKY, YTO6bl MPUMEHUTb HAaCTPOWKN.

Cucrema pacLUMPEeHHbIX TPAHCMOPTHbIX NpaBun

YTO6bl HaYaTb HACTPOVIKY, HEOBXOANMO HaXaTb Ha @ nepenTn B okHO MpoayKTbl 1 BKOUYNTL dnar Cucrtema
pacLUNpPEeHHbIX TPaHCMOPTHbIX NpaBul.

3aTeM nepengunTe K CNCKY POonel 1 3anycTuTe aBTOMaTUYECKyIo yCTaBky. Korga Hy>Hble poniu
creHepupytoTcs, nepeignTe B pasgen KoMnoHeHTbl = CucTeMa pacLluMpeHHbIX TPAHCMNOPTHbIX NpaBu 11
BKJIIOUNTE HY>XHble dnaru.
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Cetun [loMeHHble umeHa

AsTOpusauua

AppecHas kuura
VHCTpYMeHTbI paspaboTku
HacTpoiiku nouTsb!

OrpaHuyeHure goctyna k
AomMeHam

MaHenb
aAMUHUCTPUPOBaHUA

MonuTuka nameHeHns

naponeu none3osarenei
Mo4ToBbLIN TpaHCNopT
Paccbinbumkm

CucTema pacluMpeHHbIX
TPaAHCNOPTHBIX NPaBUN

Cuctema yyéTa nevcTeuin
nonb3osarenen

HTTP(S)-npokcun

HacTtponku

Xpanunuwa LLlapavpoBaHue u pennukauvs B HacTtpoiiku KOMNOHEeHTOB Wurerpauuu MepemeHHble OKpYXeHust

HacTpoiika cuctembl paclumMpeHHbIX TPaHCMOPTHbLIX NpaBui

@ odunsTpoBaTh NOYTOBLIN TPAGMK OT BHELUHUX OTNPaBUTenei
@ OunsTpoBaTh BHYTPEHHWA NOYTOBLIN TPaduK

@ PunbTpoBaTL NOYTOBLINM TPAGUK OT BHYTPEHHWX NOMb3OBATENe BHELUHUM NOnyYaTensm

[anbHeliwasa HaCTpoliKa TPAHCMOPTHbIX NPaBWUJ1 MPOW3BOANTCS B aAMVHUCTPATVBHON NaHe IV No 3aBepLIeHn

ycTaHoBKW. MNMpoueaypa HaCTOMKM oncaHa Nno CChifke.

Cucrema yueTta gencTBMil Nnonb3oBaTenen

YT1O6bl NU3MEHUTD BpemMs XpaHeHUd JIOros, KNMKHNTE Mo KHOMKe pefakTpoBaHWA.

Cetu JomeHHble umeHa

AsTopuaaums
AppecHas KHura

Hactpoiiku nanenu
aMUHUCTPUPOBaHNS

WHcTpymenThl paspaboTkn
HacTpoiiku nouTs!

OrpaHunyeHne goctyna K
AomeHaMm

MonuTika nameHeHus
naponei none3osarenei

MouToBbIN TPaHcnopT

Cucrema y4éta feicTeuit
nonek3osarene

MoHuTOpUHr

HTTP(S)-npokcun

Hactponku
Xpauunuwa Wapauposaxue v pennukauus B HacTpoiiku KoMnoHeHToB Wnrerpauumn MepemeHHbIe OKpYXeHUs
HacTpownku cuctembl y4éta 4eNCTBUIN Nonb3oBatenen
Bpems xpaHeHus cobbiTuin No nonb3osarensm (8 0
cekyHaax):

XpaHuTL GeckoHeuHo

@ Bknioumts cratucTuky no IP

Bpems xpaHeHus cobbiTuit no IP (B cekyHaax): 7776000

3.00 mecsues

Bpemsi XxpaHeHUs1 cO6bITUIA MO NOJIb30BaTeNsIM (B CEKYHAaX) — Bbl MOXETE YCTaHOBUTb BPEMS XPaHEHNS

10ros. I'Ipvl YCTaHOBNEHHOM 3Ha4YeHnn 0 CPOK XpaHeHnd noros He 6y,D,eT OorpaHn4yeH.

Bknountb CTaTUCTUKY Nno IP— npw BKNOYEHHOM qmare noAaBUTCA OKHO OJ19 NSMEHEHNA CPpOKa XpaHeHA

noros no IP.
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MoOHUTOpPUHr

HacTpolikn MOHUTOPVIHIA akTyasibHbl 419 CNy4YaeB, Korga HEO6XOANMO NEPEKNIOUYNTLCSA C BHYTPEHHENO
MoHuTopuHra VK WorkMail Ha BHELLHWE cucTeMbl MOHUTOPUHra (Graphite/Prometheus).

[ns BKIOYEHNS BHELLHNX CUCTEM MOHUTOPWHIa HEOBXOAVMO HaXaTb Ha @ 1 nepeinTn B okHO MpoayKThbl
BKIOUMTb pnar Cuctema cé6opa n oTrpaekn MeTpuk. lNMpn atom dnar Cncrema MOHNTOPUHra 6yaeT

ABTOMAaTUN4YECKWN OTKJTIOYEH.

Cucrema ornpaBku push-yBegomMneHu Ha MOGUNbHbIE YCTPOUCTBA

Cucrema MOHUTOpPUHra

Grafana, xpanunuuie meTpuk Graphite, xpaHunuwie metpuk Prometheus

Cucrtema c6opa 1 oTnpaBKu MeTPUK [ @)

Coopmku u TpaHcnatopel Graphite u Prometheus-meTpuk

Cuctema ayauTta 4eWCcTBUIA Nonb3oBaTens [ @)
CepBuchl 3anucK U YTEHUSA AeUCTBMI NONb3oBaTeneun, XpaHunuLle AeUcTeuin nons3oBaTenen

(ScyllaDB)

OybnupoBaHue aeMcTBUM Nonb3oBaTenen BO BHeLWWHUEe XpaHunuLwa

Cucrtema ayauTta AencTBUM nonb3oBatens (obneryéHHas Bepcus)

CepBucChl 3anucK U YTEHUSA AeUCTBMI NONb3oBaTeneun, XpaHunuLle AeUcTeuin Nnons3oBaTenen
(PostgreSQL)

CoxpaHuTb

/' TNpumeuanne

[aHHble, co3aaHHble [0 NepeKsIioYeHNs Ha BHELIHN MOHUTOPWHT, MPOAOKAT 3aHMaTb MeCcTo Ha aucke. HoBble
[aHHble ByAyT HaNPaBAATLCA BO BHELLHIOIO CUCTEMY MOHUTOPWIHTA.

COXpaHI/ITe N3MEHEeHNA N BEPHUTECDH K CNINCKY pone|7|.

BHW3y cTpaHuLbl HaxxmunTe Ha KHomnKy CreHepupoBaTb aBTOMaTNYECKW, YTO6bl YyCTAaHOBLLMK CHOpMUPOBa

HOBbIE PONN.
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A BaxkHO

He Hy>HO 3anyckaTb aBTOMaTYECKYIO YCTaHOBKY Cpa3y MNocre reHepauun KoHTenHepoB. CHavana HeoB6Xxoaumo
YOANNTb HeaKTyasnbHble ponu. ECv 3anycTuUTb YCTaHOBKY Cpasy, BO3HVKHYT ceTeBble Npo6ieMbl.

YTO6bl NPenoTBPaTTh BO3MOXHbIE NPOBAEMbI, NepengnTe B KOHCOSb 1 Nepe3anycTuTe YCTaHOBLLUYVK C
MOMOLLbIO KOMaHAbl: sudo systemctl restart deployer.

[Mocne nepesanycka B CNYCKe ponein 0TO6pasaTcs POnu, KOTOpbIe HYXXHO yaannTb. Ecnn B uHTepdeice He
NOACBETUINCH POSIN 4119 YAANIEHNS, Nepe3arpysnTe CTpaHnLy.

calendarpg1 (172.20.4.166) ® 2]
fstatdb1 (172.20.4.142) ® oo
graphite1 (100.70.81.216) o5}
gravedb1 (172.20.4.143) o L)
mcrouter1 (172.20.4.174) ® (1]
mirage1 (172.20.4.134) T © (5] 1]
rpopdb (172.20.4.144) A © 00
seconddb1 (172.20.4.140) ® (5]']
swadb1 (172.20.4.136) ® (:]"]
umit (172.20.4.138) o) 00
victoria-metrics1 (100.70.81.216) [ Errrgd nm

graphite-cloud1 (172.20.4.160) TS ©

graphite-mail1 (172.20.4.149) ®

YpaneHne MOXeT 3aHATb HEKOTOPOE BpeMA. Korga Bce HeaKTYyaJlbHble PO 6yJJ,yT YAaneHbobl, 3anycture
AaBTOMaTNYECKYIO YCTaHOBKY.

[anee nepegute B pasgen Hactpoiikn komnoHeHToB — MOHUTOpPUHr. BBeanTte Heobxoaymble AaHHble 418
CNCTEMbl MOHUTOPWHIa, KOTOPYIO Bbl UCMOSMb3yeTE.

HacTtponku

Cetu [omeHHble nMeHa Xpanunuwa LWapavposaHue v pennukauus B HacTpoiiku KoMnoHeHToB Wuterpauum MepemeHHble OKpYXeHUs

AgTopuaaups HacTtpoikn MoHUTOpUHra

AapecHas kHura @ BHewnwit cepeep Graphite

HacTpoiikn nawen IP-agpec unu pomen Graphite-cepsepa:

a[MVUHUCTPUPOBAHNS
WHCcTpymeHThI paspaboTku Mopt Graphite-cepsepa: 0
HacTpoiiku noutsl

MpoTokon noaKnMioYeHns: tcp/udp
OrpaHuyeHue aocTyna K
[nomeHam

@ Bnewnwit cepeep Prometheus
MonuTuka n3ameHeHus

napone none3osarenein IP-agpec unu pomen Prometheus-cepsepa:
MouToBbIA TpaHcnopT

Mopt Prometheus-cepsepa: 0
Cuctema yyéta geictenin

nonb3osarenei

HaGop rotosbix gawbopaos ana Grafana
MoHUTOPUHI P A PAOB A

HTTP(S)-npokcu

CoxpaHuTe nsMeHeHus.
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o NHpopmauusa

Takxxe no ccbiike Ha6op rotoBbix pawuéoppaos anga Grafana Bbl MoxeTe ckayaTb gawéopnbl B dopmate JSON
onsa pobasneHusa nx B Grafana.

MepengnTte kK cnncky ponen, KnnkHyB no norotuny AdminPanel, 1 npy HEO6XOAMMOCTIY MOBTOPUTE HYXHblE

warm.

HacTtpounkn HTTP(S)-npokcn

Ecnu Bbl ncnonbayeTe Npokcu-cepsep nNpu NogkoveHnn knmeHTos K cucteme VK WorkSpace, Bkniounte dnar
Mepepn VK WorkSpace ecTtb npokcu-cepsep, HTOObl KOHTENHEP, OTBevatowumin 3a HT TPS-coeguHeHne, mor
NPUHUMaTb TpadrK 6e3 WNdpPOoBaHNS.

Hactporiku

Cemn [lomeHHble umeHa Xpauunuwa LLlapavpoBaHue 1 pennukauvs B HacTpo#ku komnoHeHToB Wuterpauun MepemeHHble OKpYXKeHWUs

AsTopu3aums HaCTpOVIKVI HTTP(S)-npOKCVI

AgpecHas KHura @ nNepen VK WorkSpace ecTs npokcu-cepsep (3
Hactpoiku naHenu
aAMUHUCTPUPOBAHNSA

u pvp Cnincok IP npoken-cepeepos () 10.70.80.1 -
MHCTpyMeHTbI pa3paboTku + Mobaeuts
HacTpo#ku nouts!
OrpaHuyeHue focTyna K
AomeHam HTTP-3aronoBok npokcu ¢ opuruHanbHbiM [P knueHTa X-Real-IP

@:

MonuTika uameHeHUs Ly
naponei nonb3osarenen
Mo4ToBLIN TpaHCcnopT
HTTP-3aronoBok NpoKcH C OpUrMHanbHbIM NPOTOKONIOM X-Forwarded-Proto
Cucrtema yuéra aeicTeni NOAKNIOEHNS KNMeHTa (B):

none3oBarenen

MoHUTOpUHT

HTTP(S)-npokcu

Cnucok IP npokcun-cepBepoB — BBeANUTE B None cnncok IP-agpecos, ¢ kotopbix VK WorkMail 6yoet
NPUHUMaTb 3aroNoBKY C OPUTMHabHbIMU IP KNneHTa n opurHanbHbIM NPOTOKOIOM NMOAKMOYEHNS.

HTTP-3aronoBoK Npokcu ¢ opurrnHanbHbiM IP KfimeHTa — go6aBbTe B NOJIE 3aro/I0BOK MNPOKCK, KOTOPbIA
nepepaet pealbHbli IP-agpec kNneHTa, nHaye cepBuc ByaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBokK NPOKCY C OPUrMHasibHbIM NPOTOKOSIOM NOAKIIOUEHUS K/INEHTa — [/19 KOPPEKTHOW
pPaboTbl MOYTOBbIX CEPBVICOB BBEAUTE 3arofloBOK OPUrMHANbHOMO NPOTOKOSA MOAKIIIOYEHNS.

12. NHTerpauun

B 6noke 6yoyT oTo6paxaTbCs HTErpaL i, KOTOPbIE Bbl BKIIOUYWAN Ha 3Tane Bbi6opa NPOLYKTOB U OMLLUA
(HaCTPOWMKWN NHTErpaLun MOryT TakKKe HAXOLUTbCS B BEPXHEM MEHIO).
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HacTtporika nHterpauun VK Teams n VK WorkMail — ¢ nomoLbio fOKYMEHTa Bbl CMOXETE HaCTPOUTb
nHTerpaumio mexay VK Teams n VK WorkMail.

Murpauuns kaneHgapen no npotokony EWS — goKyMeHT No HacTporke Mmurpauumn cobbitun ns MS Exchange B
VK WorkMail.

ViHTerpauus ¢ Keycloak gna SSO-aBTopusaun — B AOKYMEHTE COOEPXUTCH NHCTPYKLNSA NO HAaCTPOWKE

VvHTerpauum ¢ cepsucom SSO-aBTopU3aL .

CéopLuK NoYThl

B pas3nene eCtb BO3IMOXHOCTb JZI,OGaBVITb Nno4YTOBbIE CepBepbl ANd CI/IHXpOHI/I3aLI,I/II/I/MI/IFpaLI,I/II/I, a TakXe Cnmcok

nanok, KOTopble HE 6y,EI,yT Yy4aCTBOBaTb B CMHXPOHW3auunn.

HacTponku

Cetn [omeHHble meHa Xpanunuwa Wapavposa+ue v pennukauma b HacTpoitku komnoHeHToB Wnrerpauun MNepemeHHbIe OKpYXeHUs

Wnterpaums ¢ WOPI- HaCTpOVIKVl C60pl.l.u/1Ka NoYTbl

penakTopom

TuueHaus pepaktopa P7-

o Benbii cnucok yaanéuHbix cepsepos: () exch.on-premise.ru —_—
nc

127.0.0.1 —

CHopLuyK No4TbI

+ [ob6asutb
WHTerpauwms ¢ apyrumm

uHcTannauuamm VK

WorkMail

[y6nuposaHue aeicTenit
nonk3osareneil BO

BHUMAHWE! HasBanuus nanok perictpo3aBucuMel, T.e. «epHOBMK» U «4ePHOBUKY» CHUTAIOTCA pasHbIMK Nankamu B pamkax nporokona IMAP.

Cnucok Nanok, UCKINIOYEHHbIX U3 CUHXPOHW3aLIK: BeeawTe Yepes 3anaTyio CNMCOK Nanok, Kotopble He ByayT CMHXPOHM3UpoBaTLEs No npoTtokony IMAP.

BHeLUHWe XpaHunuiia

Benbiii cnrcok yaanéHHbIX CepBepoB — Mo YMOMYaHMIO B MOMSX YKa3aHbl BHYTPeHHue IP-agpeca. Ecnu Bbl
nnaHnpyeTe MUrpaumio NoYTbl C APYrX NOYTOBbIX CEPBEPOB, fob6aBbTe X IP-agpeca nnm nveHa B 6enblin
cnucok — VK WorkMail 6ygeT onpegensats aTn IP/XoCTbl Kak ny6nunyHble. Mpu Mmurpaumm n3 cuctem c 6ensim 1P/
OOMEHOM Mnofie MOXHO OCTaBUTb NYCTbIM. [Mpy HaCTPOKe MUTrpaLi B agMUHNCTPATBHOM MaHEN Bam HY>XHO
6ynet BBecTu IP/XOCT, ¢ KOTOpOro 6yaeT NpON3BOANTLCS MUTPALMS.

Cnuncok nanok, NCKJIIOYEHHbIX 13 CUHXpPOHM3aunn — ecnny BaC €CTb Nnarnkun, KOTopble He O0/KHbI
Yy4aCTBOBaTb B CMHXPOHN3aLNB COOTBETCTBUN C X Ha3Ha4YeHeM ((qepHOBI/IKVI)) n «YganeHHble», BBeauUTe nx
Ha3BaHNA Yepes 3andaTyio B CTPOromMm cCooTBeTCTBUN C OpUrnHasibHbIM Ha3BaHNAM N3 BaLLEWN CUCTEMDI

(Ha3BaHMs NanNnoK PEerncTpPo3aBNCUMbI).

NHTerpauusa ¢ gpyrummn nHctannsumamm VK WorkMail

ﬂ NHpopmauusa

DYHKLMOHaNbHOCTb yCTapena n 6yaeT B CKOPOM BPeMEHI yaaneHa.

B pasgene Bbl MOXETE HaCTPOUTb MHTErpauumy ¢ Heckonbknmuy nHcTannauuamm VK WorkMail n/vnu murpaummn ¢

Exchange 1 gpyrix noYToBbIX CEPBEPOB.
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YT106bI rlepe|7|T|/| K HaCTpOI7IKaM, HaXMWTE Ha KHOMKY penakTnpoBaHUA. [losBMTCH BOZMOXHOCTb U3MEHUTb

3Ha4yeHus nonen.

HacTtponku
Cetn [omeHHble meHa Xpanunuwa LapavpoBaHue u pennukauua 6 HacTtpoiku komnoHeHToB Wurerpaumm MepemeHHble OKpyXeHna
Wnterpaums ¢ WOPI- HacTtpouku nHterpauum ¢ gpyrummn nHctannaumsamm VK WorkMail
penakTopom
JuueHsus penakTopa .
Cnucok agpecos MawuH ¢ B[l namespase sharing: 100.70.81.154 —_
P7-Oduc
06aBnTb
COH0pLUMK NOYTDI +A
WHTerpaums ¢ apyrumn MepeHanpaBnATe NUCbMa HEU3BECTHbIX 127.0.0.1
nHcTannaumammu VK nonydareneit Ha cepsep:
WorkMail Deprecated
[Oy6nuposaHue
LencTBUr
nonb3oearenen Bo &

BHELWHWe XpaHunuuwa

Cnuncok agpecoB mawuH ¢ B[] namespase sharing — c nomoupio kHonky Jo6aBuTb BHecuTe IP-agpeca
MaLwuH ¢ uHctannaumamun VK WorkMail. MNpuy HeCKonbKyx MHCTaNNsuvax BBeAUTe BCe agpeca MaLlluH,

ob6befuHeHHbIX B B[], namespase sharing.

Kaxxgast N3 MHCTannsaunm NoOAyYnUT PEnnKy KaTasnoros nonb3osatenen ¢ IP, ykasaHHbix B none. [MNpu otnpaske

nruCbMa CUCTEMa ByLEeT 3HaTb, Ha Kakol NOYTOBbI CEPBEP €ro HanpPaBUTb.

Mo ymMonyaHuio B Mone ykasaH JiokanbHbil IP. ECiv Bbl MOKa YTO HE MnaHupyeTe paboTy C HECKOMbKAMU

NHTannaunamMm, oCtaBbTe 3Ha4eHe no yMmon4aHuio.

BaXxHO

Ecnun B nHTerpauumn y4acTByioT knactepHble nHctannsumm VK WorkMail, B none HyxHo BeecTu IP-agpeca

KOHTenHepoB tnt-fedman1.

Takxe noTpebyeTcs HaCTPOWKa NEPEMEHHbIX OKPYXEHWS, ONMCaHHas B CNEeAyIOWEM Luare.

MepeHanpaBnsaTb NCbMa HEN3BECTHbIX NoJslyyaTenel Ha cepBep — ecnn Bbl byaeTe NPOBOAUTb MUTPALLMIO
C ApYrux NOYTOBbIX CEPBEPOB, BBEAUTE ero IP-agpec B none. B cnyyasx, korga nMcbMoO OTNPaBAseTcs B agpec
nosnb3oBaTenen, KoTopble ewe He murpuposanu B VK WorkMail, cuctema 6ynet aBToMaTyecku

nepeHanpaensTb VX Ha YKa3aHHbIN IP-agpec. NepeHanpaBneHne 6ygeTt paboTaTb TOMbKO A9 NPUNaPKOBaHHbIX

OOMEHOB.

/" TpumeyaHne

[anbHelwas HacTpoika murpauumn ¢ Exchange nnu gpyrx no4TOBbIX CEPBEPOB MPON3BOAMNTCS B
agmuHucTpaTusHo naHenn VK WorkMail no 3aBepLueHmn yCTaHOBKN.

Mpony6nnpyliTe 3HaYeHre No YMOJIYaHMIO 13 MOSS Bbille, eCqii NepeHanpaB/ieHie NCeM B AaHHbI MOMEHT He

TpebyeTcs.
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COXpaHI/ITe N3MeHeHna n rlepe|7|p,|/|Te K cnegyowemy wary, HaXaB Ha KHOTKY p,anee.

HacTponkun gyénnpoBaHnsa AeNCTBMNI Nosb3oBaTesiell BO BHELLHee

XpaHnnuwe

Ecnu Ha aTane Bbibopa NpoAyKTOB Bbl BKAOUUIM ONUMIO AY6MPOBaHNS JIOroB, NOTPEBYIOTCA HAaCTPOWKN B

OTOM pasfene.

BkntounTe dnar Toro xpaHunumiLa, Kotopoe Bbl NaHnpyeTe ncnonb3osaTtb: MySQL, Logstash v rsyslog. Takoke

€CTb BO3MOXHOCTb BK/lloYeHuns TLS-wnpposaHus.

HacTtpowiku
Cetn [omeHHble uMeHa Xpauunuwa Wapavposanue u pennukauus 5[ HacTpoitkit KOMNOHEHTOB Wnterpaunmn MepemeHHbIe OKpYXeHWUs
Wnerpauvs ¢ WOPI- HacTpoiikv ay6nupoBaHusi 4eicTBUIA nonb3oBaTenei BO BHELUHWE XpaHunuia
penakTopom
@ Ny6nuposats aeiictens nonbaosarenein 8 MySQL
Juuensus pegaktopa P7-Ocbuc
He 3abyasTe cospats Tabnuuy
CHopLumMK NouTbI
TLS-coeanHenune r
WHTerpauus ¢ apyrumu
\ kMail
unctannayuamu VK WorkMail Agpec cepsepa MySQL: 10.80.10.1
[ Deprecated
[lybnuposaHue nencTsnin Mopt cepsepa MySQL. 3306
nonk3osarenei Bo BHELHNE
XpaHuniwa HasgaHue cxemsl 8 MySQL: events
Wmsa nonbsosatens MySQL: bein
Mapone nonbaoeatens MySQL: super_secret_pass_123
o b AGWCTBUSA NONb: 1eit B Logstash
A b AGACTBUS Non 1ei B rsyslog
Ba)kHo

MpenBapuTenbHO Co3gaiTe TabnuLy, B KOTOPYIO ByOyT COXPaHATbCS JOM.

Appec cepBepa MySQL — Beegute agpec cepeepa MySQL, Ha KOTOpOM 6YyAYT XPaHUTbCS NOru.

MopT cepBepa MySQL — nopT, oTkpbIThiv B Bawwen b, ana VK Workspace.

HaszBaHune cxembl B MySQL — Tuin apxuTekTypbl (Cxembl) Bawein BL.

Nmsa nonbsoBatensa MySQL — nonb3oBatesnb b1, nmetowin npaBa Ha 3anuch.

Maponb nonb3oBaTtensa MySQL — BBeaunTe naposb NonNb3oBaTenNs, ykazaHHOrO B Nosie Bbille.
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HacTtpoikn gybnupoBaHus AencTeui nonb3oBaTterniel BO BHELHWE XpaHunuia

[Oy6nuposate gencteus nonb3osarenei 8 MySQL

@ [y6nuposars geictensa nonbaosareneil 8 Logstash
TLS-coeanHeHue

Appec cepeepa Logstash: 10.80.10.2

Mopt cepsepa Logstash: 443

@O [y6nuposars genctensa nonbaosareneil 8 rsyslog

Appec cepsepa rsyslog: 10.80.10.2

MopT cepsepa rsyslog: 443

Mpotokon rsyslog, TCP unu UDP: tcp

Wms u Homep npouecca (syslogtag) B rsyslog: vk-work-space-actions

[Ona Logstash goctatouyHo BBECTU agpec cepBepa 1 NOpPT.

Uto6bl NepenaBaTb faHHbIE B rsyslog, BBeouMTE B MO afpec CepBepa, ro NopT, a TakxXe NMPOTOKOJ
nofksoYeHnsa n syslogtag.

Mo 3aBepLUeHN HaCTPOEeK COXpaHNTE NSMEHEHUA.

HacTponkun cucremol Bl-aHannTtukmn

YT106bI NOMYYNTb BO3SMOXHOCTb MPOCMaTPUBaTb CTaTUCTUKY ncnonb3oBaHus VK WorkDisk B
AOMUHUCTPATUBHOI NaHenu ( biz.<nouyTtoBbin gomeH> ), B CMINCKE NPOLYKTOB HEO6XOLMMO BKIIOYNTD OMNLMIO

Cucrtema Bl-aHanutukum n Kafka BHyTpn MHCTanaummn v Haxatb Ha KHOMNKY COXpaHnTb.

/" MpumeyaHue

Ecnu Bbl ucnonbsyete BHewwHMin cepBep Kafka, BTopyio onuuio BKNOYaTb HE HY>KHO, HO MOTPeBbyeTcsa BHECTU
JaHHble ans nogkmoveHus. Mpu ncnonbsosaHun Kafka BHYTpU MHCTaNsILM MOXHO Cpa3sy NepexofuTb K CCKY
ponen.

YT06bl NOAKIOUNTLCS K BHELLHeMY cepBepy Kafka, nepengnte B pasgen NHTerpauumn — HacTpoikn
cuctembl Bl-aHannTnkmn 1 3anonHNTE COOTBETCTBYIOLLME MNONS.
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Hactponku

Cetn [lomMeHHble uMeHa Xpauunuwa Wapavposanue u pennukaumua b HacTpoiiku koMnoHeHToB Wuterpauun MepemeHHbIe OKpYXeHua

Wnterpauus ¢ WOPI- HacTponku nogkntoveHus k BHewHemy cepsepy Kafka

penakTopom

TnueHaus pepaktopa P7- Anpec cepeepa Kafka + [Nobasutb
Odmc

- Wms Tonuka ananutukm Kafka: -
Hactpoitku ans Cuctems! example: analytics-events

Bl-AHanutuku 1

Mms Tonuka noutoBoi aHanuTuku Kafka: example: mail-events
CHopLUmK NoYTbI

WHTerpauvs ¢ apyrumu Wms Tonuka cobbiTuin aBTopusauum Kafka: example: security-events

uHcTannsaumamu VK

WorkMail

[y6nupoeaHue aencTeuin
nonk3osarenei BO BHeLH1e
Xpauunuwa

CoxpaHunTe n3MeHeHus.

MepengnTte K cnncky ponen, KnkHyB no norotuny AdminPanel. BH13y cTpaHuLLbl HEOBXOAMMO CO34aTh
[ONONHUTENbHbIE ponn. HaxmunTe Ha kHonky [lo6aBuTb — Heckonbko KOHTeHepoB. B none YcTtaHOB/MEHO
He 6onee: BBeguTe 3HadeHue 0. [NoaBaTcs KoHTENHepbl ANns pacnpepfeHns. [lobaBbTe KOHTEHePbI A4
Clickhouse Ha runepsusopbl gnsa xpanunuil. Ecnu bl ncnonbsyete Kafka BHyTpu nHcTanaumm, pacnpegenure
KoHTelHepbl ¢ Kafka Ha runepsrsopbl o5 6a3 faHHbIX TEM e CMOCO60M (C MOMOLLLbIO KHOMKM [Lo6aBUTD).

Mo OKOHYaHWN reHepaLn KOHTEHEPOB 3aMnyCTUTE aBTOMATUUYECKYIO YCTaHOBKY B O6LLel CTpoke
cocTosaHus. Korga ycTaHOBKa 6ydeT 3aBeplLieHa, Y BaC NOSBUTCA BO3MOXHOCTb NPOCMaTPVBaTb CTaTUCTUKY

[uncka B naHenn agMnHUCTpaTopa.

13. NMepemeHHble OKpY>XeHUs

[Mpwn paboTe ¢ HeckonbkuMn nHcTannsaumsamn VK WorkMail TpebyeTcst HaCTpoiika KaCTOMHbIX MepeMeEHHbIX 415

KoHTeliHeposB bizf 1 biz-celery-worker.

/' TMpumeyanne

Ecnn Hy>XHa HacTpolika nepemMeHHbIX, obpaTuTech K npeactasuteno VK.

B cnncke KoHTelHEPOB BaM HY>HO Bbi6paTh bizf, a 3aTem biz-celery-worker n cosgatb ans o6ounx
KOHTENHEPOB NepeMEHHYI0 OKpYyXeHus ¢ HasBaHnem DKIM_SELECTOR. B none 3HayeHs nepemMeHHO Bbl

LOMKHbI BCTaBUTb cenektop DKIM-nognucn gomeHa gns Tekywen nHctannaumm VK WorkMail.

0na opyrux MHCTaNNaLni Takxke HeObXoANMO CO3[aHNe aHaNOrMYHOW NepeMeEHHON CNOCOBOM, OMMCAaHHbBIM

BbILLE. CeﬂeKTOpr Pa3HbIX VHCTaNNAunin He AO0MKHbI COBnaaaTh.
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# | AdminPanel Hactpoiiku O6cnyxusanue o~

HacTtporiku

Cetn [omeHHble umeHa Xpanunuwa LWapavposaHue 1 pennukauns B HacTpoikn KOMNOHEeHTOB Wurerpauumn MepemeHHbIe OKpYXeHNs

bibliodb KactomHble nepeMeHHble Anst KoHTelHepos bizf*:

bind

; DKIM_SELECTOR ) mailru1 —
biz-celery-beat -

biz-celery-worker + AoGasute
bizdb

biznginx

bizpostgres

bizredis

blobcloud

bmw

bmw-tnt

bookster

A BaxkHO

Ecnun Heckonbko nHctannauuin VK WorkMail o6cnyxuBaloT 0gnH NOYTOBbI AOMEH, HEOBXOANMO CO30aTb
Heckonbko DKIM-nognncein ¢ pasHbiMU ceneKTopaMm Nof KaXaylo NHCTaNASuMIo, O6CIYXNBAIOLLYIO 3TOT
gomeH. He ncnonbsyinte ogHy DKIM-nognucb gns HECKOAbKUX MHCTaMMSLWIA, 3TO MOXET MPUBECTY K OLINGKam

0OCTaBKW.

MNocne COXpaHeHund V3MEHEHWIN HAaXMUTE Ha KHOMKY ﬂ,anee.
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14. 3anyckK ycTaHOBKW BCeX MaLUWH

KnukHnTe no kHomnke Play psagom ¢ o6Lell CTPOKOW COCTOSIHNSA B BEPXHEN YaCTn SKpaHa.

@ AdminPanel Hactpoitku O6cnyxusatue fohe

|

@) He nokasblBaTb 3aBepLUEHHbIE O6beKTOB B CTPOKE 1 v

@) MNoka3zaTb BCrOMOraTerbHbIE KOHTENHEPDI MpynnupoBath He rpynnuposart v
infra-03 (100.70.81.216) e - |
registry1 (100.70.81.216) Ry - |
infraetcd1 (100.70.81.216) R - |
calico-libnetwork1 (100.70.81.216) ll@}.
calico-node1 (100.70.81.216) [ZXH) ﬂ{:‘ﬁ.
bind1 (172.20.4.129) GRS > |- |
clickhouse-keeper1 (100.70.81.216) ® ﬂ{:‘ﬁ.

[MopTBepanTe 3anycK aBTOMaTUYECKOW YCTAaHOBKM, HaXKaB Ha KHOMKY 3anyCcTUTb.

[MoateepauTe 3anyck aBTOMaTUYECKON YCTaHOBKN

Bi B cnyyasx:
1. Ecnm war tpe6yeT 3arpysku daiinos

2. Ecrm war TpeGyeT pyyHoro sanycka

3. Mpowzowna ownbka 8 NpoLecce BbINONHEHMA

BbINOMHEHME aBTOMATUHECKOI YCTAHOBKM MOXHO OCTAHOBUTH. B TakoM Criy4ae ycTaHOBLUMK 4OKAETCS

OTtmeHa KEL QI

BBl o wara, u Y

B 3aBUCKMOCTU OT 3Tana yCTaHOBKM BYAET MEHATLCS LBET NHOMKATOPA:
- Cepblli — B OXWAAHUN HaYana reHepaLumu;
« CUHMIA — B NpoOLLEecce reHepauuy;
» XKenTblii — Lwar HeoBXOA4MMO MOBTOPUTL (YCTAHOBLLVIK AEMNAET 3TO CAMOCTOSATENBHO);

- KpacHbii — ownbka.

OxunparniTe 3aBepLUEHNS YCTaHOBKN. [Toka npoLecc nget, psgoM CO CTPOKOW COCTOSHNS ByaeT OToBpaXxaTbCs
KpacHas kHorka Stop.
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/" MpumeuyaHue

Ecnne npouecce yCtaHOBKN U HaCTpOVIKVI CUCTEMDI NPONCXOOAT NSMEHEHINSA KOHC])VIpraLJ,VIVI, HEKOTOpPbIe 3aga4n
MoryT I'IOTpe6OBaTb NMOBTOPHOIO BbINOJIHEHWA. ,D,J'IFI NMOBTOPHOIO 3anycka HEOBXOANMO HaXaTb Ha KHOMKY Play B
ob6Len CTPOKe COCTOAHNA B BerHeVI HYacCTn 3KpaHa nnn pagomM C Ha3BaHNEeM KOHKPeTHOro KOHTeVIHepa.

15. 3aBepLUeHNe yCTaHOBKU, MHNLaNn3aunusa aomeHa n
BXOA, B NaHesNb agMNHNCTpPAaTopa

Korpa ycTaHoBKa 6yLeT 3aBeplLueHa, COOTBETCTBYIOLLMI CTaTyC OTOBPAa3sNTCS B CTPOKE COCTOAHUS. s
nepexopa K criegylowemMy Lary HaxxmMmuTe Ha KHorky Janee.

|

He nokasblBaThb 3aBepLUEHHbIE O6bEKTOB B CTPOKE 1 v

MokasaTb BCoMoraTerbHble KOHTEMHEPbI pynnuposats He rpynnuposars v
infra-03 (100.70.81.216) k] - |
registry1 (100.70.81.216) R - |
infraetcd1 (100.70.81.216) (XD R - |
calico-libnetwork1 (100.70.81.216) ﬂ{ﬁ}.
calico-node1 (100.70.81.216) [ZXH) 0{0}.
bind1 (172.20.4.129) (XD R - |
clickhouse-keeper1 (100.70.81.216) [ZXH ® B{i}.
consult (172.20.4.131) [EEEXH) Ry - |
mailetcd1 (172.20.4.130) ([(E2XE) o&H
memcached1 (172.20.4.132) ([EEE) 0{3}.

BBeaunTte nms no4TOBOro AOMEHA 1 HAaXXMUTE Ha KHOMKY ,D,o6aB|nTb.

@ AdminPanel Hacrpoitku O6cnyxusanne @~

Coa3paiiTe nepBblil NOYTOBLIN JOMEH - YacTb email-agpecos nocne "@".

[MoyToBbLIE AOMEHBI KoHTelHepb!

vbastraOmail.onprem.ru

OTKpoech HOBad BKJ1agKa, Ha KOTOpOI7I HeEo6XxoQnMo aBTOPM30BaTbCH:

- Vims nonbsoBaTens — admin@admin.qdit.

- Maponb HaxoguTcs B dpaliie — bizOwner.pass, 415 ero NpocMoTPa BBeUTE B KOHCONM KOMaHay: cat /

home/deployer/bizOwner .pass .

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrpaHuua 67 ns 75


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/11InstallationComplete.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/11InstallationComplete.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/11CreatePostDomain.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/11CreatePostDomain.png

(#) VK Workspace

BonTtu B akkayHT

admin@admin.qdit

BsecTu napons - 3anoMHUTL

Ecnn norvH v naponb 6bin BBEAEHbI MPaBWbHO, Bbl MONageTe B NaHenb agMmuHncTpaTopa. Ons nposepku MX-

3anmcK HaxmMuTe Ha kHonky MpoBepuTb celvac.

VK

Tech Mouta KaneHpapb  AppecHas KHura 0O6nako

a AdminPanel

2 Monb3osatenn

B AgmunncTpatopsl

CocTofHMe cepBepa

a

Q@ HacTtpoiikn
@ Murpauuna

B TIpynnbl pacebinok

Ob6wume AWVKN

WHeTpyKumna

@ daiinoBoe xpaHunuiie >

s

ApnpecHan KHura

CTpyKTypa KoMnaHum

VYnpasnexHve [OMEHOM

Kondurypauma >

vbastraOmail.onprem.ru v

CocTosiHMe cepBepa VvbastraOmail.onprem.ru

MocnepHuit war — HacTpointe MX-3anucb

Bea MX-3anvcy Henb3A 0TNpaBnAATbL U NOyYaTh NUCbMa.

J[o/MmKHO 6bITb Ceimyac
Mma nopnomeHa: @
HeTt 3anucu.
Twvn 3anucu: MX

CospaiiTe 3anuck
C yKasaHHbIMU
napamMeTpamu.

HaHHble: mxs.vbastraOmail.onprem.ru.

MpuopuTeT: 10

MpoBepuTb ceinyac

HﬁCTpOeHa aBToOMaTuyeckan nposepka 3anucen.
O pesynbTaTe Mbl COO6LMM BaM MO 3N1EKTPOHHO MoyTe.

[Mpwn ycnewHo NpongeHHON MPOBEepKe NOSBUTCS yBEAOMIIEHNE O TOM, YTO MX-3anuchk HaCTPOEeHa BEPHO.
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VK Tech Mouta Kanenpape  AppecHas khura — O6nako

ﬂ AdminPanel vbastraOmail.onprem.ru ~

m
£} MmEeREETo CocrosiHue cepBepa vbastraOmail.onprem.ru

& AgmuHucTpaTopbi
© MX-3anucu HacTpOeHbl BEPHO
Bbl MOXxeTe 0TNpaBnATbL U NONy4YaTb NUCbMa.
CocTofHue cepeepa

SPF-3anucb He HacTpoeHa

SPF nossonaeT Bnagenbly AomMeHa ykasaTb B TXT-3anvcy foMeHa CTPOKY, yKasbiBaioLLyto CMCOK CepBepoB, NMEIOLWMX NPaBo OTNpas/iATL email-coobLeHnA ¢ 06paTHbIMM
Murpauua ajpecaMu B 3TOM JOMEHe.

a
€ Hacrpoiiku
(L]
]

L) PR S WHcTpykuma no HacTpoiike

& O6wwue Awmrkm
Ha o6HoBneHve 3anucei MoxxeT notpeGoBaTbCcA A0 72 4acoB.

© ViHctpykuma

Heo6xoauma HacTpoiika DNS 3anuceit ana pa6otsl DKIM

@ daiinoBoe xpaHunuile  »
Mucbma, 0TNPaBEeHHbIe C BALIETO [OMEHa, He NOANUCHIBAIOTCA CneLabHOM NOAMKCHIO M MOTYT NonaaaTh B criam.
1 ]

AppecHan KHura

€ CTpyKTypa KoMnaHum WwmA nopnomvena:  mailru._domainkey
Tun 3anucu: TXT
Q@ VnpasneHve [oMeHOM
MaHHble: v=DKIM1; k=rsa;
p=MIGfIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDic2
© Komcpurypauus 5 3h3ABtEFx/0SdVhWBtSoArt 5wVqMgdhtWsK3WnYj95g8hUV

hgKIErA13MUX1WGfVC/mfSnTIcBMVDOpWYTE2C3WbD4d
RtwvMI5Mfhd2EUExVagkpme2aYqTNL71NXknUcIGPEzHXKh
svWOVVTmOp2t9qLFoazltpkzZkpBwIDAQAB

WHcTpykuma no HacTpoiike

[Mocne npoBepkn MX-3anncm yCTaHOBKY MOXHO CYMTaTb OKOHYEHHOI. Takxe notpebyeTtcs HacTpolika SPF-
3anucun n DKIM-nognucu. VIHCTpyKLMX NO X HACTPOWKE Bbl HANOETE MO CChlSKe.

Ba>xHO

Mo 3aBepLUEHNI YCTaHOBKIM JOMYCKaeTCs TOMbKO yaalleHne apxmBa, N3 KOTOPOro 6bif1 pacnakoBaH ANCTPUBYTNB
B Hayane ycTaHOBKU. Bce ocTanbHble daiisibl 4OMKHBI OCTaBaTbCs B narke ¢ gaisiom onpremise-deployer_linux.
He ypanainTte nonb3oBartens deployer — aTa yyeTHast 3anncb NoTpebyeTcs 419 OGHOBNEHUS U JanbHENLEen
aKCnnyaTauum cepsrca NoYTbl.
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16. [lo6aBneHne AONOSIHUTEJNIbHbIX JOMEHOB

Ecnu Bbl NfaHUpyeTe NCnonb3oBaTb HECKOJIbKO AOMEHOB, 06aBbTE NX C MOMOLLbIO KHOMKY MopKaounTb
HOBbIV NPOEKT. [1/19 3TOro Hy>XXHO OTKPbITb BbiNafatollee MeHio PaaoM C BallM JOMEHOM 1 BBECTU agpec
JOMeHa.

VK Tech Moyta  KaneHpapb  AppecHas khura — O6nako

n AdminPanel vbastraOmail.onprem.ru

2 Monbaosatent v vbastraOmail.onprem.ru

pstraOmail.onprem.ru

g AJJ,MI/IHVICTpaTOpr MoaknoYnTL HOBBIV NpoeKT
epHO
Moyta v
Bbl MOXKeTEe 0TNpaBnATL U NoslyyaTb NUCbMA.
E) CoctoAHue cepBepa
. SPF-3anucb He HacTpoeHa
Q& HacTpoiiku
SPF nossonAeT BnagenbLy AoMeHa ykasaTtb B TXT-3anncy AomMeHa CTPOKY, yKa3bIBaloLLYHO CMIUCOK CEepBEPOB
® Mwurpauua afpecamv B 3TOM [lOMeHe.
& TIpynnbl paccbinok

MHCTpYKUMA No HacTpoiike

ObLwue ALMKN
Ha o6HoBneHue 3anucein MoxeT notTpeboBaTbCA A0 72 YacoB.

e &

MHCTpyKumAa

) G T O Heo6xoauma HacTpoiika DNS 3anucei ana pa6otbl DKIM

Ecnn xoTute coenatb AOMEH NPUNapPKOBaHHbIM, HEOBXOAUMO MPOoTY NpoBepky MX-3anvcy cnoco6om,

onuMcaHHbIM Bbille. YTobbl caenaTtb SoMeH n3BecTtHbiM ansa cuctembl VK WorkMail, goctatouHo npocTto
006aBNTb JOMEH B CMCOK.
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HacTpownka nHrerpauyunm c Active Directory

[na HacTpoliku nHterpauun c Active Directory nepeliguTe B pa3gen afMVHUCTPATVIBHON NaHenu
KoHurypaumna — HacTtporikn.

YT1O6bl HaYaTb HACTPOVIKY, ybepute yek6okc He ncnonbsoatb AD.

VK Communications  Moura  Kanerpaps  AfpecHas kuara  O6niako

a AdminPanel vbastraOmail.onprem.ru v
HacTtpoiiku

42 MMonb3osatenn

B AgmuHucTpatopbl Active Directory

Mouta >

@ daiinosoe xpaHnvwe  »
B AnpecHas kHura

€ CTpyKTypa KOMNaHum

€@ Vnpasnexuve AomeHom

€ KoHndurypauva v

o HacTpoitku Wcnonb3oBathb wingposaHHoe coeaunHeHne (LDAPS)

1l MohuTOpuHr + [o6asuTh ceptucmkar

WrHopupoBaTb ownbkn cepTudmkara

[lononHuTenbHble HacTpoikn
C6packiBaTb cecciv nosb3oBaTenei npy U3MeHeHnn napona

WcnonbsosaTh B KayecTse SormHa email BMECTo username

He ucnonbzosats AD

CoxpaHuTb

Appec AD — BBepguTe B NnoJsie agpec Bawero kaTtanora Active Directory.

KaTanoru nonb3oBatenen — BBeante 3HadeHue nons distinguishedName 13 crivicka aTpubyToB kaTanora.
Hanpumep, OU=demoapp.DC=presale.DC=1ocal.

/' Mpumeuanne

Ecnun Bam Hy>HO yKa3aTb 60/blle OQHOro KaTanora nosib3oBaTtenemn, obpaTntecs Kk npeactasutento VK.

JlornH agpMuHNCTpaTopa — BBEAUTE B None NornH nonb3osatens Active Directory ¢ npaBamu Ha YTeHMe

KaTasiora n aBTopnsaunio rnoJsib3oBaTene.

Maponb agMMHNCTpPaTOpPa — BCTaBbTE B Nosie Naposib nonb3osatens Active Directory ¢ npaBamu Ha YTeHune

KaTasora n aBTopusaumio Nonb3oBaTenen.

Mone cBolicTBa «OTYUECTBO» — €CNI Bbl ncnornbsyeTe cBoWCcTBO OTUECTBO, BBEAWTE Er0 3HaYEHNe B 3TO

none.
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Ncnonb3oBaTb WndppoBaHHoe coeanHeHne (LDAPS) — eCcTb BO3MOXHOCTb fo6aBneHns cepTudukaTa
LDAPS c nomoLupto kHonkn [Llo6aBuTb cepTudurkar.

NrHopuposaTb oLLM6KN cepTudumkaTa — ecimy BaC caMonognmcaHHbin SSL-cepTndunkaT, OTMETbTE 3TOT
YekBOoKC.

C6pacbiBaTb ceccuu nosib3oBaTenel Npn N3MeHeHNN Naponst — ecnm Yek6OoKC OTMEYEH, NPpY U3MEHEHII
napons nonb3osaTens B Active Directory 6ygeT cé6pacbiBaTbCs ceccus
B VK WorkMail.

Vicnonb3oBaTtb B KauecTBe JiornHa email BMmecTo username — B TeKyLLI,eVI BepCcunm none He NCcrnoJJib3yeTcs.
na nPpUMEeHeHNA HaCTPOEK HaXXMUTE Ha KHOMKY COXpaHI/ITb.

Ecnun nonbzosatenun He nosisunuco B VK WorkMail, Hy>XKHO NpoBepuTb KOPPEKTHOCTb HACTPOEK CUHXPOH3ALLNN
¢ Active Directory ¢ NTOMOLLbIO KOHCOJSIbHOW KOMaHAbI:

sudo journalctl -fu onpremise-container-adloader1.service

JonosHnTenbHas [OKYMeHTaLus

VIHCTpyKLMS MO yCTaHOBKE OBHOBEHNIA Ha KNIaCTEP — B [OKYMEHTE COAEPXUNTCS MHOPMaLMS Mo
o6HosneHmo VK WorkMail.

MpunoxeHue 1. Npwn BXxoae B NaHesNb agMUHUCTpaTopa
nosiBNsieTcs ownoékKa «HeBepHbIA Nnaposib»

[MepenpoBepbTe, YTO NapPOsb CKOMMPOBaH BEPHO. YTO6bI MPOCMOTPETb NapoOsib, BBEAUTE B KOHCON KOMaHAY:
cat /home/deployer/VKWorkMail/bizOwner .pass . Ecnum naponb 6bin1 npaBusibHbIM, a OLINGKa BCE paBHO
NosIBUIACb, TakKXXe HEOBXOAMMO CreHeprpPOoBaTb HOBbI Maposb.

B Be6-nHTepdelice yCTaHOBLLKA NepenanTe K CRNCKy KOHTeNHepPOoB, KNNKHYB rno forotuny Admin Panel

@ AdminPanel @ Hactpoiku O6cnysxwusanve (6

CospainTe nepebIi NOYTOBLIV JOMEH - YacTb email-agpecos nocne "@".

[MoyToBbIE AOMEHBI KoHTenHepb!

testpismail.onprem.ru

HalgnTe B cnncke koHTenHepoBs fmaill n HaxxmMuTe Ha 3HaYOK LECTEPEHKY CrpaBa OT Ha3BaHUsSi KOHTENHepa.
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cld-beaver1 (172.20.4.254) 08
nylon-proxy1 (172.20.4.253) T 0
adloader1 (172.20.5.3) 0%
mailapi (172.20.4.255) E)
mpop1 (172.20.5.1) 0
oper1 (172.20.5.2) 0
pandat (172.20.5.0) (FERED) 0%
fmail1 (172.20.5.7) 2%
img1 (172.20.5.5) (D) 08
lightning1 (172.20.5.4) E)
lightning-intapi1 (172.20.5.9) 0
matter1 (172.20.5.8) 0%
streamer-hotbox1 (172.20.5.10) 08
streamer-int1 (172.20.5.11) T 0

3anycTuTe BbiNofiHeHVe Wwara get_biz_owner.

@ AdminPanel Hactpoiikn O6cnyxusaHue @

fmail1 (172.20.5.7) 200

BbinonHuTe Wwarn no HaCTpPoukKe MalUUHbI
up_container 13

MoprotoBnTb (haisnbl KOHMUrypaLumm, cTaTuieckme AaHHble, 3anyCTUTb KOHTeNHep 3anycTuTb

get_biz_owner (53

Cospatb cynepnornb3oBaTens. Cyl'lepI'IOJ'Ib3OBaTel'lb - adMUWHUCTPATOpP BCEX NMO4YTOBbLIX JOMEHOB, Oﬁcﬂy)KVIBaeMbIX Nno4TOBbIM

3anyctutb

cepBepom

[oxantecb OKOHYaHWS BbIMOMHEHMS LWara, 3aTeM CKOMMPYNTE HOBbIV Mapob.

MpunoxeHune 2. O6HOBMIEHNE NNLLEH3NOHHOIO KJllo4a

Ecnu Bam Hy>XKHO O6HOBUTb NNLLEH3VNOHHDIN KJIIOY, HAXXMUTE Ha 3HAYOK @ 1 B BbiNagatoL,eM MeHIo Bbibepute
O6HOBUTb NNLLEH3NOHHbIN KJTIOY.

@ AdminPanel Hacrpoiikn O6cnyxusatue (624
MpoaykTbl
MoxanyicTa, Ao6aBbTe No OAHOM MaLUUHE ANS Kaxaoi ponu. Haxmute "CreHepupoBaTb aBToMaTU4eckn” Ans GbICTPOro coanaHus. | OBHOBUTB NMMLEH3VNOHHBIA KIHOY |

i
YcTaHOBKa 3aBepLueHa HETPYKLAR MO yeTanoaie

VIHCTPYKUWS MO yCTaHOBKe eMO-Bepcul

Onucatve cuctemsl VK WorkMail
pynnuposath He rpynnuposats v @) He nokasbiBaTb 3aBEPLUEHHbIE O6bekToB B CTpOKe

hypervisor1 (212.233.93.121) 18]
registry1 (212.233.93.121) (D)

infraetcd1 (212.233.93.121)

calico-libnetwork1 (212.233.93.121) (I

calico-node1 (212.233.93.121)

bind1 (172.20.4.129)

bibliodb1 (172.20.4.130) (D

o 0o 8 8B © O &
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B OTKpPbIBLLEMCA OKHE Bbl CMOXETE NMPOCMOTPETDb VIHq)OpMaLI,I/I}O O TeKYLWNX INLLEH3UAX, a TakKXe OBHOBUTb
JNINLLEH3VIOHHDIV KJTtOM.

Tekywaa nuueH3us:

UuID:

KnueHT: on-premise.ru

MouTtoBbLIe AOMEHBI: "*.0n-premise.ru"”

MpoaykThbi:
VK WorkMail: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTtenen
VK WorkDisk: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTenen
VK Teams: ¢ 26.01.2022, 14:09:30 no 08.01.2033, 14:09:30 Ha 100000 nonb3oBaTenemn

JInueH3noHHbIN kntov VK WorkMail:

nn BeibepuTe caiin ¢ NMUEeH3NOHHbLIM KIHoHoM Bbibpathb dhavin

CoxpaHutb

Ecnwn Bbl BHOCWUN Kakne-nn6o NsMeHeHs, KIMMKHUTE NO KHOMKEe COXpaHIlITb.

I'Ipvu10)|(eH|/|e 3. Jlorn n nonesHble KOMaHAbI

Bce komaHabl, nepevncnerHbie HUXe, crefyeT BbiNOMHATb B KOHCOAN MaLUNHbI-MOHUTOPWIHTA.
1. MNepeszanyck ycTaHOBLUYIKA:
sudo systemctl restart deployer
2. Jlorn ycTaHoBLUVIKa:
sudo journalctl -fu deployer
3. Cnncok 3anyLLeHHbIX KOHTENHEePOB:
docker ps
4. JTorn KOHKPETHOro KOHTelHepa:

sudo journalctl -eu uMA_KOHTeWHepa
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5. CtaTyc KoHTelHepa:

systemctl status mmA_koHTelnHepa

6. [locMOTpeTb CNUCOK «CIIOMaHHbIX» KOHTENHEPOB:

docker ps -a|grep Exit

7. FloCMOTpPETb CMICOK BCEX HE 3aMyCTUBLLMIXCS KOHTENHEPOB:

sudo systemctl | grep onpremise | grep -v running

8. YoanuTb KOHTEHep:

sudo docker rm uMs_KoHTeWHepa

[aTa o6HoBNeHns gokymeHTa: 18.03.2024
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