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Ha3HayeHe fOKyMeHTa

B OOKYMEHTE ONMnNCaHbl BO3MOXHOCTIW pe3epeBHOIro KonmpoBaHNA Oé6naka. Pe3epBHoe KonnpoBaHne

BbinonHsaeTcsa yepe3s BMWCLIENT.
JOKYMEHT Hy>KeH agMVHUCTPaTOpamMm opraHn3aLng.

Cwm. Takxe: PesepBHOE KOMMPOBaHMe NMoYTbl, KaneHgapen, npodunein nonb3oBaTeneil n aapeCcHbIX KHAT

BoamoxxHocTn BMWCLIENT n npumepbl
3anpocoB

[.ns Kaxporo 3anpoca HeOBXoANMO 0693aTENbHO NepefaBaTb CNeAyoWMIA CANCOK NONeN:

- =server — foMeHHoe Mg ang 3anpocos B BMWCLIENT, Hanpumep bmw.on-premise.ru.

- -tls — ncnonbayet nu cepep wWndposaHue (https). Gnar nprHUMaeT gBa 3HaveHus: true nnu false. No

YMOJYaHUIO CYMTaETCS, YTO LWNGPOBAHNE NCMOMb3YETCH.
- -method — meTog, KoTopbIN Heo6XOANMO BbidBaTb B gRPC API.

- -token — TokeH gna aBTopum3zauum 3anpocos K gRPC API, nony4yeHHbI Ha ware 1.
OnumoHanbHO MOXHO 3afaBaTb cliefyloLe napamMmeTpbl:

- -maxMessageSizeMB — makcuManbHbI pasmMep cooblueHnsa nepenaaembii no gRPC. 3HayeHne no

yMonyaHwuio: 128 MB.
- -skipVersionCheck — cpaBHBaTb I BEpPCUM KIIMEHTa N cepBepa. 3HavyeHre No ymondaHuto: false.

- -timeout — NPEVHUMaET 3HadyeHe B CeKyHOax, Hy>XHO NCNoJ1ib30BaTb Ha cnyqa|7| Meas1eHHOro coegnHeHna

nnu, ecnm 3anpocCbl HE BbIMNOJIHAIOTCA C owmnbkon timeout.

MonyunTb cnucok nonb3oBaTenei, paitsibl KOTOPbIX 6blIN
N3MeHEeHbI NocJie yKa3zaHHOro BpeMeHU

BbinonHuTe cneayioLLyio KomaHay:

./bmwclient -server bmw.%domain% -tls=false -method cloudUsers -token %token% -startts
%start_timestamp%

Mpumep 3anpoca:
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./bmwclient -server bmw.domainl.on-premise.ru \
-method cloudUsers -token JleaQ8dNUGUBX6oaugaWmJ12vaaFp9Sa \
-skipVersionCheck=true -startts 1695204000

-startts — nata v Bpems nameHeHua dannos y nonblosatenei. Nepepaetcs B popmate UNIX timestamp.

PesynbraT:

[INFO]: 2023/09/20 14:46:01 backend address is: bmw.domainl.on-premise.ru:443,
method is: cloudUsers

[INFO]: 2023/12/07 14:03:16 test_login_qdgm@ext@domaini.on-premise.ru

[INFO]: 2023/12/07 14:03:16 test_login_kjymglyn@domain2.on-premise.ru

[INFO]: 2023/12/07 14:03:16 test_login_asyqglge@domain2.on-premise.ru

[INFO]: 2023/12/07 14:03:16 test_login_z@ohfzsc@domain2.on-premise.ru

[INFO]: 2023/12/07 14:03:16 test_login_aetdr5x9@domain3.on-premise.ru

[INFO]: 2023/12/07 14:03:16 test_login_2ixphpmh@domain4.on-premise.ru

MonyunTtb CTPYKTYPY PannoB B ob6nake

BbinonHuTe cnenyoulyo KoMmaHay:

./bmwclient -server bmw.%domain% -method cloudBackup \
-token %token% -email %email%

-email — email agpec noyToBOrO ALLKKA, A1 KOTOPOrO BbINOIHAETCS 3aMpPOC CTPYKTYPbI.

Mpunmep 3anpoca:

./bmwclient -server bmw.domainl.on-premise.ru -method cloudBackup \
-domain wm2.on-premise.ru -token JleaQ8dNUBUBX6oaugaWmJ12vaaFp9Sa \
-email n.gruzdev@wm2.on-premise.ru

PesynbTaT:

[INFO]: 2023/09/27 14:13:56 backend address is: bmw.domainl.on-premise.ru:443,

method is: cloudBackup

[INFO]: tree:{info:{type:4 bizprj:2199623255553 ownerid:1000011 quota:2147483648} vfs:
{name:"/" mode:2 list:{name:"KaneHpapb" nodeid:"\x083\x00\x00\x00C\xc53d*b\xc4H\xad\xacH" mode:
4098 list:{name:"1 (4).txt" mtime:1683124497 nodeid:"L\x00\x00\x00C\xc53d*b\xc4H\xad\xacH"
mode :4097 size:9 hash:"Test info\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" }

}} acls:{treeid:"623432346630303030303030"}} path:"/recovered_data" lock:3

Co3paTb NOJIHYIO pPe3ePBHYIO KONnio o6aka

YTo6bl CO3AaTb MOJIHYIO PE3EPBHYIO KOMUIO aiifioB B 06/1ake A1 KOHKPETHOMO NOJIb30BaTENs U COXPAHUTD

pesynbTaT B AUPEKTOPWIO, HYXHO BbINOMHNTDL ClieayoLyo KOMaHay:
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./bmwclient -server bmw.%domain% -method cloudBackup -token %token% \

-email %email% -savePath backups -zip -save

« -email — email-agpec NoYTOBOrO ALLMKA, A1 KOTOPOro CHUMAETCs pe3epBHas Konus.

- -savePath — nyTb Ha guicke, Kyfa HEOBXOOMMO COXPaHUTb PE3EPBHYIO KOMMIO 06naka.

* =Save — COXPaHWNTb pe3yJibTaT pe3epPBHOIro KonmpoBaHa Ha ANCK B ANPEKTOPUIO, 6e3 cxaTums.

- -Zip — CXaTb B Zip-apXVB pe3ynbTaTbl PE3EPBHOMO KOMUPOBAHA N COXPAHUTb Ha OUCK.

®narn -save n -Zip B3aMOUNCKIOYaloWmne, X Henb3qa NCNoJib30BaTb BMeCTe B O4HOM 3anpoce.

Mpumep 3anpoca ¢ napameTpom -save:

./bmwclient -server bmw.domain1.on-premise.ru -method cloudBackup \

-token JleaQ8dNUBUBX6oaugaWmJ12vaaFp9Sa -email n.gruzdev@wm2.on-premise.ru \

-save -savePath ./backups

B npumepe, B napameTtpe -savePath, ykazaH nyTb OTHOCUTENBHO Mamnku, B KOTOPON HaxogmnTcs bmweclient.

PesynbTaT:

[INFO]: 2023/09/20 18:25:42 backend address is: bmw.domain1.on-premise.ru:443,

method is: cloudBackup

PesynbTaT pe3epBHOro KONMPOBaHKWS B Nanke backups/n.gruzdev@wm? .on-premise.ru-1702027656 .Oe

1702027656 — 9TO faTa 63kana B popmaTe UNIX timestamp.

n.gruzdev@wm2.on-premise.ru-1702027656

Ums N

6d132b4b6f452af4a81f88dec65848ba66alicbce
8ac8a3b6100a4b08763...f8ec086bd6e96581d86
9688ccch0c7686953bb...891865b70c4b89fe0b9
5465737420696e6660...000000000000000000
b01db09c91f24ac69e76d75d6463ec65bd32fdcb
b4ea03212c7a351c3a23cf6c72df30dec9e7182¢c
cebb1c9881e86da69491a7fbleadee8389be2bca
dbb9c3ce2f14e98016cba2e2f37725bc8b97a639
f1bd71e8454f37762b84f1ad78edecff59bf1414
tree.json

MNpumep 3anpoca c napameTpamum -zip:

./bmwclient -server bmw.domain1.on-premise.ru -method cloudBackup \

[aTta nameHeHus

CeropgHs, 15:27
CeropgHs, 15:27
CerogHs, 15:27
CeropgHs, 15:27
CerogHs, 15:27
CeropgHs, 15:27
CeropgHs, 15:27
CeropgHs, 15:27
CeropgHs, 15:27
CeropgHs, 15:27

Pasmep

138 KB
14,3 MB
6,3 MB
20 6
8,4 MB
34 MB
346 KB
8,5 MB
20,8 MB
5 KB

-token JleaQ8dNUBUBX6oaugaWmJ12vaaFp9Sa -email n.gruzdev@wm2.on-premise.ru \

-zip -savePath ./backups

PesynbTaT:

[INFO]: 2023/09/20 18:25:42 backend address is: bmw.domainl.on-premise.ru:443,

method is: cloudBackup

[OKYyMeHT
[okymMmeHT
[OKYyMEeHT
[okyMeHT
OoKyMeHT
[okyMeHT
[JOoKyMeHT
[okymMeHT
[OKyMeHT

EnvHCTBEHHOE OTNMYMe OT 63Kana C NapaMeTPOM -save — COLEPXUMOE Marky CXKVMaeTCs B apXMB.
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Copepxxmmoe 63kana n panna tree.json

B nanke ¢ 63kanom Bcerga coxpaHsaeTcs Gan tree.json 1 Gannbl Haxogsawmecs B obnake. MNpu aTom
ofHaKoBble dalfibl COXPaHAIOTCA OAUH Pa3, a B paiine tree.json COAEPXUTCS CCbinka Ha aToT dann. B panne

tree.json OTpaXeHa CTPYKTypa Gannos B 061ake, OHa HaXOgUTCS BHYTpU o6bekTa "vfs" :

"vfs": {
"list": [
{
"name": "KaneHpapb",
"nodeid" : "AwAAAEPFM2ReYsRIrazQnQ==",
"mode" : 4098,
"list": [
{
"name": "1.txt",
"mtime": 1683124497,
"nodeid" : "TAAAAEPFM2ReYsRIrazQnQ==",
"mode" : 4097,
"size": 9,
"hash": "VGVzdCBpbmZvAAAAAAAAAAAAAAA="
}
{
"name": "1A46632B-.jpeg",
"mtime": 1684172802,
"nodeid": "OgAAAH4dVWT0oBRCJj27QnQ==",
"mode" : 4097,
"size": 138053,
"hash": "bRMrS29FKvSoH4jexlhIumahHLw="
}
{
"name": "1B606A7D-.jpeg",
"mtime": 1684158651,
"nodeid": "xgAAAH4dVWToORCJj27QnQ==",
"mode" : 4097,
"size": 138053,
"hash": "bRMrS29FKvSoH4jexlhIumahHLw="
}
1
}
1
}
« "name" — HasBaHue dalna/nanku;

« "mtime" — pgaTa nocnegHero O6HOBAEHNS;
« "mode"” 1N "nodeid" — MeTafgaHHbIE;
- "size" — pa3mep danna B 6uUTax;

« "hash" — X3l OT cogepxumoro daina.

BHumaHmne

Qdarinbl pasmepoM MmeHee 20 6aliT He COXPaHSIOTCS B Manky ¢ 63kanoMm, a B dalinie tree.json B Nose hash

3anucbiBaeTcs cogepxumoe dpaina B dopmate Basebs.
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Bce dalinbl B 3TOM npuriMepe Haxogatcs BHyTpu nanku Kanengapb. Takxe MOXHO 3aMeTUTb, YTO Y daiinos

1A46632B-.jpeg 1 1B60B6A7D-.jpeg OONHaKOBOE 3HayeHMe B nosie hash — 3Ha4YNT 3TO OAMHAKOBbIE q>a|7|nb|.

B nHTepoderice obnaka 31O BbIMNSAUT Tak:

e

Jlnuubie > Kanengapb & 5

Manku [okyMeHTbl Tabnuubl  Pdf-pokyMeHTbl [MpeseHTaummn Apxusbl  U3o6paxeHus  Mysbika

ck iStock

+

Cospatb

1.txt 1A46632B... .jpeg 1B606A7D... .jpeg

iStock e iStock iStock

Y1066l cCONOCTaBUTb daln N3 Nanky ¢ 6akanom ¢ GaryioMm B tree.json :

1. CkonunpynTe 3HayeHne B none hash.

2. CKkoHBEpPTUPYINTE 3TO 3HayeHne 13 Baseb4 B Hex. Hanpumep, ¢ nomouubto: https://basebd.guru/converter/

decode/hex.

3. MNonyyeHHoe 3HayeHne — aTo daln B nanke.

Hex

copy clear download

6d132b4b6T452af4a81188dec65848ba66allchbe

Vi

The result of Base64 decoding will appear here

| 6d132b4b6f452af4a81f88dec65848ba66alichc I
8ac8a3b6100a4b08763...f8ec086bd6e96581d86
9688ccch0c7686953bb49891865b70c4b89fe0b9
5465737420696e666f0...000000000000000000
b01db09c91f24ac69e76d75d6463ec65bd32fdch
bdea03212c7a351c3a23cf6c72df30dec9e7182¢c
cebb1c9881e86da69491a7fbleadee8389be2bca
dbb9c3ce2f14e98016cba2e2f37725bc8b97a639
f1bd71e8454f37762b84f1ad78edecff59bf1414

 tree.json

Nmsa A~  Pasmep Tun

138 Kb [dokyMeHT
14,3 Mb [JoKyMeHT
6,3 Mb [JokyMeHT
20b6 [OokymeHT
8,4 Mb [okyMeHT
34 Mb [JokyMmeHT
346 Kb [okyMeHT
8,5 Mb [1okyMeHT
20,8 Mb [okymeHT
5KB JSON

BoccTaHOBUTb faHHble B o6s1ake

BbinonHuTe cnegyioLLyio KoMmaHay:
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./bmwclient -server bmw.%domain% -method cloudRestore \
-token %token% -email %email% -readPath %backups_dir%

« -email — email-agpec NoYTOBOrrO ALLMKA, 419 KOTOPOrO BbIMNOSIHAETCH BOCCTAaHOBIEHME.

- -readPath — nyTb 0o Nankn nan zip-apxmBa, B KOTOPOW HaxoguTCs Konus obaka.

Mpumep 3anpoca:

./bmwclient -server bmw.domainl.on-premise.ru -method cloudRestore \
-token JleaQ8dNUBUBX6oaugaWmJ12vaaFp9Sa -email n.gruzdev@wm2.on-premise.ru \
-readPath ./backups/n.gruzdev@wm2.on-premise.ru-1695212742

PesynbTaT:

[INFO]: 2023/09/21 10:19:09 backend address is: bmw.domainl.on-premise.ru:443,
method is: cloudRestore

Pe3ynbTaT, ecnm ykasaH NyTb A0 zip-apxuBa:

[INFO]: 2023/09/21 10:19:09 backend address is: bmw.domainl.on-premise.ru:443,
method is: cloudRestore

[INFO]: 2023/12/08 17:09:49 unzipping tmp/n.gruzdev@wm2.on-premise.ru-1702027656/
tree.json

[INFO]: 2023/12/08 17:09:49 unzipping tmp/n.gruzdev@wm2.on-premise.ru-1702027656/
cebb1c9881e86da69491a7fb1eadee8389be2bca

[INFO]: 2023/12/08 17:09:49 unzipping tmp/n.gruzdev@wm2.on-premise.ru-17082027656/
8ac8a3b6100a4bB87630df8ecB86bd6€96581d86

[INFO]: 2023/12/08 17:09:50 unzipping tmp/n.gruzdev@wm2.on-premise.ru-1702027656/
f1bd71e8454137762b84f1ad78edecff59bf1414

[INFO]: 2023/12/08 17:09:50 unzipping tmp/n.gruzdev@wm2.on-premise.ru-1702027656/
dbb9c3ce2f14e98016cba2e2f37725bc8b97a639

[INFO]: 2023/12/08 17:09:58 unzipping tmp/n.gruzdev@wm2.on-premise.ru-17082027656/
b4eaB3212c7a351c3a23cf6c72df30dec9e7182¢c

[INFO]: 2023/12/08 17:09:50 unzipping tmp/n.gruzdev@wm2.on-premise.ru-1702027656/
6d132b4b6f452af4a81f88dec65848babb6alichce

[INFO]: 2023/12/08 17:09:50 deleted temp directory ./tmp/

A BHumaHune

Ecnun B ogHom onpexkTopun C Zip—apXI/IBOM €CTb narka C TakmMm Xe HasBaHnem, TO 3anpoC He BbINOJIHNTCH —
HY>XHO nepemMecCTTb Nanky:

[FATAL]: 2023/12/08 17:89:37 target directory ./tmp/n.gruzdev@wm2.on-premise.ru-1702027656 is
not empty
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