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Ha3HayeHe fOKyMeHTa

B naHHOIN MHCTPYKLUUK npenctaBneHo onmcaHme npouecca YCTaHOBKM KOPNMOpPaTuMBHOIO MeCcCeHaxxepa VK

Teams Ha OfHY BMPTYasbHYIO MaLUVHY.
B nokyMeHTe paccmaTpurBaloTCs Ba CNOCO6a YCTaHOBKY CUCTEMbI:

1. YcTaHOBKa 13 rpadunyeckoro nHrepdenca

2. YcTaHOBKa 113 KOHCON

[OoKyMEHT npefHa3HavyeH Af1s MCNoib30BaHWs agMHUCTPATOPaMM OpraH3aLLum.

JononHnTenbHas [OKYMEHTaL s

VIHCTPYKLMS NO MHTErpaumy ¢ KOHTPO1IepoM goMeHa no npotokony LDAP — B okyMeHTe npencras/iieHa

VHPOpMaLMS NO yNpaBieHUIO NapamMeTpamMuy CUHXpPoHM3auumn LDAP.

VIHCTpYKLMS MO yCTaHOBKE OBHOBNEHNI Ha OfHY BUPTYallbHYIO MaLUMHY — B LOKYMEHTE MPOnucaH npouecc
OBHOBMEHNS CUCTEMBI, YCTAHOBMIEHHOW Ha 1 BUPTYanbHYIO MaLUVHY.

ApXuTeKTypa n onncaHne CNCTeMbl — B JOKYMEHTE NpeacTaBneHo onmcaHne apxnTekTypbl MHCTaNNSLIN Ha
OfHY BUPTYasbHYIO MaLLUVHY, KNaCTEPHON MHCTaNNSaummn, BO3MOXHble nHterpauum ¢ VK Teams, a Takke
TEXHNYECKNE faHHble N TPeBOBaHMS. He aBngeTcsa 4acTbio NyBANYHON AOKYMEHTaLUun, 06paTuTech K
npencrtasutento VK Tech, 4To6bl 03HAaKOMUTBCSA C AOKYMEHTOM.

BHumaHmne

PaHee mecceHpxep VK Teams HasbiBasics Myteam, 4TO HaXOOUT OTPaXeHe HEKOTOPbIX B TEXHNYECKIX
MOMeHTax (Hanpumep, KOMaHZbl B KOHCOMN).
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ApXuUTeKTypa npoekKTa

B maHHOM paspene NpencTaBneHo KPaTKoe OMNCaHne apxXMTeKTypbl NnpoekTa. MNogpo6Hoe onucaHne
APXVTEKTYPbI NPEQCTaBNEHO B OKYMEHTE «APXUTEKTYPA 1 OMMCAHNE CUCTEMbI» (HE ABMSETCA YaCTbio
nyBANYHON [OKYMeHTauun, o6patuTtecsk k npeactasutento VK Tech, 4To6bl 03HaKOMUTLCS C LOKYMEHTOM).

WnTepHeT DMz BHyTpeHHss ceTb
. . . —
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— ol . — - . —
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|
: — :
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' s [ —
Push services WAF N NTP Aamunucrparop

VK Teams npeacTaBnsieT Co60l OfHY BUPTYasIbHYIO MaLlUMHY 1 MOXET PacCMaTPUBaTbCS Kak OfAVIH KOMMOHEHT
ceTn.

NHcTannauusa VK Teams He TpebyeT oTAeNbHbIX KOMMOHEHTOB BHe cermeHTa cetn DMZ. OgHako VK Teams

aKTNBHO B3aI/IMO,EI,eI7ICTByeT C BHELWHVMW N BHYTPEHHUMWN KOMMNOHEHTaMWN CEeTU.

Kak npasuno, cepeep VK Teams ycTaHaBnmBaeTcs BHYTpY DMZ n He nveeT BHelwHero IP-agpeca. BmecTo
3TOro BECb HEOBXOAMMbIN TPaPUK NaeT Yepes NAT v WAF.

O69a3aTenbHblie KOMMNOHEHTDI

Cepsep VK Teams
B cermeHTe cetnn DMZ.
CepBep NTP

VlcnonbayeTcs Aaa CUHXPOHM3aL MM BpeMEHN, NPefoCTaBiseTcs 3aka34ynkoM. MoxXeT 6biTb MCNONb30BaH Kak
NMy6AMYHbIN, Tak 1 Ball COBCTBEHHbIN cepBep. Ha cxeme npeanonaraeTcs, YToO CEpPBEP HAXOANTCH B BalLEM
cermeHTe DMZ.
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CepBep SMTP

Ncnonbayetca gna otnpasku OTP-coobLeHnia, NpeaocTaBnsaeTcs 3aka3vymkom. MoXeT 6biTb MCNOSb30BaH Kak
Ny6AnNYHbIN, TakK 1 Ball COBCTBEHHbIN cepBep. Ha cxeme npegnonaraeTcs, YTo CepBeEpP HaXo4UTCH B BalleM
cermeHTe DMZ.

Cepsep DNS

McnonbayeTca g npeobpasoBaHug MMeH B IP-agpeca n o6paTHO, NPeaoCTaBAsSeTCs 3aka3ymkom. MoxeT
6bITb NCMONb30BaH Kak My6ANYHBIN, Tak 1 Ball COBCTBEHHbIV cepBep. Ha cxeme npegnonaraeTcs, 4To cepBep
HaxoauTcsa B Bawlem cermente DMZ.

Push-cepsucbl

BHewwHne cepsucol Apple n Google gna otnpaBku push-coobLeHnin Ha MOBubHbIe NNaTGOPMbI.
PacnonoxeHbl BO BHelHeM nepumeTpe. CepBepy VK Teams TpebytoTcsa ncxogsauime CoeguHeHNs K 3TUm
CepBUCaM N He TPEBYIOTCS BXOASLLNE COeQNHEHNS.

MpwunoxeHune VK Teams

[Monb3oBaTenbckoe NPUIoXeHne, yCTaHOBIEHHOE Ha OfgHOM 13 gonycTtumbix nnatdpopm. Cepeep VK Teams
LOJDKEH NMETb BO3MOXHOCTb NMPUHMAaTb BXOASALLME COOBLLEHNS OT 3TOMO NPWIOXKEHUS, a TakXKe OTNPaBNsTb
oTBeTbl. OCHOBHOE B3aMOAEeNCTBIE OcyLecTBnseTcs yepes npotokon HTTPS (443/TCP). lnsa pa6oTbl BUAeo-
1 ayAno3BOHKOB HeobxoauMbl npoTokonbl STUN 1 TURN: Bxogsawme coegnHeHns Ha nopTol 3478 /TCP n 3478/
UDP, a Takxe Bxogswui u ncxogawumi Tpaduk UDP no noptam 1024+ (RTP-Tpaduk).

OnunoHanbHble KOMMOHEHTbI

WAF (Web application firewall)

OcyuwecTtenseT punbTpaymto exogawero HT TP-Tpaduka, a Takxke akcenepauuto SSL-Tpaduka.
[MpepocTaBnseTcs 3aka3vymkoMm.

DLP (Data Leak Prevention)
CuncTtema ons NpefoTBpaLLEeHst yTeUKU faHHbIX. NpefocTaBnsaeTcs 3aKka3umkom.
LDAP

VcnonbayeTca ana nonydeHns cnucka nosb3osaTenein B cucteme. VK Teams MOXeT 06CyXBaTb Kak
nosib3oBaTenei, 3aBefeHHbix B LDAP 3akasuuka, Tak 1 BHYTPEHHINX nosibiosateneit. ViHterpaumns ¢ LDAP He
ABNAETCA 06593aTeNbHbIM YCIOBUEM, HO O4YEHb YA0O6Ha AN TEX, KTO MMeeT BHYTPeHHWI LDAP, Hanpumep MS
Active Directory.

AHTUBUpPYC

McnonbayeTca ana nposepkn Gannos Ha BUPYChl. He aBnseTcs o6a3aTtenbHbiM KOMMNOHEHTOM.
[MpepocTaBnseTcs 3aka3vymnMkoMm.
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OnuncaHune gncTpmnoéyTnBa N TeXHNYECKNe
Tpe6oBaHNA

OunctpunbyTtne mecceHpxepa VK Teams noctaBnsgeTcs B BUAe obpasa BUPTYasibHON MaLUVHbl CepBepPa, a Takxe
Habopa NPUNOXeHW AN MOBUIbHBIX YCTPOWCTB NN KOMMbIOTEPa.

MuHManbHbie Tpe6oBaHNSA K CepBepy B 3aBNCIMOCTY OT KOJIMYECTBa Nosib3oBaTesNel:
KonuuecTBo nonb3oBaTtenen vCPU RAM, GB SSD, GB S3,GB / rop,
TecToBasi ycTaHOBKa

1000 22 56 350: -
root 100 GB
data 250 GB

npOAyKTI/IBHaH YCTaHOBKa

OT11p002000 22 56 350: 500
root 100 GB
data 250 GB

OT12 001805000 30 72 350: 1000
root 100 GB
data 250 GB

OT15 0018010 000 40 112 650: 3500
root 100 GB
data 550 GB

- VCPU: O6g53aTenbHasa nogaepxka Time Stamp Counter (TSC). lNpoBepuTb Haan4me MOXHO Nockom dnara
constant_tsc B /proc/cpuinfo. JTlo6011 coBpeMeHHbI MPOLLEeCCOP NOALEPXNBAET 3TY TEXHOMOTNIO,
O[HaKO VIHOr[a 3TOro PErnmcTpa HET BHY TP BUPTYabHOW MaLUMHbI. B 3Tom cnyyae Heo6xogumo
NpaBUSIbHO HACTPOWTb CUCTEMY BUPTYaNn3aLun.

« Bxogawwmn tpaduk: TCP — 25 MéwuTt/c; UDP — 25 MéuT/c.
CoBMeCTMMOCTb:

- MO VMware Bepcuii 6.x — 7.X.
- JTlo6ble cnctembl BUPTYanmsaumm, ocHoBaHHbie Ha KVM, Hanpumep OpenStack.

« VK Cloud Solutions.
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Bonee nogpo6HO TeEXHNYECKNE JaHHbIEe N TPEeBbOBaHWS NPeacTaBneHbl B OKYMEHTE «APXUTEKTYpa 1 onncaHne
cuCTeMbIl» (He ABNSETCS YaCTbio MyBNNYHOM OOKYMeEHTauuu, obpatutecs k npegctasmtento VK Tech, 4tobbl
O3HaKOMUTbCS C JOKYMEHTOM).
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I'Ipep,BapMTeanble ycnoBmd And yCTaHOBKHA

[Mepen ycTaHOBKON HEOBXOANMO O6EeCneYnTb:
PoyTuHr ucxogsawmx coeguHeHnn

Heobxogum gnst otnpasky push-coobLieHnin (yepes cepauchl Apple, Google) n onsa paboTbl FONOCOBbIX 1
B/AE0-3BOHKOB.

SMTP-cepsBep

ABTOpPU3aLMa NOb30BaTENEN B MECCEHOKEPE BbINOSHAETCS C MOMOLLbIO OfHOPa30BbIx koo (OTP via email).
[ns pocTaBkm NMCeM C OgHOPa3oBbIMU Kogamu Heobxoanm SMTP-cepep, Ha KOTOPOM pa3pelleHa OTnpaBka
NOYTOBbIX COOBLLEHNIA AN JAaHHOW BUPTYaslbHOM MaLUHbl — 6€3 aBTopu3au iy 1 6J1I0KNPOBKN aHTCHaM-
CUCTEMOV.

NTP-cepBepbl

Hy)KHbI 0Nna CNHXPOHN3auUnn BpemMeHN. Bo3MoXHO YKa3aHne BHeLWHX CcepBepoB, eCl/in HET CIOXHOCTEN C
npoxoxXxgeHnem ceTeBblX ¢)I/U'IprOB.

Ncxopswme coegnHeHNs Ha CTOPOHE KJINEeHTa

PaspeLwmnTtb nogknoyeHuve: 80/TCP, 443/TCP, 3478/TCP + UDP, UDP-nopTbl Bbilwe 1024,

LDAP
Cepauc VK Teams MOXeT paboTaTb Kak O60COBMIEHHO, TakK 11 B CBSI3KE C KoprnopaTusHbivM LDAP-cepBepom.

Cucrema NpenocTaBnseT BO3MOXHOCTb yka3aTb HACTPOWKN ans coeguHeHuns ¢ LDAP-cepsepom (npu ero
Hann4n) BO BPEMS UHCTaNNALMM U MOCHE ee 3aBePLUEHNS.

NHdopmaums no ynpasneHuio napameTpamuy cruHxpoHnsauum LDAP nocne nHctannaumm mecceHaxepa
npepcTaBneHa B 4OKYMeHTe «V/IHCTPYKLUMS MO NHTErpauumy ¢ KOHTPONIEepOM AOMeHa Mo npoTokony LDAP.

Ecnun HacTpoiikn gnsa coeanHeHuns ¢ LDAP-cepBepoM NponsBogaTCs B MOMEHT VHCTannaummn, Bam
HEeo6XoOMbl:

- focTyn kK LDAP-cepBepy;

- Hactpoukun gns coegnHeHns ¢ LDAP-cepsepom: bind_dn, user_dn, url, password, CA-cepTudukar;

- HasBaHwue rpynnbl nonb3oBaTeneil, KoTopbiM 6yAeT AOCTYMHO OKPYXEeHVe agMUHICTPaTOPa, Hanpuvep,
myteam-admin. HazsaHve rpynnbl 6ygeT NCNonb30BaHO MNpW HAaCTPOKE AOCTYMNa K OKPYXEHUIO
agMUHUCTpPaTopa.

BoamoxHa paboTa 6e3 LDAP, c go6aBneHnem nonb3oBaTtenen Bpy4YHylo (mogpobHee cM. «PyKOBOACTBO Mo
afMUHUCTPVIPOBAHNION).
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YctaHoBKa VK Teams ns rpagpunyeckoro
nHTepdenca

Mpouecc yCTaHOBKY MECCeHAXepa YC/IOBHO AE/NTCA Ha:

1. dencTteunsg B KOHCoNn — warun 1-9;
2. JencTBus B rpadmnyeckom nHtepdeince yctaHoBLKa — warin 10-14;

3. PecTapT BUpTYanbHOW MalUHblI B KOHCONW — Lwar 15.

Ona yctaHoBku VK Teams 13 rpadunveckoro nHrepderica HeO6XxoaMO BbIMONHUTD LWaru, NpeacTaBleHHble

HVXe.

BHUMaHune

Bce komaHfbl B KOHCOMM BbIMOMHAOTCSA NOA Nonb3oBaTenem root.

Lar1. MpepBapwuTenbHbie yCoBUSA AJ1 YCTaHOBKU

I'Iepe,u, HavaJioM MHCTannauunumn y6eJJ,VITer, 4YTO BbINOJIHEHDbI BCE MNnpenBapunTeSibHble yCN1oBUA (CM. pas3nen

MpepnBapuTenbHblie YCNOBUSA A1 YCTaHOBKM).

LLar 2. NMpoBepka LenocTHOCTN NoJsly4YeHHbIX 06pa3oB
BMPTYasibHbIX MaLLVH

YTo6bl NPOBEPUTL LIENOCTHOCTb 06Pa30B BUPTYasbHbIX MaLLVH, B AMPEKTOPWN CO CKavyaHHbIMY daiinamu

BbINOJIHATE B KOMaHOHOW CTpoOKe:

Linux
md5sum *
Windows

CertUtil -hashfile myteam.ova MD5
CertUtil -hashfile myteam.qcow2 MD5
CertUtil -hashfile myteam-data.qcow2 MD5

Mac
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md5 *

[anee cpaBHUTE NONYyYEHHOE 3HAYEHME C XELL-CYMMOI, yKa3aHHOI B TekCToBOM daiiie md5.txt,
pacnpoCTpaHIeEMOM C ANCTPUBYTUBOM.

LLar 3. 3anyck o6pa3a BUpTyasnibHON MaLUVHDbI

3anycTuTe 06pas BUPTYarbHOWN MaLLUHbI.

LLar 4. NMopaxsitoueHne K BUpTyasibHON MaLUHe

[MopknounTech K BUPTYyanbHOW MaluviHe rno SSH.
Monb3osaTtenb: centos
Maposb: djhMRG1vO

BHumaHne

YTO6bI NOYYMTH NaPOSIb 415 NMOSIb30BaTENs root, 06PaTUTECH B CIYXBY TEXHNYECKON NOALSPXKA.
Mocne nogxloYeHNs K BUPTYaslbHOM MalLnHe Naposnu A nosb3osaTesneli root 1 centos HeoBXoAVMO CMEHUTD.

macOS nau Linux:
ssh centos@<VM IP address>

Windows: 3aBcuT OT ncnonbayemoro SSH-knneHTa.

LWar 5. Nl’eHepauuna SSH kniova ang ycTaHOBLULMKA

Ona pocTtyna yctaHoBLuka K cepepy VK Teams HEOBXOAMMO CreHepupoBaTh kitod Ha cepaepe VK Teams:
ssh-keygen -f vkt_key

[Mocne atoro I'Iy6J'II/I‘-IHyIO 4yacTb K/loYa HEOBXoaMMO 0,06aBUTb NOMb30BaTeNO centos B CNNCOK
ABTOPWN30OBaHHbIX KStoyen:

cat vkt_key.pub >> /home/centos/.ssh/authorized_keys

MpuBaTHas YacTb ktoyva (vkt_key) BygeT ncnonb3oBaTbCs NMpu 3anycke yCTaHOBLLVIKA.
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Lar 6. IP-appec

Mepepn, HavyaIoM UHCTaNNALAN HEOBXOONMO ONpenennTb, ByaeT N AOCTYMNEH CePBUC B UHTEPHETE.

Ecnu cepBuc He 6yaoeT OOCTYMNEH B UHTEPHETE, TO HEOBXOAMMO NCMNONb30BaTb BHYTPEHHUI IP-agpec
pa3BopayIBaeMOW BUPTYaslbHOW MaLLHbI.

Ecnun cepBunc 6ygeTt 0OCTYMNEH B UHTEPHETE, HEOBXOANMO NCMONb30BaTb BHELLHN IPv4 agpec BUpTYyanbHON
MaLUVIHbl. AGpecC MOXET 6bITb MOAHAT Kak BHY TP BUPTYalbHOW MaLUVHbI, Tak 1 npobpolueH yepes NAT.
MpeobpasoBaHme ceTebix agpecoB (NAT) LoMKHO 6biTb BUAa 1-B-1 (CeTb B CETb), TO €CTb C COXPaHEeHNeM

HoMepa nopTa. VIHaye BMAEO 1 FoIoCoBble 3BOHKM MOTYT He paBoTaTb.
IP-appec B fanbHeliemM 6yaeT UCMONb30BaTbCs MNPY 3amnycke YCTaHOBLLVIKA.

Mpw ncnonbsoBaHMN BHeLWHero IP-agpeca Heo6xoaMMo NpPonsBecT HacTpolik DNS-3oHbl (cm. LLar 7.

HacTtporikn DNS-30Hb).

LWar 7. Hactpoinkmn DNS-30HbI

3aBeguTte B DNS-30He nmeHa XxoCToB, KOTOpPble 6yayT CMOTPETb Ha BHeLHWI IPv4 agpec.
Cnuncok nveH (CNAME nué6o A-3anmncin Ha Balle yCMOTPEHME):

U
- ub

.S

- webim

- api

- admin

- dl

- di

- di-dark

- biz

- call

- calendar

- mobile-calendar

- stentor
Hanpumep, ons pomeHa vkteams.example.com rms xocTa 6yaeT BbirnageTb kKak uvkteams.example.com.

BapuaHT 1.
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Ecnun ectb BO3MoxHoCTb co3aanuna 3anmncu Wildcard CNAME B DNS, To MoXHO co3aaTtb A-3anmnchb,
yKasblBaloLLylo Ha agpec cepaepa VK Teams, n 3anncb Wildcard CNAME, ykasbiBaloLLyto Ha A-3anncb cepaepa
VK Teams.

$ host -t axfr example.com | grep vkteams

vkteams.example.com. 3600 IN A 172.27.59.10
*.vkteams.example.com. 3600 IN CNAME vkteams.example.com.
BapuaHT 2.

Ecnun HeT Bo3amoxxHocTn cospanmsa 3anmncum Wildcard CNAME B DNS, To MO)XHO co3gaTb A-3aninchb,
yKasblBaloLLylo Ha agpec cepaepa VK Teams, n otgenbHble 3anncn CNAME, koTopble 6yayT paspeLuaTbcs Ha
cospaHHyto A-3anunce. 3anncu CNAME fonXHbl COOTBETCTBOBATb NEPEYHIO MMEH, NPeACcTaBlEHHOMY BbiLLe.

$ host -t axfr example.com | grep vkteams

vkteams.example.com. 3600 1IN A 172.27.59.10

u.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.
ub.vkteams.example.com. 3600 IN CNAME  vkteams.example.com.
s.vkteams.example.com. 3600 1IN CNAME  vkteams.example.com.
di.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.
webim.vkteams.example.com. 3600 1IN CNAME  vkteams.example.com.
api.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.
admin.vkteams.example.com. 3600 1IN CNAME  vkteams.example.com.
dl.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.
di.vkteams.example.com. 3600 IN CNAME  vkteams.example.com.
di-dark.vkteams.example.com. 3600 IN CNAME  vkteams.example.com.
call.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.
calendar.vkteams.example.com. 3600 1IN CNAME  vkteams.example.com.
mobile-calendar.vkteams.example.com. 3600 IN CNAME vkteams.example.com.
biz.vkteams.example.com. 3600 IN CNAME  vkteams.example.com.
stentor.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.

BHumaHune

He BHOcuTe nsmeHeHus B etc/resolv.conf. ECnuv nameHeHs BCE e HEOBXOANMO BHECTI, TO NEPBbIM LOSIKEH
6bITb yKa3aH xocT 127.0.0.1.

LLar 8. Bbinyck SSL-cepTtudunkata

B uensax 6esonacHocTu ncrnonbayetcs SSL-wndbpoBaHmne, ons paboTbl cepBepa HEOBXOAMMO BbIMyCTUTb SSL-
cepTudukar.

Ecnu Bbl ncnonbayete ceptudrikaTbl COBCTBEHHOIO LeHTPa cepTudmKaLLvm, BbinyCTUTE cepTudUKaT, KOTOPbIN
danee noHago6buTtcsa npu HacTpoike VK Teams (cm. Hactpowkun SSL-cepTudnkata). icnonbsynte Wildcard-
ceptudukar, Hanpumep *.vkteams.EXAMPLE.com, nnn ceptudumkaT C yKkazaHNEM BCEX HEOBXOAVIMbIX VIMEH (CM.

pasgen LLar 7. Hactporkn DNS-30HbI).

[Ona SSL-cepTndrKaToOB TakKe MOXHO UCMOob3oBaTb NpoTokon ACME (nopaepXmnBaeTcst TOSIbKO NpoBangep

Let s Encrypt). B aToM cnyyae nonyyeHuve 1 NpoaneHne ceptridnkaToB — aBTOMaTUYECKOE.
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Lar 9. OTKpbITb AOCTYMbI A0 BHYTPEHHNX pecypcoB

BxopsiLume coegnHeHns Ha cTopoHe cepBepa VK Teams:
OTkpbITb NopTbl: 80/TCP, 443/TCP, 3478/TCP + UDP, UDP-nopTbi Bbiwe 1024.

Ncxopgsawme coeguHeHns Ha ctopoHe cepBepa VK Teams:

- OTKpbITb J,OCTYN AJI CEPBEPOB OTMNPaBKN YBeAOMJIEHUIA:

HEOBX0oOMO o6ecnednTb 4OCTYN K cepBepam Google n Apple ons oTnpaBkn 1 KOPPEKTHON paboTbl push-
yBEAOMNEHN Ha MOBUbHBIX MNnaTdopmax Android n iOS.

Cepsep Apple

TCP 5223;443;2197
IP17.0.0.0/8

CrtaTtbs Ha canTe apple.com

Cepsep Google

TCP 5228;5229;5230;443
NHdopmauus Ha ipinfo.io
CrtaTtbsl Ha canTe google.com

« OTKpPbITb AOCTYN A0 BCeX BHYTPEHHUX pecypcos: LDAP, NTP, SMTP, DNS.

Llar10. 3anyck ycTaHOBLUMKA

Pacnakylite apxus vkt-web-deployer.tar.gz.zip B oToenbHyo gupekTopuio 1 3anyCcTUTe NCNONHAEMbI daiin.
[anee nepengunte no agpecy http://127.0.0.1:8888.

LWar 11. Jlo6aBneHne cepBepa B YCTaHOBLUNK

Ha rnaBHOI CTpaHuLe YCTaHOBLLMKA HaxXMuTe KHonky [o6aButb — CepBep:

@ AdminPanel Hactpoiiku

Cepeep

Ha oTto6pasumBLuenca ¢opme fobaB/eHns cepBepa 3anonHNTe Nons:
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@ AdminPanel Hacmpoiiku

Ponb Wma xocta IP BrewHuit IP

vkt-1vm v onprem 10.10.701 130.1.10.15
SSH-nopt Mma nonb3osatena Mapons MpuBaTHbINA KNty

22 centos strongPass vkt_key v
CropoHa Homep napbl xocTos

m

- Ponb — gns yctaHoBku standalone VK Teams Hy>HO Bbi6paTb vkt-1vm;
- imsa xocTa — KOpOTKOE nMs cepBepa (6e3 ooMeHa);
« IP — IP-agpec, no koTopomy 6yaeT OCYLLECTBAATbCA OCTYN yCTaHOBLUMKa K cepBepy VK Teams;

» BHewHUIA IP — BHELLHWUI nnn BHYTPEeHHWI IP-agpec, NpucBoeHHbIn Ha ware Lar 6. IP-agpec. MoxeT

CoBMagaTb co 3HadeHnem B none IP;
« SSH-nopT — nopT SSH cepeepa (No ymonyaHnio — 22);
- imsa nonb3oBaTens — v Nonb3oBaTens o CoeguHeHns yCTaHoBLLMKa No SSH (no ymonyaHuio centos);

- Maponb — npu ncnonbsoBaHuy asTopursauum no naposno — djhMRG1IvO. MNone He 3anonHsaeTcs npu

NCNOb30BaHNV MPUBATHOIO KIKOYa;
- CTOpoHa — rorse He 1cnosb3yeTcs Npu ycTaHoBke standalone;
- Homep napbl XOCTOB — MoOJ1e HE CMOb3yeTca Npu ycTaHoBKe standalone;

- MpuBaTHbIN KJIOY — KJ1IOY O/19 AOCTYyna yCTaHoBLUMKa K cepBepy VK Teams. Boi6epuTe B BbinagatoLLem
cnncke nons + [lo6aBnTb HOBbIV KoY. B oTo6pa3suBLLECS dopMe 3anoNnHNTE NoNs:
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[lobaBneHne NpuBaTHOro Kaw4a
Mmsa kntova: Keyl

MpuBaTHbIA

K/THOu:

Maponb keyPass

Kova:

(] Ucnonb3oBatk No ymonuaxuio

B none MpuBaTHbIN KAKOY HEOBXOOMMO CKOMMPOBaTb COAEPXIMMOE NpUBaTHOM YacTu SSH koya,
CO3faHHOro Ha ware 5 (cm. pasgen LLar 5. leHepauma SSH knioda ans yctaHoBsLLKa). [TprBaTHbIN KiTloYy
Heo6X0OMO yKa3aTb MOSIHOCTbLIO, BKJOYasd ----- BEGIN RSA PRIVATE KEY----- n ----- END RSA PRIVATE

B none Maposnb knwouya ykasaTtb Maposb, CO34aHHbIA Mpu reHepaun SSH kntova (ecnm naposnb He 6bi
CcO34aTb — MOJsie He 3aMosHATb).

HaxmunTe Ha kHonky COXpaHUTb.

[Mocne 3anonHeHus nonen Ha popme fob6aBAEHUs cCepBepa HaXXMNTE Ha KHomMKy J,o6aBUTb.

[o6aBneHHbIl cepBep OTOBPA3UTCS B NaHeN yCTaHOBLLVKA:

@ AdminPanel Hacrpoiiku

onprem (89.208.199.173) @4

JobaButs

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 17 ns 53


/builds/vk-communications/docs/vkc-docs/workmail/public/Teams/1vm-install-guide/images/1vm-install-guide-4.png
/builds/vk-communications/docs/vkc-docs/workmail/public/Teams/1vm-install-guide/images/1vm-install-guide-4.png
/builds/vk-communications/docs/vkc-docs/workmail/public/Teams/1vm-install-guide/images/1vm-install-guide-5.png
/builds/vk-communications/docs/vkc-docs/workmail/public/Teams/1vm-install-guide/images/1vm-install-guide-5.png

LWar12. Hactponkun VK Teams

Mocne no6aeneHus cepeepa nepergnte B pasnen Hactpoiku:

(#) AdminPanel  Hacrpor

onprem (89.208.199.173) ll{ﬁi’

4

Ha oTo6pasuBLIecs CTpaHNULLE HAXMNTE Ha MUKTOrpaMmMy , YTO6bI NEPETN B PEXIM PEfaKTUPOBAHNS:

@ AdminPanel Hacmpoiiku

HacTpoikn

VK Teams

HacTtpoukun VKT

N

OCHOBHbIE HACTPONKK

Hactpoiku SSL/TLS

HacTpoiku goctyna K naHenu agMMHUCTPUPOBaHWUA

HacTponku obpaTtHoi cBA3n

HacTpoiku cuHxpoHu3auun nons3osatenen ¢ LDAP

Huxe npriBegeHo Nogpo6HOe ONMCaHNe Kaxaoro nyHkTa KoHburypaumm.

[lomeH nosnb3oBaTtens

BbibepuTe pasnen OCHOBHbIEe HACTPONKM:
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OCHOBHbIE HACTPOIIKK

HacTtpoitku SSL/TLS
HacTpoiiku goctyna K naHenu agMUHUCTPUPOBAHUA
HacTtpoiiku obpaTHoi cBA3m
HacTpoiiku cuHxpoHu3auum nons3osarenen ¢ LDAP
[na HacTpowkn cepepa VK Teams ykaxunTte 6a30Bbli LOMEH. Hanpumep, vkteams.example.com o3Ha4vaerT, 4yTo

KJIMEHTCKMNE NMPUIOXEHNS 6yayT MbiTaTbCa NOMYYNTb 4OCTYN K CaTam u.vkteams.example.com,
ub.vkteams.example.com n . 4.

BHewHuit gomer VK Teams:

vkteams.example.com

Cnuncok DNS-cepBepoB

YkaxuTe cnnucok DNS-cepeepoB (IP-agpeca cepBepoB, KOTOpble 6yAYT NCMONb30BaHbl 419 Pas3peLLEHIS
VIMEH).

Cnucok DNS cepeepos:
8.8.8.8 _—

8.8.44 —

+ [obasuts

Cnucok cepBepoB ToyHoro sBpemeHmn (NTP)

YkaxuTe cnucok NTP-cepBepoB (IP-agpeca nam nveHa XxocToB):
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Cnucok NTP cepsepos:
0.pool.ntp.org —
1.pool.ntp.org —

+ [obasuts

HacTtponka SMTP-cepBepa

YT106bI HacTpouTb OTP via email, ykaxuTe:

« Vima nnn IP-agpec SMTP-cepaepa.
- MopT SMTP-cepBepa (kak NpaBnsio, He TPebyeT PeaakTNPOBaHNS).

« O6paTHbIN agpec ona coobuieHunn ¢ OTP-kogamun (none From: B ncbme). PekoMeHAyeTCs NCMNob30BaTb

peasnibHO CYLLECTBYIOLWMI agpec.
Anpec noytosoro cepsepa (SMTP relay):

127.0.0.1

MopT noytoBsoro cepsepa (SMTP relay port):

25

From: agpec Ana ucxoasLwmMx NOYTOBbIX COODLLEHMIA:

otp@vkteams.example.com

HacTpoinka cepBuca 3anmcm 3BOHKOB

[aHHbIN NapameTp KOHTPOMPYET CEPBUC 3anncul 3BOHKOB. [py ero BKIIIOYEHW 3BOHKIM BYAyT 3an1CbiBaTbCS,
roToBasi 3anyCb ByOeT OTrNpPaBIeHa Nosib30BaTENIO B NINYHbIE COOBLLEHNS C NOoMOLLbio 60Ta (Recorderbot).

Ha paHHbI MOMEHT, 3anncb JOCTYMHa ToNbko B Desktop npunoxeHunsx. Mo ymonyaHuio 3anmnch BKAKOYEHA.

BK1HOUUTL CepBUC 3anncu 3BOHKOB: O

HacTtpownka SSO-ayTeHTndpumnkaunumn

Ecnu B ganbHenwem nnaHnpyetcs HacTpolika SSO-ayTeHTudunkaumm no npotokony SAML, yctaHoBUTE

nepexksYaTesib B aKkTBHOE MNOJTIOXEHNE!
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Byaet nu ucnonb3osartbca asTopusayma SAML 8 ADFS: «©

YcTaHOBKa pa3speLleHnin gng nonb3oBaTenen

YTO6bl paspeLllnTb NOAb30BaTENIM U3MEHSATb MHGOPMaLMIO O cebe B Npoduie MecceHaxepa, yCTaHOBUTE

nepexknyartenn:
Pe3pelunTs U3sMeHeHWe aBatapa nonb3oBaTenem: «©
PaspewwmTts namexHenue imenn n @ammnum «©
nonb3oBaTtenemM:
PaspewuTs cMeHy pasgena About me nonb3oBaTtenem: «©

YTo6bl paspeLunTb yaaneHre oTnpaBieHHOro COOBLLEHNS B NIMYHbIX YaTax/rpynnax 6e3 yBegoMIeHs
YYaCTHVKOB, yCTaHOBIWTE NepeksioyaTenb:

PaspewmTb ‘TUxoe yaaneHue' @

HacTtpoiukun SSL-cepTudpukara

YT06bl yKazaTb cepTudukaTbl, Nepenante B pasgen Hactponkn SSL/TLS:

OCHOBHbIE HACTPONKN

HacTtpoiikn SSU/TLS

HacTpoitkv gocTtyna K naHenu agMUHUCTPUPOBaHNA
HacTpoiiku obpaTtHoit cBA3n

HacTpoiiku cuHxpoHu3auuu nonb3osarenen ¢ LDAP

YkaxunTte SSL-cepTudurkaT, BbinyLLEHHbIN Ha ware 8 (cm. LLar 8. Boinyck SSL-cepTtudukara).

1. MpwuBaTHbIN KNtoY AN1s SSL-cepTndrkaTa ykasbiBaetcs B popmaTte PEM 1 He [omKeH 6biTb 3aLLULLLEH
naponem:
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MpuBaTHLIN SSL KNHoY:

MprBaTHBIN KJtOY HEOBXOAMMO YKa3aTb MOMHOCTbIO, BK/OYas ----- BEGIN RSA PRIVATE KEY----- n-----
END RSA PRIVATE KEY----- .

2. SSL-cepTudukat cepaepa B popmate PEM. [ns1 KOPPEKTHOM paboTbl YKaXKNTE BCIO LLEMOYKY
ceptudukaTtos (full chain):

SSL ceptudukar ana WEB cepsucos:

SSL cepTudunkatbl HEOBXOANMO yKasaTb MOSIHOCTbIO, BKOYas ----- BEGIN RSA PRIVATE KEY----- n-----
END RSA PRIVATE KEY----- .

3. YkaxuTe cnocob npoeepkun SSL-cepTudukaTa:

Cnocob nposepkn SSL ceptudukara:

True
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Cnocob npoBepku SSL cepTudrkaTa, MOXET NpUHUMaTL 3 Buaa 3HadyeHuin: True, False, nyTb o danna
.ca_bundle:

- True — npoBepaTb cepTudmkat ¢ ueHTpamu ceptudukaumm (CA) BctpoeHHbiMr B OC (Mo yMonyaHuio);

- False — He npoBepsTb SSL cepTudmkaT, HaNpPUMeEpP, B Cly4Yae NCMNOb30BaHNS CaMOMNOANMCaHHOro

cepTtndukaTa;
« [yTb po danna .ca_bundle — ncnonbzosatb cBo LeHTP cepTudukauum (CA) ons npoBepkn

ceptudukaTa.

4. Ecnn nJiaHMpyeTcd [06aBNATb CaMonognucaHHble CepTVIq)I/IKaTbI, yCTaHOBUTE COOTBeTCTByIOLLI,I/IVI

nepekxkyartesib:

Mcnonb3osaTh camonognucaHHble «©
cepTuduKkaTsl:

Mpotokon ACME (Let “s Encrypt) pnsa SSL-cepTudunkatos

1. YTo6bl ucnonb3oBaTtb NpoTokon ACME, ycTtaHoBUTE Nepeknioyatenb ABTOMaTMYECKOE MONyYeHne 1

npoaneHune SSL ceptndunkatos vyepes npotokon ACME:

AsTOMaruMyeckoe nony4yeHue u npognexHue SSL «©
cepTudukaTos Yyepes npotokon ACME:

BHUMaHune

BkitoueHve aton onuum n NCrofib30BaHneE 3TOro pyHKLMOHana o3HavyaeT cornacue ¢ ycaoBusmu
ncnonb3oBaHusa ceparca Let's Encrypt, ¢ KoTopbiMy MOXHO O3HaKOMUTbCS Mo agpecy https://

letsencrypt.org/repository/.

Mons SSL ceptnoukat gnsa WEB cepBucos 1 NMpuBaTHbI SSL K/1l0U MOXHO He 3amnosHATb, Npw
BKJloYeHNN cepTudurkatoB Yepe3s ACME OHU THOPUPYIOTCS.

2. YTO6bI OTKIOUUTD NosnyyeHne SSL-ceptudnkata yepes ACME gnsa BHewHero gomeHa VK Teams,

YCTaHOBUTE MNMepekno4vaTesib B COOTBETCTBYIOLLEE Nnone:

OTKNOYUTL Nonyvyerne SSL-ceptudpmkara @
yepe3 ACME ana BHewHero gomMeHa

(Hanpumep, nony4aTb Ana u.example.com, Ho

He ana example.com):

[aHHbIA NnepekoyaTenib HEOBXOAMMO YCTaHOBUTb, ecrivi B DNS HET 3anvcuy, koTopas No3sonseT
paspeLnTb M JOMEHa Ha BHeLHWI IP-agpec. Ecnn nepeknioyaTenb HeakTBEH, cepTudrKaT ByaeT

BbIMyCKaTbC4.
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3. YkaxuTe nouTy, KoTopas 6yaeT NCMnob3oBaTbCs Npu obpatueHnn K Let's Encrypt (o6s13aTenbHbliin
napameTp, 6€3 KOPPEKTHOWN NOUTbl CePTUPUKaTbI BblgaHbl He 6yayT). Ha aTy nouty 6yayT nocTynaTtb
yBegomneHus oT cepsuca Let's Encrypt:

MoyTa, KoTopas DyaeT MCNoNbL30BaTLCA NPU
obpawerum K Let's Encrypt:

2" MpumeyaHue

CepTudukaTt NnpogneBaeTcs aBTOMaTU4ECKN Kaxable 3 mecaua, noatomy 801 NOPT JOMKEH 6blTb OTKPLIT — NHaYe
cepTndurkaT He OBHOBUTCS.

HacTpoiika oKpy>XeHns agMUH1CTpaTopa

MepegunTe B pasgen HacTpoiku AOCTyNa K NaHenn agMUHNCTPUPOBaHNS:

OCHOBHble HacTpOWKu

Hactpoiiku SSL/TLS

HacTpoiiku gocTyna K naHenu agMUMHUCTPUPOBAHUA

HacTtpoikn obpatHoii cBA3n

HacTpoiiku cuHXpoHu3auuu nonk3oeatenen ¢ LDAP

NHTepdenc agMnH1CTPaTopa JOCTYNEH TOMbKO C BbiI6paHHbIX IP-afpecoB 1 TONbKO BbIGPaHHbIM
nosnb3oBaTensamM. Takxe NPeayCMOTPEeHa HaCTPOIKa OrpaHNYeHs OCTYyMa K BbIBpaHHbIM pasgenam
OKPYXXEeHVa agMUHUCTPaTopa (Hanpumep, K Bbirpy3Ke 4aToB).

Mo yMmOonyaHMio OKpYy>XXeHNe agMUHUCTPaTOpPa JOCTYNHO ¢ IP-agpecos npusaTHbix ceTen (10.0.0.0/8,
17216.0.0/12 n192.168.0.0/16):
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Cnucok nogceten u IP agpecos, ¢ KoTopbIx DygeT paspelueH 4oCcTyn K
OKPY:KEHWI0 aAMUHUCTpaTopa:

10.0.0.0/8 —
172.16.0.0/12 —
192.168.0.0/16 —
127.0.0.0/8 —

<+ [dobasute

[ocTyn B OKpyXeHNe agMUHNCTPaTOpa HaCcTpanBaeTCs Yepes rpynbl. I3HayanbHO nepeyeHb rpynn ¢
LOCTYMOM B OKPY>XEHVE adMUHNCTPATOPa MyCT, MOTOMY OKPYXEHUE HELOCTYMHO HUKOMY.

Ecnun HacTpoiikn gnsa coeanHeHns ¢ LDAP-cepBepomM Npor3BogaTCs BO BPEMS MHCTaNNSALNN, YKaXNTe B
none Cnncok LDAP rpynn gocTyna K naHenn agMUHNCTPNPOBaHNS 3apaHee NoAroToBeHHoe
HanmeHoBaHue rpynnbl 13 LDAP, B koTopyto 6yayT BXOAUTb NONb30BaTENN C AOCTYNOM B OKPYXEHNE
agMuHUCTpaTopa (cm. pasgen LDAP B npenycnoBusx):

Cnucok LDAP rpynn goctyna K naHenu agMUMHUCTPUPOBAHUA:
myteam-admin —

<+ [Jobasuts

Ecnu nHctannsaums nponssogntcs 6e3 cBs3un ¢ kopnopaTtusHbiM LDAP-cepBepom ykaxunTe B none Cnmcok
LDAP rpynn gocTyna K naHenm agMUHUCTPUPOBaHNS HaviMeHoBaHMe rpynnbl n3 LDAP, B koTopyio 6yayT
BXOAMTb NMOSb30BaTENU C JOCTYMNOM B OKPYXeHne agMnHncTpaTopa (cm. pasgen LDAP B npenycnosusx).
NHdopmaums no ynpasneHuio napameTpamuy cuHxpoHnsaunm LDAP nocne nHctannauum mecceHgxxepa
npepcTaBneHa B 4OKYMeHTe «V/IHCTPYKLUMS MO NHTErpauumy ¢ KOHTPONIEepOM AOMeHa No npoTokony LDAP.

Mpwn otcyTcTBUM LDAP — ykaxunTe B none Cnucok LDAP rpynn goctyna K naHenn agMnHNCTpUpoBaHns
HaMeHOBaHe rpynnbl, KOTOPOE ByaeTe NCMOb30BaTb MNPV CO34aHNM NOMb3OBaTENEN B CUCTEME PYYHYIO
nocsie OKOHYaH1s NpoLecca NHCTanaaumMm (onmcaHne npoLuecca NPeacTaBneHo B fOKYMeHTe «PykoBoacTBoO
No agMUHNCTPUPOBAHNIO).

yl'lpaBJ'IeHI/Ie OOCTYMNOM Mo rpynnam K KOMMNOoHEeHTaM NnaHen agMNHNCTPNPOBaHNA OCYLLECTBNAETCA Yepe3
cnenyouimne napamMeTpbl:
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JocTyn K MHOpMaUuK B NaHENW aAMUHUCTPUPOAHWA:

deny

ﬂOCTyﬂ K aHalIMTUKE B NnaHenn agMMHUCTPUPOaHUA:

CN=myteam-admin-export OU=HQ,DC=dev,DC=local

[locTyn K 3KCNOpTY B NaHENW aaAMUHUCTPUPOAHUA

deny

Kaxxgoe none moxet NEVHUMaTDb cnegylouie sHa4eHnNA:

- deny — [OCTyN 3anpeLleH A9 BCEX Nofb3oBaTenei;
- allow — gocTyn paspeLueH a5 BCex Nosib3oBaTenen;

- NIoBOe Apyroe 3HaYeHre — HaMeHOBaHMe rpynrbl, KOTOPOU ByAEeT paspeLleH AOCTYN K AaHHOMY
KOMMOHEHTY. MOXHO NepeuncnnTb HECKOMbKO rpymnn Yepes npoéen.

HacTtpoika o6paTHON CBA3UN

MepenguTe B pasgen Hactpoiika o6paTHOM CBA3W:

OCHOBHbIE HACTPONKN
HacTtpoiikn SSU/TLS

HacTpoitkv gocTtyna K naHenu agMUHUCTPUPOBaHNA

HacTpoitku obpaTtHoit cBA3n

HacTpoiiku cuHxpoHu3auuu nonb3osarenen ¢ LDAP

Mo ymonyaHmio Bce obpalleHns nonb3oBaTesneil NocTynaloT Ha agpec myteamsupport@USER-DOMAIN,
yepes nokanbHbii SMTP-penen. Hanpumep, B cnyyae goMeHa example.com ob6palleHne NocTynuT Ha agpec
myteamsupport@example.com.
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OObpaTtHbIM agpec ANa nNUcem:

myteamsupport@

A,qpec nony4yarena:
myteamsupport@

+ [obasuts

Tema nucbMa:

VK Teams feedback

Anpec SMTP cepsepa:

localhost

Mopt SMT{ cepsepa:

25

Mma nonb3osatena ana SMTP asTtopusayuu:

Mapone ana SMTP asTopusayuu:

MpuHyauTenbHo ucnonb3osatb 1LS ana SMTP cepsepa:

B nonsix O6paTHbI agpec ang nucem n Agpec nonydyartens B agpeca, OkaHY/BaloLLeCs CUMBOJIOM @,

aBTOMaTUN4YeCKIN nogcrtaBiideTCcqa AOMEH NoJib3OBaTesNIA.

MapameTp

O6paTHbI
appec pnsa
nvucem

OnuncaHve

O6paTHbI agpec oas NNcbMma,
PopmMmMpyemoro cuctemonm B
afpec TeEXHNYECKOW
nopaepXKu
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 test@ — ob6paTHbIN agpec bypeT
test@user-domain

* test@example.com — o6paTHbI agpec
oypeT test@example.com, He3aBNCMO OT
OOMeHa nonb3osaTens
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MapameTp OnucaHune Mpumepnbl

Appec Appec nonyyartenei. * ['test@'] — nonyyaTtenem nucbma 6yget
nonyJyartens Monyyatenen MOXET 6blTb test@user-domain
HECKOJIbKO o ['test@', 'example@example.com'] —

nonyyatenamMu niucbma 6yayT test@user-
domain n example@example.com

Tema nucbma Tema oTnpasnaemMoro nmcbmMa

PacLunpeHHble HaCTPOIiKN cepBuca:
VicnonbayliTe paclUpeHHble HAaCTPOVKK, ECN XOTUTE OTNPAaBNATL O6PAaLLEHUNS NONb30oBaTeNel yepes

oTaenbHbln SMTP-cepBep ¢ MCNOMb30BaHVEM aBTOPU3aLLN.

HacTtpoiika LDAP

CucTtemMa npefocTaBnsieT BO3MOXHOCTb yKa3aTb HaCTporkn ans coeguHeHns ¢ LDAP-cepeepom BO Bpems
VNHCTannauumy Uam nocne ee 3aBepLUeHus.

Ecnun nHctannsaumns nponssogutcs 6e3 ces3um ¢ kopnopatusHbiM LDAP-cepsepom nnv LDAP-cepsep
OTCYTCTBYET, NPONYCTUTE AaHHbI Wwar n nepengute K LLar 13. NMpoeepka koHdurypaumn. OnncaHne npouecca
HacTpowkn nHTerpauum ¢ LDAP nocne nHctannauum npencraBneHo B OKyMeHTe «/IHCTpyKLuns no
VIHTErpauumm ¢ KOHTPONNepoM goMeHa no npotokony LDAP».

Ecnun HacTpoiikn gnsa coeaguHeHuns ¢ LDAP-cepBepoM NponsBogaTCsl BO BpeEMS MHCTaNA[aLnN, B yCTaHOBLLMKE
nepengute B pa3nen Hactpoiika cnHxpoHmnsaumm nonb3oBarteneii ¢ LDAP:

OCHOBHbIE HACTPOMKu
Hactponku SSL/TLS
HacTpoiku gocTyna K naHenv agMUHUCTPUPOBaHUA

HacTpoiku obpaTtHoi cBa3m

HacTpoiku cuHxpoHu3ayumn nons3osartenen ¢ LDAP

PekomeHayeTca npenBapuTebHO NPOBEPUTb KOPPEKTHOCTb 3aJaHHbIX KOHOUIYpaUOHHbIX NapameTpos LDAP
c nomoubto yTunuTol Idapsearch:

//ycTaHoBKa KJMeHTa Ans nogkswyeHus K AD
yum install openldap-clients -y
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// npoBepka, 4YTO MapaMmeTpbl MoAKJKYeHUs K AD BanugHbI
ldapsearch -H <ldap_url> -w <ldap_password> -x -D
<ldap_bind_dn> -b <ldap_users_dn> mail=ldap-user-email@EXAMPLE.com

, roe mail=ldap-user-email @EXAMPLE.com — No4TOBbIl LK NOSIb3oBaTeNS

CoepguHenune LDAP 1

LDAP name: onpremise

LDAP url: Idaps:/Nlocalhost:636
LDAP users DN: DC=Users,DC=local
LDAP bind DN: CN=username,DC=Users
Maponb aAns nogknoyeHnun K cepsepy LDAP: password
Mcnonb3oBaHue pekypcuBHOrO noucka no Agepesy 1

LDAP:

Yacrora nonHoi cUHXpoHusauuu ¢ LDAP-cepeepom, 600

B CeKyHaax:

YacTtora 4acTU4HON CMHXPOHU3aLK C CEPBEPOM, B -1

cekyHpax:

PUNLTP ANA NONYYEHUA nons3oBareneii:

MakcHUManbHOe KONMUECTBO Nosb3oBaTteneid,
0GHOBNAEMbIX OAHON TpaH3aKuuei:

LDAP CA:

— YaanuTb

-+ [No6asutb

Ecnn ogHO 13 nonei He 3anonHeHO, YCTaHaBIMBAETCS 3Ha4YEHe No yMOYaHumio ans cepsuca Keycloak.
OCHOBHble JOCTYMHbIE NONS:
« LDAP name — uimsi LDAP-cepBepa. [JaHHOE 1MSs YHKanbHO, MOXET 6bITb 3aBefeH TOIbKO OANH CEPBEP C
onpeaeneHHbIM NMeHeM,;
« LDAP url — agpec nogknioyeHus k LDAP-cepsepy;
- LDAP users DN — yka3saHue Ha TouKy Bxofa a5 noncka B LDAP;
« LDAP bind DN — nosibsoBaTenb nof KOTOpbIM OCyLLecTBseTcs nogknoveHne k LDAP-cepsepy;

- Maponb ana nogknioyeHus K cepeepy LDAP — naponb gna nogknoyeHuns K LDAP-cepsepy;
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- icnonb3oBaHne peKkypcuBHOro novicka ro aepesy LDAP — ncrnonb3oBaTb /i peKYPCUBHbBIA MOUCK MO
nepesy LDAP:

+1- nckaTb B 0O4HOM ypOBHe (M0 yMOMYaHuIo);
+ 2 - ICKaTb MO BCEM YPOBHSM.

- YacToTa nonHon cnHxpoHusauum c LDAP-cepBepomM, B CEKYHAaX — KaK YaCTO OCYLLLECTBATb MNOJIHYIO

CUHXPOHM3aLmio ¢ LDAP-cepBepowm, B cekyHaax;

- YacToTa yactuyHom CUHXPOHM3aUn Cc cepBepomM, B CeKyHAaX — KaKk 4aCTO OCYLLEeCTBIATb YaCTUYHYIO

cuHXxpoHu3auuio ¢ LDAP-cepBepom, B cekyHaax (3HadyeHne =1 — OTKNoUnTD);

- MakcumanbHoe KoONM4YecTBO MoJsib3oBaTe e, O6HOBIIEMbIX OAHON TPaH3aKuuen — 3MeHsnTe B
cnyvae, ecnu Baw LDAP-cepBep oTkasbiBaeTCs OTAaBaTb NOAb30BaTENEN C OLUNOKOM O NPEBbILLIEHNN

pa3mepa TpaH3aKLuu;

. (DI/I.Hpr Ang nony4vyeHusa rnonb3oBaTesiel — No3BonseT nosiyyaTb He BCeX nosb3oBaTenen n3 YKa3aHHOIro

nepesa. 1o ymonyaHuno BbIBOpKa NoJib3oBaTeNEN He OrpaHnYeHa.

Kak nonyuutb Distinguished Name pgnsa bindDN n usersDN B Active Directory

1. B ocHacTke Active Directory Users and Computers Bbi6epuTe nonb3oBaTens, Nog KoTopbiM 6yaeT
NPOVCXOAUTb MOAKOYEHNE 1 MOUCK NONb30OBaTeNEN;

2. Bbi6epuTe cBolicTBa 1 NepengnTe Ha Bknaaky Attribute Editor (ecnn Bknagkn HeT, BbIGEpUTE B MEHIO

View, 3atem Advanced Features).

Ha Bknagke 6ynet oto6paxeHo 3HadyeHne distinguishedName. [NosTopuTe onepaumio, YTobbl NONYYNTb
distinguishedName gns kaTanora, B KOTOPOM 6yAeT BbINOHATLCS NMOUCK NoSib3oBaTeNel.

.‘7

File Action View Help
@ $ ‘ y & i ‘{ E-] x ‘— < HE ‘ Administrator Properties ? X
— General Address Account Profile Telephones Organization
= Active Dlrectory Users and Computers [wind¢ Pubished Cetficates  Member Of  Password Replication  Dialin ~ Object
- S d Q - Security Environment Sessions Remote control
— ave ueries Remote Desktop Services Profile COM+ Attribute Editor
v 3 dev.local —
- Builtin Attribute Value i~
™ | COmpUtErS account Expires (never)
—~ adminCount 1
2| Contacts badPasswordTime  2/14/2020 7:15:16 PM Russia TZ 2 Standar
= Domain Controllers badPwdCount !
. . L cn Administrator
_ ForeignSecurityPrincipals codePage 0
countryCode 0
— Ke)’s description Built-in account for administering the compute
LOStAndFOUnd displayName Administrator
= ) distinquishedName CN=Administrator,CN=Users, DC=dev,DC=loc
o | Managed Service Accounts dSCorePropagationU...  12/3/2019 8:46:45 FM Hussia | Z Z Standar
~ - - homeMDB CN=Mailbox Database 1751759265 CN=Dat
<. Microsoft Exchange Security Groups homeMTA CN=Microsoft MTACN=WINDEVDC CN=Se
p= | Program Data i(nstanceTvne x4 = (WRITE) . v
| System
T Edit Fiter
_ Microsoft Exchange System Objects
~ NTDS Quotas
. oK Cance!

TPM Devices
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Lar 13. NMpoBepka KoHUrypaunmn

YTO6bl COXPaHUTb yKasaHHble HAaCTPOWKM, HAXMUTE Ha KHOMKY COXpPaHUTb:

Hactponku VKT

OCHOBHble HacTpOWKu
Hactpoiiku SSL/TLS
HacTpoiikv gocTyna K naHenu aaMUHUCTPUPOBAHMA
HacTtpoiiku obpaTHoi cBA3m
HacTpoliku cuHXpoHW3auuu nons3oeatenen ¢ LDAP
[locne coxpaHeHns HaCTPOeK ByaeT NPOoV3BEAEHA X NPOoBepPKa. ECm OTKPbITbl HE BCE Hy>XHble NOPTbI, NGO

HET UHTerpauun ¢ 6azobiM HabopoMm cepsrcoB (DNS, SMTP, NTP), oTo6pasnTtcsa yBegoMIeHne o

HEOBXOOMOCTV NPAaBOK:

Pe3ynbTat NnpoBepku KoHdUrypaumu: X
2023-04-24 06:07:47,138 - [ERROR] ERROR: NTP server '94.100.180.133" error No response received from

94.100.180.133.

2023-04-24 06:07:47,678 - [CRITICAL] Found some errors in config file

B cnyyae o6Hapy>XeHus olmnb0okK, NX HEO6XOAMMO UCTIPAaBUTD.

LLar14. 3anyck ycTaHOBKW

[Mocne 3aBepLlleHnd HaCTpOIZKI/I N NPOBEPKKN OLLNBOK HEOBXOANMO nepe|7|T|/| Ha MMaBHYIO CTPpaHNLY 1 3anyCTUTb

YCTaHOBKY Ha)kaTeM Ha KHOMKY u:
@ AdminPanel Hacrpoiiku

onprem (89.208.199.173) o0&

[MopTBepAnTe 3anyCcK aBTOMaTUNYECKOW YCTAaHOBKM, HaXKaB Ha KHOMKY 3anyCcTUTb:
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[MoaTBepauTe 3anyck aBToMaTnyeckon YCTaHOBKN

BbinonHeHue OCTaHOBUTCA B CNEQYyHLLMX CyYaax:
1. Ecnu war tpebyeT 3arpy3ku ainos

2. Ecnu war TpedyeT py4HOro 3anycka

3. MNpowusowna owubka B npouecce BbiNONHEHUA

BbinonHeHne aBToMaTU4ECKOi YCTaHOBKM MOXKHO OCTaHOBWUTD. B Takom cny4ae yCcTaHOBLUWK AOXKAETCA

Conon [amrrm

3aBepLUEHUA BbINOMHAEMOrO Wara, U NPeKPaTuT aBTOMaTU4ECKYH YCTaHOBKY

[ns npocmoTpa pesysbraTta BbiMOMHEHUS YCTaHOBKU:

1. &
Haxxmute Ha NMMKTOrpamMmmy .

# | AdminPanel Hacmpoiiku

onprem (89.208.199.173) (4 By

2. HaxxmuTte Ha ccbiniky Pe3ynbTaT BbINOSIHEHUS:

@ AdminPanel Hacrpoiiku

HassaHue MalumHbl Wma xocta IP BrewHun IP
vkt-1vm1 onprem 89.208.199.173 89.208.199.173
SSH-nopt Wma nonb3osatens Maponb MpuBaTHbIN KoY
22 centos esesseseses key v
CropoHa Homep napbl xocTos
v 0

OTtmeHa O6HoBUTL

BbinonHuTe warun no HaCTpOﬁKe MallUHbI
vkt_premsetup

Hactpouts VKT1VM

Pe3ynerar BbINONHeHUA

Mo OKOHYAHUN MPOLLECCa NHCTAMALMN B CTPOKE COCTOSHNSA OTOBpaxaeTcs CoobLieHne YCTaHOBKa
3aBepLUeHa:
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@ AdminPanel Hactpoiiu

YctaHoBKa 3aBepLlieHa

onprem (89.208.199.173) )

Lar 15. PecTtapT MaLUUHbI

[To OKOHYaHUKM NpoLEecca YCTaHOBKY BbINOSTHATE B KOHCON PEeCTapT MaLUVHbI:
reboot

Ha atom YCTaHOBKa MeCCeHXXepa CHNTaeTCd SGBepLIJeHHOVI.

Mo npotecTsuy 30 MUHYT NOC/E PeCTapTa MaLlViHbl MPOBEPbTE PE3Y/bTaTbl BbINMOHEHNS CKPUNTOB
BHYTPEHHEro MOHUTOPUHIa CUCTEMbI. [11F 3TOro NOAKYMTECH K MaLUvHe Mo Ssh 11 BbINMOHMTE KOMaHAbI:

mon.sh clean
mon.sh

Mocne 3Toro NpoaHann3npyTe BbIBOA KOMaHAbl B COOTBETCTBUN PYKOBOACTBOM MO aAMUHUCTPUPOBAHUIO, CM.
pasgen MoHUTOPUHT NapaMeTpoB CepBuca.

/' TNpumeuanne

OTnnyne ckpunTta mon.sh OT NPMBEAEHHOrO B PyKOBOACTBE MO agMUHUCTPUPOBaHNIO /usr/share/check-mk-
agent/local/local_check_exec.py BTOM,4YTO CKPUMNT mon.sh OTOBPaxaeT TOMbKO OLNGKN, NTHOPUPYS

YCMELLIHO BbINOSHEHHbIE MPOBEPKI.
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YctaHoBKa VK Teams n3 KOHCOMN

,D,J'IFI YCTaHOBKN VK Teams 13 KOHCOMN HEOBXOANMO BbINOAHWTD LUaruy, npencrtaB/ieHHble HIKe.

BHumaHmne

Bce komaHabl B KOHCOMM BbINOMHAIOTCS NOA, Nofib3oBaTenem root.

Llar 1. NMpepBapwuTenbHble ycnoBua ANs yCTaHOBKU

Mepen HavyanoM NHCTaNNALMN Y6EeanTeCh, YTO BbINMOHEHbI BCE NpefBapuTesibHble YCNoBMA (CM. pa3aern
MpepnBapuTenbHblie YCNOBUA A1 YCTaHOBKM).

LLar 2. NMpoBepka LenocTHOCTN NoJsly4YeHHbIX 06pa3oB
BMPTYasibHbIX MaLLWH

YTo6bl NPOBEPUTL LLENOCTHOCTL 06Pa30B BUPTYaslbHbIX MaLLUVH, B AMPEKTOPWN CO CKavyaHHbIMY daiinamu

BbIMOSIHATE B KOMaHOHOW CTpoOKe:

Linux
md5sum *
Windows

CertUtil -hashfile myteam.ova MD5
CertUtil -hashfile myteam.qcow2 MD5
CertUtil -hashfile myteam-data.qcow2 MD5

macOS
md5 *

[anee cpaBHUTE NONYYEHHOE 3HAYEHME C XeLl-CyMMOW, yKadaHHOW B TeKCToBOM danie md5.txt,

[pacnpoCTpaHIEeMOM C AUCTPUBYTUBOM.

LLar 3. 3anyck o6pa3a BupTyasnibHON MaLUVHDI

3anycTuTe 06pas BUPTYasbHOWN MaLLUHbI.
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LLUar 4. NMopaxksouyeHne K BUpTyasibHON MaLlUHe

MopkniounTech K BUPTYyasibHOM MawvHe no SSH.
[Monb3oBaTtenb: centos

Maponb: djhMRG1vO

BHumaHmne

YTO6bI NOSTYYNTb NapPOSIb 415 NMOJIb30BaTENs root, 06PaTUTECH B CITYXBY TEXHNYECKON NOAAEPKKM.
MNMocne nopxloYeHns K BUPTYasbHOM MalLnHe Naponu AN nonb3osaTeneli root 1 centos HeoBXoAVMO CMEHUTD.

macOS wau Linux:
ssh centos@<VM IP address>

Windows: 3aB1CUT OT ncnosibayemoro SSH-knneHTa.

LUar 5. HacTponka cetun

Mo ymonyaHumio CeTb HacTpoeHa nog, ncrnonblosaHne DHCP.
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CkoHourypupoBaTtb cetesoil nHTepderc ethO nnv ens160:

1. B dpaine [etc/sysconfig/network-scripts/ifcfg-ens160 ykazaTb Heo6xogumble NnapameTpbl (agpeca,
MacKy 11 mac-afpec OoT KOHKPETHOW NHCTaNAsauunm):

BOOTPROTO=none

DEFROUTE=yes

DEVICE=eth@

GATEWAY=85.192.35.254

HWADDR=fa:16:3e:a4:72:39

IPADDR=85.192.33.158 MTU=1500 NETMASK=255.255.252.0
ONBOOT=yes

STARTMODE=auto

TYPE=Ethernet

USERCTL=no

BaxHO

HWADDR pomxeH coBnagatb C TEM, YUTO OTOBPaXaeTCs y BUPTYasibHOW MaLlUnHbI B BE6-HTEpdelice
BUPTYanmsaLumm.

2. AKTBMNpPOBaTb CETEBOW NHTEPPENC KOMAHOOW:

ifup ens160

Lar 6. IP-appec

I'Iepe,u, HaYyanom NHCTaNNALMN HEOBXOANMO onpenennTb, 6y,D,eT nn OOCTyneH CepBunC B NHTEPHETE.

Ecnun cepBuc He 6yaoeT 0OCTYMNEH B UHTEPHETE, TO HEOBXOANMO NCMONb30BaTb BHYTPEHHWUI IP-agpec
pa3BopayvIBaeMOn BUPTYasibHOW MaLLHbI.

Ecnun cepBuc 6yaeT 0OCTYNEH B UHTEPHETE, HEOBXOAMMO NCMOMNb30BaTb BHELWHU IPv4 agpec BUpTYyanbHOM
MaLUMHbI. AQPEC MOXET 6bITb MOAHAT Kak BHY TPV BUPTYabHOWM MaLUMHbI, Tak 1 MpobpolueH Yepes NAT.
[Mpeo6pasoBaHne ceTeBbix agpecoB (NAT) LOMKHO 6biTb BAa 1-B-1 (CeTb B CETb), TO €CTb C COXPaHEHNEM
Homepa nopTa. VIHaye B1AEeO 1 ronocoBble 3BOHKM MOTYT He paboTaTb.

IP—a,u,pec B Aa/lbHenLwem 6yp,eT MCnonb3oBaTbCA OJ14 3anoJIHEeHA KOHq)I/IpraLI,I/IOHHOFO q>a|7|na MHCTannauumn.

[Mpw ncnonb3oBaHM BHeLWHero IP-agpeca Heo6xoaMMo NPon3BecTr HacTpork DNS-30HbI (em. Lar 7.
Hactporikn DNS-30HblI).

LWar 7. HacTtpoinkmn DNS-30HbI

3aBeguTe B DNS-30He MeHa XOCTOB, KOTOpble 6yayT CMOTPETb Ha BHeLwwHui IPv4 agpec.
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Cnuncok nveH (CNAME nuéo A-3anmncin Ha Balle yCMOTPEHME):

U
- ub

.S

- webim

- api

- admin

- dl

- di

- di-dark

- biz

- call

- calendar

- mobile-calendar

- stentor

Hanpumep, ons pomeHa vkteams.example.com rms XxocTa 6yaeT BbirnageTb Kak uvkteams.example.com.

BapuaHT 1.

Ecnun ectb Bo3amoxHocTb co3aanuna 3anmcun Wildcard CNAME B DNS, To MoxHO co3paTtb A-3anmnchb,

yKasblBaloLLylo Ha agpec cepaepa VK Teams, n 3anncb Wildcard CNAME, ykasbiBaloLLyto Ha A-3anncb cepaepa

VK Teams.

S host -t axfr example.com | grep vkteams

vkteams.example.com. 3600 IN
*.vkteams.example.com. 3600 IN
BapuaHT 2.

Ecnun HeT Bo3amoxxHocTn cospanuna 3anmncm Wildcard CNAME B DNS, To MO)XHO co3gaTb A-3aninch,

A
CNAME

172.27.59.10
vkteams.example.com.

yKasblBaloLLylo Ha agpec cepBepa VK Teams, n otgenbHble 3anncn CNAME, koTopble 6yayT pa3peLuaTbcs Ha

co3paHHyto A-3anunce. 3anncu CNAME fonXHbl COOTBETCTBOBATb MNEPEYHIO MMEH, NPEeACTaBNIEHHOMY BbiLle.

S host -t axfr example.com | grep vkteams

vkteams.example.com. 3600
u.vkteams.example.com. 3600
ub.vkteams.example.com. 3600
s.vkteams.example.com. 3600
di.vkteams.example.com. 3600
webim.vkteams.example.com. 3600
api.vkteams.example.com. 3600
admin.vkteams.example.com. 3600
dl.vkteams.example.com. 3600
di.vkteams.example.com. 3600
di-dark.vkteams.example.com. 3600
call.vkteams.example.com. 3600
calendar.vkteams.example.com. 3600
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IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME

172.27.59.10

vkteams.

vkteams

vkteams

example

.example
vkteams.
vkteams.
vkteams.
vkteams.
vkteams.
vkteams.
.example
vkteams.
vkteams.
vkteams.

example
example
example
example
example
example

example
example
example

.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
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mobile-calendar.vkteams.example.com. 3600 1IN CNAME  vkteams.example.com.

biz.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.
stentor.vkteams.example.com. 3600 1IN CNAME vkteams.example.com.
BHumaHune

He BHocuTe nameHeHuns B etc/resolv.conf. ECnv nsmeHeHs BCE e HeoBXoa4MMO BHECTH, TO NEPBLIM LOSKEH
6bITb yKasaH xocT 127.0.0.1.

LLlar 8. Bbinyck SSL-cepTudunkaTta

B uenax 6e3onacHocTn ncnonbayetcsa SSL-umdposaHme, ons paboTbl cepBepa HEO6XoLMO BbiMyCTUTb SSL-
cepTunoukar.

Ecnwn Bbl ncnonbayete cepTndurkaTbl COBCTBEHHOIO LeHTpa cepTudukaumm, BbinyCTuTe cepTmndukaT, KOTOpPbIN
fanee noHago6tuTtca npu HacTporike VK Teams (cm. HacTpowkun SSL-cepTudunkata). icnonbsynite Wildcard-
cepTundukar, Hanpumep *.vkteams.EXAMPLE.com, nnu ceptudurkaTt C ykaszaHNEM BCEX HEOBXOANMbIX UMEH (CM.
pasgen LLar 7. Hactporikun DNS-30HbI).

[ns SSL-cepTndrkaToB TakXe MOXHO UCNOb3oBaTb NpoTokon ACME (mopaepXmnBaeTcst TOJIbKO NpoBangep

Let s Encrypt). B aTom cnyyae nonyyeHune n npogneHne ceptrndukaTtoB — aBTomMaTn4eckoe.

LLar 9. OTKpbITb AOCTYMNbI A0 BHYTPEHHUX PecypcoB

Bxogsauwme coeanHeHus Ha ctopoHe cepepa VK Teams:
OTkpbITb NopThl: 80/TCP, 443/TCP, 3478/TCP + UDP, UDP-nopTbl Bbilwe 1024.

Ncxopswme coeguHeHns Ha cTopoHe cepBepa VK Teams:

- OTKpbITb AOCTYN AN CEPBEPOB OTNPAaBKN YBEAOMAESHWNIA:

Heo6XoaAMMO o6ecrneunTb JOCTYN K cepBepam Google n Apple onst oTNPaBKM 1 KOPPEKTHOW PaboTbl push-
yBegoMIEHNIN Ha MOBUIbHbIX MnaTtdopmax Android n iOS.

CepBep Apple TCP 5223;443;2197.
IP17.0.0.0/8
CrtaTtbs Ha calnTe apple.com

CepBep Google TCP 5228;5229;5230;443
Hdopmauus Ha ipinfo.io
CrtaTtbs Ha canTe google.com

« OTKpbITb AOCTYN A0 BCeX BHYTPEHHUX pecypcon: LDAP, NTP, SMTP, DNS.
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Lar10. HacTpoiika LDAP

Cuctema npenocTaBnisgeT BO3MOXHOCTb YKasaTb HaCTPOWKK ania coeguHenns ¢ LDAP-cepBepom BO Bpems

MHCTannauumm nnm nocne ee 3aBepLueHns.

Ecnun nHctannsaums nponssogutcs 6e3 ces3un ¢ kopnopaTtusHbiM LDAP-cepsepom nnv LDAP-cepBep
OTCYTCTBYET, NPONYCTUTE AaHHbIN War 1 nepengute K Lar 11. Mogrotoska KOHGUrypauioHHoro daina
vHcTannaumn. OnucaHne npoLecca HacTporku nHTerpauun ¢ LDAP nocne nHctannsaumm npenctasneHo B

LOKyMeHTe «/IHCTPYKLMS MO UHTErpaLn C KOHTPOMIEPOM fOMEHa Mo npoTtokony LDAPy.

Huxxe npepncTaBneHo onvcaHme npoLlecca HacTporky nHTerpauum ¢ LDAP BO Bpems nHCTannsauum

MecceHaXxepa.
[nsa BknoyeHns nHterpauun c LDAP Heo6xognmo ckonurpoBaTh B kaTanor fusr/local/etc/premsetup/idap:

« HacTpowkun Bawmx LDAP-cepBepoB — dalinbl ¢ pacwmpeHnem *.yaml. HassaHune paina MOXeET 6biTb

NPON3BOJIbHbIM.

- root CA ceptundukatbl Bawmnx LDAP cepBepoB B popmaTte PEM — dainbl ¢ paclumpeHmem *.pem.
TpebyloTcsa TONMbKO A5 MOAKIOYEHUs C cnosnb3oBaHem SSL (mpoTtokon Idaps://) n He TpebyloTcs Ans

nogknoveHns 6e3 SSL (npotokon Idap://).

[anee BbINOMHNTE KOMaHOb:

//ycTaHOBKa KJIMeHTa OfnA nofkiodeHna K AD
yum install openldap-clients -y

// npoBepka, 4YTO napameTpbl NoakJwdeHus K AD BanupHbl
ldapsearch -H <ldap_url> -w <ldap_password> -x -D
<ldap_bind_dn> -b <ldap_users_dn> mail=ldap-user-email@EXAMPLE.com

, roe mail=ldap-user-email @EXAMPLE.com — noyToBbI ALLVK NONb3oBaTeNs

Mpumep HacTporkn LDAP-cepsepa B *.yaml:

name: onpremise
config:
connectionUrl: "ldaps://ad.ad.on-premise.ru:636"
usersDn: "OU=ad,DC=ad,DC=onpremise,DC=ru"
bindDn: "CN=VKTeams Syncer,CN=Users,DC=ad,DC=onpremise, DC=ru"
bindCredential: "PASSWORD"
searchScope: 1
fullSyncPeriod: 600
changedSyncPeriod: -1

B cliydae eCqnnm ogHoO 13 nonen He 3anofHEHO, TO YCTaHaB/MBaeTCAd 3Ha4YeHne Nno YMON4aHio 4Jid cepBuCa

Keycloak. OcHOBHble AOCTYMHbIE MNONS:

- name — ums LDAP-cepBepa. [JaHHOE 1MS YHIKaNbHO, MOXET 6bITb 3aBefeH TOSIbKO OAUH CepBeEpP C

onpeaeneHHbIM NMEeHEM.
- connectionUrl — agpec nogkniovyeHuns kK LDAP-cepgepy.

- usersDn — ykasaHue Ha TOuKy Bxofa 41s noncka B LDAP.
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- bindDn — nonb3oBaTtenb, Nof KOTOPbIM OCYLLECTBASeTCs noakodeHne Kk LDAP-cepsepy.
- bindCredential — naposnb gna nogkniodyeHuns kK LDAP-cepeepy.
- searchScope — ncnonbloBaHMe PekypPCMBHOro nomncka no gepesy LDAP:
+1 — nckaTb B OAHOM YpPOBHe (MO YMOMYaHMIO).
+ 2 — CKaTb NO BCEM YPOBHSM.
- fullSyncPeriod — yacToTa nonHol cuHxpoHunsaumm ¢ LDAP-cepBepoMm, B CEKyHOaXx.

- changedSyncPeriod — yacToTa YacTU4HOW cUHXpoHM3auum ¢ LDAP-cepBepoM, B cekyHaax (3HayeHve -1

— OTK/IOYNTD).

- batchSizeForSync — makcrmanbHoOe KONMYeCcTBO Nosib3oBaTeNel, O6HOBNSEMbIX OLHOW TPaH3aKLNe.
VismensiiTe B cnydae, ecnu Baw LDAP-cepBep oTkasblBaeTCs OToaBaTb Nosib3oBaTeNel C OLWNBGKON O

npeBbIlLEeHNN pa3Mepa TPaH3aKUnn.

- customUserSearchFilter — ¢unbTp gna nonyyeHna nonb3oBateneii. MosBongeT nosyyaTb HE BCEX
nonb3oBaTenen 13 ykasaHHoro gepesa. [1o ymonyaHuio Bbi6opka Nosib3oBaTeNEN He OrpaHyeHa.

Kak nonyunTb Distinguished Name gnsa bindDN n usersDN B Active
Directory

1. B ocHacTke Active Directory Users and Computers BbiGepunTe nonb3oBaTens, Nog KOTopbiv 6yaeT

NPONCXoOunTb NOLAKITIOHEHNE N MOUNCK nosnb3oBaTtenen;

2. BbibepuTe cBOWCTBa 1 NepenguTe Ha Bknagky Attribute Editor (ecnu Bknagku HeT, BbibepuTe B MEHIO
View, zatem Advanced Features).

Ha Bknapgke 6ygeT otobpaxeHo 3HayeHne distinguishedName. MosTopuTe onepauuio, YTobbl MONYUYNTb
distinguishedName gns katanora, B KOTOPOM 6yAeT BbINOAHATLCSA MOUNCK NOSIb30oBaTENEN.

File Action View Help
@ $ ‘ ,‘?_ i ‘{ E-] x ‘:‘ ;‘ = ‘ Administrator Properties ? X
S— General Address Account Profile Telephones Organization
| Active Directory Users and Computers [winde Pubished Ceficates Member O = Password Repication  Dialin  Object
= Save d Q eries Security Environment Sessions Remote control
. u Remote Desktop Services Profile COM+ Attribute Editor
v & dgv.local =
- Builtin Attribute Value X
_ Computers accountExpires (never)
-. adminCount 1
3 Contacts badPasswordTime ~ 2/14/2020 7:15:16 PM Russia TZ 2 Standar
= Domain Controllers badPwdCount /]w o
cn mini: or
_ ForeignSecurityPrincipals codePage 0
- countryCode 0
— Ke)’s description Built-in account for administering the compute
- LostAndFound displayName Administrator
= a distinquishedName CN=Administrator CN=Users, DC=dev,DC=loc
] Managed Service Accounts dSCorePropagationU...  1£/3/2019 8:46:45 PM Hussia | £ £ Standar
-~ - - homeMDB CN=Mailbox Database 1751759265 CN=Dat
= Microsoft Exchange Security Groups homeMTA CN=Microsoft MTACN=WINDEVDC CN=Se
" Program Data instance Type x4 = (WRITE) W
S < >
| System
Edit Filter
— Users
_ Microsoft Exchange System Objects
— NTDS Quotas
| TPM Devices oK Cance!
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LWar 11. MoaroroBka KOHPUrypaumnoHHoro ¢anna
MHCTannaunuum

HacTtpoiikn cepsepa VK Teams pacnonoxeHbl B daine fusr/local/etc/premsetup/defaults.yaml.

Bce HacTpoiikn 3ag0oKyMeHTUPOBaHbI BHYTpY dalina. Heobxoonmo yganuTb AedonTHble 3HaYEHNS 1 yKasaTb

napameTpbl Ballel nHCTannsauum.

/" MpumeyaHue

3ameHeHns Heo6Xxo[ MO BHOCUTb Mog, yquH0|7| 3anucblo root.

sudo su
vi /usr/local/etc/premsetup/defaults.yaml

HaxaTb knaBuLwy KiaBuaTypbl | 015 nepexofa B pexum BCTaBKW 11 yKasaTb NapaMeTpbl MHCTanasummn. Huke

npuBeaeHo 6osiee NoApPOo6HOE ONMUCaHNe KaXaoro nyHKTa KOHQUrypaumun.

Cnuncok cepBepoB TouHoro spemeHun (NTP)

Ykaxute cnncok NTP-cepBepos (IP-agpeca nnu nveHa XxoCToB) B BUAE MaccuBa nMeH nnn IP-agpecos

CepBEPOB TOYHOIO BPEMEHW.
Tun — MaccuB cTpoK

Mpumep:
ntp: [ '@.pool.ntp.org', '1.pool.ntp.org' ]
wunn

ntp:
- 0.pool.ntp.org
- 1.pool.ntp.org

Cnuncok DNS-cepBepoB

YkaxuTe cnncok DNS-cepBepoB (IP-agpeca cepBepoB, KOTOpble 6yAyT NCMONb30BaHbl A9 PaspeLLEHNS

VIMEH).
Tun — MaccuB cTpoK

Mpunmep:
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dns: [ '8.8.8.8', '"1.1.1.1']
nnun

dns:

HacTtpoinka SMTP-cepBepa

YT106bl HacTpouTb OTP via email, ykaxuTe:

« Vima nnn IP-agpec SMTP-cepBepa:
Tun — CTtpoka

Mpumep:
smtp_server: '127.0.0.1"'

- MopT SMTP-cepBepa. Kak npaBuno, He TpebyET pefakTUpOBaHNS:
Tun — CTtpoka

Mpumep:
smtp_port: '25'

« O6paTHbI agpec gna cooblieHunn c OTP-kogamu (Nnone «From:» B nucbme). PekomeHpyeTcs

MNCMNONb30BaTb PeasibHO CYLLLECTBYIOLLNIA afpec:
Tun — CTpoka

Mpumep:

smtp_from: 'otp@vkteams.EXAMPLE.com'

HacTtpoinka SSO-ayTeHTndumnkaunumn

Ecnu B panbHelwem nnaHnpyeTcs HacTpoika SSO-ayTeHTudmkaumm no npotokony SAML, ycTaHoBUTE B

cekuunm saml_enabled: sHauyeHne True.
Twun — bynesbin

Mpumep:

saml_enabled: True
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HdomeHHoOe nvs cepBepa VK Teams

[na HacTpowkn cepepa VK Teams ykaxunTte 6a30Bbli LOMEH. Hanpumep, vkteams.example.com o3HayvaeT, uTo
KIMEHTCKNE NPUAOXEHNS ByayT MbiTaTbCa NOAYYNTb 4OCTYN K canTam u.vkteams.example.com,
ub.vkteams.example.com n T. A.

Tun — Ctpoka

Mpumep:

domain: 'vkteams.EXAMPLE.com'

IP-appec

YKaxuTe BHELUHWIA Ui BHYTPEHHWIA IP-agpec, npnuceoeHHbIn Ha ware Lar 6. IP-agpec.

BHewHni IP-agpec gomkeH 6biTb MPOBPOLLEH BHYTPb BUPTYabHOW MaLlviHbl. Bes ero ykasaHusa 6ygoyT
HEKOPPEKTHO PaBoTaTb rONOCOBbIE U BUAEO-LUITIO3bI.

Tun — CTtpoka

Mpunmep:

ext_ip: '172.27.59.10'

HacTpolika cepBuca 3annucu 3BOHKOB

[aHHbI NapaMeTp KOHTPOIMPYET CEPBIUC 3annCul 3BOHKOB. [pn ero BKOYEHU 3BOHKN BYAY T 3aNnCbiBaTbCS,
roToBas 3anncb 6yoeT OTnpaBneHa Nob30BaTENIO B JINYHbIE COOBLLEHMS C MOMOLLbO 60Ta (Recorderbot). Ha
[OaHHbIA MOMEHT, 3annCb OCTYMHa TOSIbKO B Desktop npunoxeHusx. Mo yMmon4aHuio 3annch BKIOYEHA.

Twn — bynesbiii

Mpumep:
call-recording-enabled: True

, roe:

- dnar True — BKJIIOYAET 3aMNnCb 3BOHKA;

- dnar False — BbiknO4YaeT 3annchb.
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HacTtpownkn SSL-cepTudpukara

YkaxuTe SSL-cepTndurkaT, BbinyLLEHHbIN Ha ware 8 (cm. LLar 8. Boinyck SSL-cepTudukaTa).

- ssl_key:" — npuBaTHbIN Koy ansa SSL-cepTudunkaTa. YkasbiBaetcs B popmaTte PEM 1 He [omKeH 6biTb
3aLmLeH naponem. NprBaTHbIN KoY HEOBXOANMO YKa3aTb MOMHOCTbIO, BKJIIOYas

- ssl_cert:" — SSL-cepTudunkat cepsepa B popmate PEM. 115 KOpPEKTHOW paboTbl yKaXKnTE BCIO LLeNOYKy
ceptudukatos (full chain). SSL-cepTundukaTbl HEOBXOANMO YKa3aTb NOMHOCTbIO, BKlOYas ----- BEGIN RSA
PRIVATE KEY----- n----- END RSA PRIVATE KEY-----

- verify_ssl — cnoco6 npoeepkun SSL-cepTudukata. BosmoxHble 3HayeHus: True, False, nyTb go darina
.ca_bundle:

- True — npoBepsATb cepTudUKaT C LeHTpamu cepTudunkaymm (CA), BctpoeHHbiMn B OC (Mo yMmonyaHuo).

- False — He npoBepsaTb SSL-cepTndukart, HanprMep B C/ly4ae NCMOAb30BaHNS CaMOMNOgNMCaHHOro
ceptudukaTa.

- MyTb fo .ca_bundle — ncnonb3oBaTb CBOW LeHTP cepTudrKaLmmn ons NpoBepkn cepTudukara.

- self_signed_cert — ecnu nnaHnpyetcsa 0o6aBnsaTb cCaMmonogncaHHble cepTndrkaTbl, TO HEOB6XOOVIMO
006aBUTb 3TOT drar co 3HadeHneMm True. o ymonyaHuio 3HavyeHne False, a dnara HeT B dpaiine

defaults.yaml. ®nar Hy>HO [06aB/Tb CAMOCTOSITENIbHO U TOJTbKO B C/lyYae CMOJb30BaHNS
CaMOMNOANNCaHHbIX CEPTUPUKATOB.

BHumaHmne

O6s13aTeNbHO yKasaHNe BEPTUKAbHOM YePTbl | TOCIEe NEPEMEHHO 1 YETbIPEX NPOBGENIOB B Hayane CTPOK (CM.
npuMmep Huxe).

Tvn — MHOFOCTpOHHbIe nepemMeHHblie

MNpnmep:

Mpotokon ACME (Let “s Encrypt) pnsa SSL-cepTudunkatos

[MepemeHHble ssl_key 1 ssl_cert MOXHO He 3anoNHATb, NpY BkItoUeHun ceptudunkatos yepes ACME oHn
NrHOPVPYIOTCS.
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HacTpoikn gnsa ynpasnerns ACME:

- ssl_acme_enabled — yctaHoBuTe True, 4To6bl cnonb3oBaTb NpoTtokon ACME (ssl_key v ssl_cert
nrHopupytotcs). No ymonuyaHuio yctaHosneHo False (ACME He ncnonbayetcs).

- ssl_acme_email (cTpoka) — noyta, ucnonbayemas npu oépaiieHnn K Let's Encrypt. Ha aTy nouty 6yayT
nocTynaTb yBeAOMIEeHNs OT cepBuca Let's Encrypt. O6a3aTenbHbil napameTp, 6€3 KOPPEKTHOM NOYTbI

cepTuduKaTbl BblgaHbl HE ByayT.

- use_default_domain — BknoyaeT nosyyeHmne SSL-cepTtudukaTa yepes ACME ong nomMmeHa, ykasaHHOro B
nepemeHHol domain daiina defaults.yaml. Ecnn 8 DNS HeT 3anucu, koTopas No3BONSIET Pa3peLlnTb UMS
OOMeHa Ha BHeluHnI IP-agpec, aTOT napameTp Hy>XHO BbikiounTb (False). o ymonuaHuio ceptudukat

6yaeT Bbinyckatbes (True).

BHUMaHune

BknoueHve aTon onumn 1 NCNonb30BaHNE yKa3aHHOW GYHKLMOHANIbHOCTY O3Ha4YaeT cornacume C yCnoBusmm
MNCNONb30BaHKS, C KOTOPbIMU MOXHO O3HaKOMUTbCS MO agpecy https://letsencrypt.org/repository/

Twun — byneBbin/cTpoOKa

Mpumep:

// vcnonb3oBaTb cepTupmkaTth oT Let’'s Encrypt:
ssl_key: "'

ssl_cert:
ssl_acme_enabled: true

ssl_acme_email: ssl@vkteams.EXAMPLE.com

// vicnonb3oBaTb ssl_key / ssl_cert (BapuaHT MO yMOMYaHWW) :
ssl_acme_enabled: false
ssl_key: |

2’ MpumeyaHue

CepTudukaTt NnpogaeBaeTcs aBTOMaTU4eCKN Kaxable 3 mecsaua, noatomy 80-1 NOPT AOMKEH 6bITb OTKPbLIT —
VHave cepTudukat He O6GHOBUTCS.
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YcTtaHOBKa pa3peu.|eH|/||7| ANg nosb3oBarenen

YT1O6bI paspeLllnTb NOAb30BaTENIM U3MEHATb MHGOPMaLMIO O cebe B Npoduie MecceHaxepa, yCTaHOBUTE

3HayeHne True B CneayoLmx CeKLnsaX:

- Paspelwmntb n3ameHeHne aBatapa:
Tun — bynesbin

Mpumep:
allow_self_avatar_change: True

- PazpelunTb nsameHeHne nmeHn n Gammnani:
Tuin — bynesbin

MNpumep:
allow_self_name_change: True

- PaspelunTb BHeCceHne nameHeHnn B pasgen «O cebe:
Tuin — bynesbin

Mpumep:

allow_self_info_change: True

YTo6bl paspeLlnTb yaaneHmne oTnpaBieHHOro COOBLLEHNS B NMYHbIX YaTax/rpynnax 6e3 yBegoMIeHns

YYaCTHUKOB, yCTaHOBUTE 3HadyeHne True B cekuuu silent_message_delete.
Twun — byneBbin

Mpumep:

silent_message_delete: True

HacTpolika oKpy>XeHns agMuH1cTpaTopa

VHTepdeinc agMnHNCTpaTopa AOCTYNEH TOMbKO C BbIGPaHHbIX IP-afpecoB 1 TONbKO BbIGPaHHbIM
nosnb3oBaTensmM. Takxe NpefyCcMoTPeHa HaCcTpOoKKa OrpaHNYEHNs OCTYrMa K BbIGpaHHbIM pasfenam

OKPYXXEHVSA agMUHMCTPaTopa (HanpuMep, K Bbirpy3Ke 4aToB).

Mo yMonuyaHuio oKpyXeHne agMUHUCTpaTopa JOCTynHO ¢ IP-agpecos npusaTHbix ceTel (10.0.0.0/8,
17216.0.0/12 n192.168.0.0/16).

[locTyn B OKpyXeHre agMUHNCTPaTOpa HacTpanBaeTcs Yyepes rpynbl.
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I3HavanbHO nepeyeHb rpynn ¢ JOCTYNOM B OKPYXeHVe agMUHNCTPaTopa MycT, NOTOMY OKPYXeHune
HeLOCTYMHO HUKOMY. YNpaBneHne oOCTYNOM No rpynnamM OCyLLEeCTBNSETCs Yepes napaMeTp otp_permission,
KOTOpPbIN ynpasnaeT HacTporikamy OTP-aBTopur3aumn ANns pasHbiX CLEeHapues.

Ecnu HacTpoiikn gnsa coeanHerns ¢ LDAP-cepBepoM NponsBogaTCs BO BPeMS MHCTanAsaumm — ons
napameTpa otp_permission Heo6xoaVIMO yka3aTb 3apaHee NoAroTOBIEHHOE HanMeHoBaHve rpynnbl 13 LDAP,
B KOTOPYIO BYAYT BXOOWTb NOSIb30BaTENV C AOCTYMNOM B OKPYXEHMe agMUHUCTPaTopa (cMm. pasgen LDAP B

npenycrnoBunsx).

Ecnn nHctannauus nponssoantca 6e3 cea3u ¢ koprnopaTueHbiM LDAP-cepBepom — ykaxuTe ans napameTpa
otp_permission HarmeHoBaHue rpynnbl 13 LDAP, B koTopyto 6yayT BXOAUTb NOSb3oBaTeNN C LOCTYNOM B
OKpY>XeHne agMuHncTpaTopa (cMm. pasgen LDAP B npegycnosusix). ViHdopmaLms No ynpaBneHnio
napamMeTpamMu CUHXpOoHM3auuy LDAP nocne nHcTannauum MeccenpKepa npeacraBsneHa B JOKyMeHTe

«/IHCTPYKLISA MO UHTErpaLLvi C KOHTPOMIEPOM flOMeHa Mo NpoTokony LDAP».

Mpw otcyTcTBUM LDAP — yKaxunTe ons napameTpa otp_permission HameHoBaHVe rpynmbl, KOTopoe byaeTte
NCNOAb30BaTb NPW CO30aHNN NONb30BaTeNEeN B CUCTEME BPYYHYIO MOCE OKOHYaHNs NpoLuecca NHCTanNsaunm
(onucaHme npouecca NpPeacTaBieHo B JOKYMeEHTe «PYKOBOACTBO MO agMUHUCTPUPOBAHMION).

Tun — Cnosapb cTpoka — Maccus CTPOK

Mpumep:

// OKpyXeHWe agMUHMCTpaTopa A[OCTYMHO BCEM MOJIb30BaTENAM :
otp_permission: {}

// OKpyXeHue agMUHWCTpaTopa HEAOCTYMHO HWKOMY (3Ha4yeHue Mo yMon4YaHuw) :
otp_permission:
myteam-admin: []

// OKpyXeHWe agMUHMCTpaTopa AoCTynHo rpynne myteam-admin B LDAP (4epe3 distinguished name,
nogpo6Hee npo nonydeHue distinguished name us AD cm. B pasgene "Kak nonyuuTtb Distinguished
Name gns bindDN u usersDN B Active Directory" Bblwe) :
otp_permission:
myteam-admin:
- 'CN=myteam-admin, OU=HQ, DC=dev,DC=1ocal’

// OKpyXeHue agMuMHMCTpaTopa A[OCTYMHO rpynne myteam-admin 6e3 LDAP:
otp_permission:
myteam-admin:
- 'myteam-admin’

YnpaBneHre gOCTynoM o rpynmnam K Bbi6paHHbIM KOMMOHEHTaM OCYLLLECTBASETCA Yepes NapameTpbl
myteam_admin_permissions 1 myteam_admin_default_permissions.

I'Iepequb OOCTYIMHbIX KOMMNOHEHTOB!

« Information — nHdopmauya o cncteme, 4OKyMeHTaLUS.
- Analytics — nHdopmaLns O COCTOSIHUM CUCTEMDI, FPadVIKK 1 aHaIUTLKa.
- Export — Bbirpy3ska y4aCTHVKOB rpymnn.
MapameTp myteam_admin_default_permissions onpegenaeT npaBuio 4oOCTyna K KOMAOHEHTY MO

yMOM4aHmio, a napameTp myteam_admin_permissions nossongeT pasrpaHnymTb SOCTYM Ha YPOBHE rpynn B
LDAP.
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Mo ymonuaHumio focTtyn k komnoHeHTaMm Information (pasgen «/iHbopmauus») n Analytics (pasgen
«AHanuTVKa») NMeIoT BCE Nonb3oBaTeNn C 4OCTYMNOM K OKPY>XeHMIo agMuHncTpaTtopa. K komnoHeHTy Export

(pa3pen «Bbirpyska») 4OCTyNa HET HU Y KOTO.
Tun — MaccuB CTpok
Mpumep:

// komnoHeHTH Information u Analytics pgocTynHbl BceM, Export — HWKOMYy (3HayeHue Mo yMONYaHwi) :
myteam_admin_default_permissions:
myteam_admin_permissions:

// komnoHeHTh Information u Analytics gocTynHbl BceMm, a Export — rpynne myteam-admin-export B
LDAP (uepes distinguished name, nopgpo6Hee cMm. B pasgene "Kak nonyuuTb Distinguished Name pnsa
bindDN u usersDN B Active Directory" Bblwe):
myteam_admin_default_permissions:
myteam_admin_permissions:
Export:
- 'CN=myteam-admin-export, 0U=HQ, DC=dev,DC=1ocal’

// komnoHeHTbl Information m Export pocTynHel BceMm, a Analytics — rpynne myteam-admin-analytics
6e3 LDAP:
myteam_admin_default_permissions:

Export: allow

Analytics: deny
myteam_admin_permissions:

Analytics:

- 'myteam-admin-analytics'

YnpasneHne JOCTynom Ha ypoBHe IP ocyliecTBrnseTcs yepes napameTp myteam_admin_acl. Mo ymonyaHuio
LOCTyn npegocTaBnseTca ns nogceten rfc1918 (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16) n 127.0.0.0/8.

Tun — MaccuB cTpok

Mpumep:

// OKpyXeHue agMMHMCTpaTopa HedoCTYMHO HWM C ogHoro IP-agpeca:
myteam_admin_acl: []

// OKpyxXeHue agMUHWCTpaTopa LOCTYynHo AnA noaceTein rfc1918 m 127.0.0.0/8 (3HayeHue no
yMOSIYaHuio) :
myteam_admin_acl:

// OKpyXeHue agMmMuMHuUcCTpaTopa AOCTyrnHO c¢ agpeca 1.1.1.1 u 10.11.12.0/24:
myteam_admin_acl:

- 1111
- '10.11.12.08/24"

HacTtpoika o6paTHON CBA3UN

Mo ymonyaHuto Bce obpalleHns Nonb3oBaTene NoCcTynaloT Ha agpec myteamsupport@USER-DOMAIN,
Yyepes nokanbHbi SMTP-penein. Hanpumep, B cnyyae goMeHa example.com ob6palleHne NnocTynnT Ha agpec

myteamsupport@example.com.

Ba3oBble HACTPOIKMN cepBuca:
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B nonsx from un GCt_tO B afjpeca, okaH4Y/BaloLmmeca CMMBOJIOM @, aBTOMaT/YECKM NMOACTaBNAETCA OOMEH

noJsib3oBaTesid.

feedback_config:
from: "myteamsupport@"
rcpt_to: ["myteamsupport@"]
subject: "VK Teams Feedback"

MapameTp Tun OnuncaHue Mpumepbl

from Ctpoka O6paTHbIN agpec ons o test@ — o6paTHbI agpec ByneT
nucbma, GopMrpyemoro test@USER-DOMAIN
CNCTEMOW B agpec  test@example.com — o6paTHbIN
TEXHNYECKOW NOAAEPXKKN agpec byget test@example.com,

HEe3aBNCMMO OT JOMeEeHa NoJib3oBaTeNA

rcpt_to MaccuB Appec nonyyatenen. o [ 'test@' ] — nonyyaTenem nucbma
Monyyatenein MOXeT 6blTb oypet test@USER-DOMAIN
HECKOJIbKO o [ 'test@', 'example@example.com' ] —

nonyyatensmuy nucbma 6yayT
test@USER-DOMAIN 1
example@example.com

subject Ctpoka Tema oTnpasnsgsemoro
nrucbma

PacLuvpeHHble HaCTPOIKIN cepBuca:

VicnonbayliTe pacLUMpeHHbIE HACTPOKU, ECN XOTUTE OTNPAaBNATb OBPaLLEHUs MONb30OBaTENEN Yepes
oTaenbHbln SMTP-cepBep ¢ MCMNoNb30BaHNEM aBTOPU3aLMN.

feedback_config:
host: "localhost"

port: 25

username: ""

password: ""

use_tls: false

from: "myteamsupport@" # myteamsupport@external_domain
rcpt_to: ["myteamsupport@"] # myteamsupport@external_domain

subject: "Myteam Feedback"

MapameTp Tun OnuncaHue 3HauyeHue [ HacTpolika no
yMon4yaHuio

host Ctpoka Appec SMTP-cepBepa localhost

port Int MopT SMTP-cepBepa 25
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NapameTtp Tun OnucaHue 3HaueHue [/ HacTpolika no

yMoJ4aHuto
username Ctpoka Vimsa nonb3oBaTens ons asropusaumm 6e3 aBTOpU3aLLUn
Ha SMTP-cepBepe
password Ctpoka Maponb pns asTopusauum Ha SMTP- 6e3 aBTopu3aLLNL
cepsepe
use_tls Boolean ®opcunposaTb ncnonblosaHme TLS BbIK/TIO4YEHO

ons SMTP-cepsepa

/" TNpumeyanne

Mo okOHYaHUK 3aNOAHEHNS KOHOUIYPALMOHHOIO daina MHCTaNASaUMM HeO6Xo4IMO NOCIEAoBaTENbHO HaXaTb
Esc :wq Enter ona coxpaHeHns BHECEHHbIX N3MEHEHWIA.

LWar 12. Nunumnannsaumna cepsucoB

[Nocne 3anonHeHns KOHCI)VII'ypaLJ,VIOHHOFO ¢a|7|na VIHCTaNnaum Heobxoanmo npon3BeCTnN NHNLnanmn3auuio

cepsucos VK Teams.

,D,J'IFI MHUManmsaynm BCex cepBrCOB BbINOHNTE KOMaHAY:

premsetup.py --init

LLar 13. NMpoBepka KOHPUrypayunoHHoOro ¢gansia Ha OLLNGKN

YT106bI NPpOBEPUTL KOHPUTYPaLNOHHDBIA dann nHcTannauum fusrf/local/etc/premsetup/defaults.yaml Ha

OLUNBKW, BbINONHUTE KOMaHLOy:
premsetup.py -t
[aHHasa KoMaHga NO3BOJISET NPOBEPUTb, BEPHO SN YKasdaHbl HACTPOWIKN CUCTEMbI. ECIM OTKPbIThI HE BCEe

HY>XHbl€ MOPTbI, NGO HET MHTErpauun ¢ 6a3oBbiM Habopom cepBrcoB (DNS, SMTP, NTP), B koHCcoN

OTO6Pa3nNTCA YBEOOMIIEHVE O HEOBXOAVIMOCTI NPABOK.

LUar14. 3anyck ckpunTta KoHurypaumum

YTO6bl 3aNyCTUTb CKPUNT KOHUrypaumm cepsepa VK Teams, BbINOSHUATE KOMaHAY:
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premsetup.py

Ecnu ckpunT oTpaboTan 6e3 oWnBOK, B pe3ysibTaTax BbiNMOMHEHNS OTOBPAa3NTCSH CINCOK YCTaHOBMEHHbIX
MOpLynen n coobLyeHne B KoHconn all is fine.

LLar 15. PecTtapT MaLUWHbI

[anee BbINONHUTE pecTapT BUPTYasbHOW MaLUMHbl KOMaHLO:
reboot

Ha aTOM yCTaHOBKa MeCCeHKepa CUNTAETCS 3aBEPLLUEHHON.

Mo npotwecTsumn 30 MVHYT NOCE pecTapTa MaLlHbl MPOBEPLTE PE3YbTaThl BbIMOMHEHNS CKPUNTOB
BHYTPEHHEro MOHUTOPUHIa CUCTEMbI. [N 3TOro NOAK/IIOYMTECH K MaLUMHE MO SSh 1 BbINOMHUTE KOMaHAbI:

mon.sh clean
mon.sh

Mocne aToro NpoaHanM3npynTe BbiIBOA KOMaHAbl B COOTBETCTBMM PYKOBOLACTBOM MO aAMUHICTPVPOBAHNIO, CM.

pasaen MOHUTOPVIH NMapaMeTpOB CepBlca.

/" MpumeyaHue

OTnnyme ckpunTta mon.sh OT NPUBEAEHHOMO B PYKOBOACTBE NO aAMUHUCTPUPOBaHNIO /usr/share/check-mk-
agent/local/local_check_exec.py BTOM,4YTO CKPUMNT mon.sh OTOBPaxaeT TOMbKO OLNGKN, UTHOPUPYS
yCneLwHO BbINMOJIHEHHbIE MPOBEPKN.

LLlar 16. NpoBepka roToBHOCTN CEPBNCOB

Mocne nepesarpyskn BmpTyaanoM MalLUWHbI HeO6XO,EI,I/IMO npoBepuTb rOTOBHOCTb CEepBNCOB KOMaHJJ,OIhI
ic srvs

Ecnun Bce cepBuCbl HaxogAaTCs B CTaTyce alive, MOXHO NepexoauTb B BE6-UHTEPPENC MECCEHAXEPA.
YCTaHOBKa MeCCeHKepa CYNTAETCS 3aBEPLUEHHON.

Korpa Bce CepBUCblI HaXoOAaATCA B CTaTycCe alive, MOXHO LONOMHUTENBHO BbIBECTW B KOHCOJS1b CMMCOK NO40B

KOMaHOo:

kubectl get pods -A
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MoBTOPHbIN 3anycK KOHPUryparopa

KoHopurypatop BO3MOXHO 3anyckaTb MOBTOPHO B C/llyYae BO3HUKHOBEHWS OLLUMGOK BO BPEMS MHCTaNIALNN U

npwv O6HOBMEHUN ANCTPUBYTUBA.

OpHako NpPwn NOBTOPHOM 3arnycke HYy>XHO y4YTbiBaTb HEKOTOPbIE OCOBEHHOCTW — OHW onpenendrTcAd cbnaralvn/l,

CO37aBaeMbIM/ KOMaHAOW premsetup.py --install MpuW NepBOM 3anycke:
. [var/tmp/premsetup.run — yganute aToT dnar, Nocne Yero KoMaHay premsetup.py --install MOXHO
3anyCTUTb CHOBA.

- /mnt/data/premsetup/flags/premsetup.run — npu Hanuunm aToro dnara KOMaHga premsetup.py --
install He 6ygeT n3mMeHsTb HacTponkn LDAP, ogHako 6yaeT N3MeHATb OCTaslbHble HAaCTPOKN. DTO
npenoTBpPaLLaeT NOIOMKY CUCTEMbI CUHXPOHM3aLMUN NoMb3oBaTeNEN, B Clly4Yae eCnii U3MeHeHNs

BHOCW/Cb Yepes Be6-nHTepdelic.

BHeceHne nsmeHeHUn B HaCTPOWMKN MHCTaIaLun

Ecnn Heobxoanmo BHECTU N3MEHEHMS B KOHCI)I/IpraLI,I/IIOZ

1. MogkniounTech K BUPTYanbHOM MallnHe (Lwar 4).

2. BHecunTe HeobxoanMble n3MeHeHNs B HacTpoiiku cetu, LDAP, DNS, oTKpbiTble AOCTYMbl /1an

KOHOUrypaLmoHHbln darn nHctannsaumm (warm 5-11).

3. BbinonHuTe npoBepky KOHOUMYpaLMn Ha OLINGKIA 1 3aNyCTUTE CKPUNT KOHGUrypauumn (warv 13-14).

/" MNpumeuyaHue

VHnumnanusauuio cepsucos VK Teams (war 12) nponsBognTb He Hago.

4. MNepesarpysnTb BUPTYasbHYIO MallNHY 1 NpOBepbTe roTOBHOCTb cepBucoB VK Teams (waru 15-16).
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