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Ha3HayeHe fOKyMeHTa

B BaHHOM JOKYMEHTE NPEeACTaBEHa apXUTEKTYPA 1 CMOCO6bl aHTUBMPYCHON NMPOBEPKY, a TaKXe ee

KOHUrypurpoBaHue.

,D,OKyMeHT npefgHasHavyeH gnaa ncnosib3oBaHA CUCTEMHbIM aMUHNCTPaTOpPaMI.

JononHnTenbHaa JOKYMEHTaLuns

ApxntekTypa 1 onmcaHne CUCTeMbl — B JOKYMEHTE NpeaCcTaB/ieHO OnncaHne CepBrcoB, 06eCnevmnBaloLLX
aHTMBUPYCHYIO MPOBEPKY, 1 pacnonoxeHue log-darnos gaHHbIX CepPBUCOB. He aBnsgeTcs YacTblo Ny6an4HOM
OOKyMeHTauun, obpatutecs K npepctasutento VK Tech, 4To6bl O3HAaKOMUTHCS C AOKYMEHTOM.
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ApXUTeKTYpa 1 CNnoco6bl aHTUBNPYCHOWN
NpPoOBepPKN

3a npoBepky pannoB aHTMBMPYCOM oTBeYaeT cepauc Kowalski . CepBuc paboTtaeT Ha COBGCTBEHHbIX JTOKasbHbIX
ouepeax n obuaetcsa ¢ pannosbiM 6akeHLoM ub.<DOMAIN> 1 yHnBepcanbHbiM CEPBUCOM NOJNNCoK Scribl.
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Mocne 3arpyskun danna B cepsuc Go-files ngét HTTP-3anpoc B cepsuc Kowalski c nndopmaunen o danne
(hotbox object ID, bucket name, filelD). Cepunc Kowalski nomelaeT aToT dann k cebe B ovepenb Ha
NpPOBEPKY.

Cnoco6bl aHTUBUPYCHOW MpPoBepPKN
B maHHbI MOMEHT NpeacTaBeHo ABa Buga npoBepkin Galnios:

1. Yepes npoTtokon ICAP.
2. Yepes nnterpaumio ¢ KATA (Kaspersky Anti Targeted Attack) no API.

OnucaHmne KOHOUIypPUPOBaHNS A8 KaX4oro crnoco6a NpeacTaB/ieHO HUXE.
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KoHpurypuposaHue c ncnonbsosaHmem ICAP

PacnonoxeHune koHbUrypaunoHHoro darna cepsrca Kowalski:
Jusr/local/etc/k8s/helmwave/projects/kowalski/values/kowalski.yml

Ona koHburypaumm cepsrica B pexvme nposepkin pannos rno npotokony ICAP Heo6xognmo:

1. B koHduUrypaumnoHHom darne cepsuca Kowalski B nepemMeHHoln antivirusType 3agaTtb 3HaveHme «ICAP»:

antivirusType: "ICAP"
2. 3apaTb TalMayT g9 COefHEeHns:

kowalski:
antivirusType: "ICAP"
icap:
timeout: 5s

3. 3agaTtb napameTp ¢ agpecom n noptom ICAP aHTMBMpPYCca B ETCD:

etcdctl --endpoints=[XOCT_ETCD]:[MOPT_ETCD] put /vars/services/demo/development/public/
service/antivirus/ICAP/address icap:\/\/ [DLP_SERVER_ENDPOINT]

Mpumep:

etcdctl --endpoints=etcd.im-etcd.svc.cluster.local:2379 put /vars/services/demo/
development/public/service/antivirus/ICAP/address icap:\/\/90.230.107.150:1344/reqmod

4. 3adurKcrpoBaTb KOMYecTBO penank cepsuca Kowalski, B danne koHpurypauumm fusrflocal/etc/

premsetup/defaults.yaml go6asbre:

services_config:
kowalski:
replicas: 1

5. [Ina coxpaHeHns ykasaHHbIX BbILLE HAaCTPOEK HEOBXOAMMO nepesanycTuTb cepsuc Kowalski komaHgom:

premsetup.py --install -m helmwave

KoHdurypupoBaHume ¢ nucnonbsoBaHmnem KATA

@alinbl Ha NPOBEPKY OTNPABNSIOTCH AaCUHXPOHHO, 6€3 OXULAHNS pe3yrbTaTa NPOBEPKY. 3aTEM OTMNPaBSeTCs

LOMOMHUTENbHBIN 3anpoc ¢ NHbOPMaLnel O NPOBEPKE.
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VHbopmauua o cocTosaHUM daiina NnpoBepseTcs oTAeNbHON ropyTUHOW. [opyTrHa AenaeT 3anpoc o
COCTOSIHUSIX C YaCTOTOW, yKa3aHHOW B kata: checkDelay . [Tocne nonyyeHns nHbopmauumm nomelsaet dann B

oyepenb Ha OMNoBeLLEHNE O COCTOSAHUY MPOBEPKMU.
PacnonoxeHune KoHPUrypaunoHHoOro darna cepsrca Kowalski:
Jusr/local/etc/k8s/helmwave/projects/kowalski/values/kowalski.yml
YT0o6bl HayaTb B3anmopenctBoBaTb ¢ KATA Heobxoamo:

B koHpUrypaumoHHom daiine cepsrca Kowalski:

1. YcTaHOBUTDb O/19 MEPEMEHHON antivirusType 3HayeHue «KATA»:

kowalski:
antivirusType: "KATA" // Ha naTWHCKOW packrafke

2. 3apaTb MHTEPBa NPOBEPKU COCTOSHMSA paiina B nepemeHHomn kata: checkDelay, a Takke obLwmin Tanmay T
Ha 3anpocsl kata: timeout pekomeHoyemoe 3HaveHve 5 cek:

kata:
checkDelay: 5s
timeout: 5s

3. MNyTb po cepTndurkata NponncaTtb B NepemMeHHyto kata: certFilePath . Hannune danna Heobsa3aTenbHO,
€ro co3facT caM CEPBUC 1 MOMECTUT TyLa CreHePUPOBaHHbIN cepTndrKaT:

kata:
certFilePath: "/data/kowalski"

4. MNyTb po cuctembl ¢ KATA nponncaTb B NnepeMeHHyto kata: endpoint:

kata:
endpoint:"<https://EXAMPLE.ru>"
5. Yto6bl cepuc posepsan cepsepy KATA, Heobxoanmo:

+ 006aBUTb ero cepTunduKaT B JOBEPEHHbIE cepBucy Kowalski. [1ng aToro B 6510Kke NSMEHUTE 3Ha4YEHne
enabled Ha true:

customCAcert:
enabled: true
secretName: custom-secret
certName: my-cert.pem

+ NONOXNTb cepTudukat cepaepa KATA nnm Lenouky ceptndukatos B Kubernetes (darin my-cert.pem
Ha MalwuHe). MprMep, Kak Nosy4YnTb TONbKO cepTudurkaT cepeepa KATA 1 nonoxmTb ero B paii:

openssl s_client -connect <[IOMEHHOE WUMA CEPBEPA KATA>:443 -showcerts < /dev/null 2>/dev/
null |openssl x509 -outform PEM > my-cert.pem

+ OTNPaBnTb cepTudurkaTbl B Kubernetes komangom:
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kubectl -n kowalski create secret generic custom-secret --from-file=my-cert.pem=my-cert.pem

6. Ecnu Heo6xoaMo fo6aBUTb AOMEH A1 MOUCKa, TO UCMOMb3yATe NapaMeTp customDomainSearches: [].

Mpumep:

customDomainSearches:
- EXAMPLE.com

7. YTO6bI 3adMKCMPOBaTb KOMMYECTBO PEMNNK CepBUCa, B danne koHpurypauun fusr/local/etc/premsetup/
defaults.yaml go6asbte:

services_config:
kowalski:
replicas: 1

8. [1ns coxpaHeHns yKasaHHbIX BbllLe HAaCTPOEK HeOBXOoAMMO nepesanycTuTb cepBnc Kowalski komangom:

premsetup.py --install -m helmwave

Cepsuc oTnpasnsieT cnegytoLime 3anpochl K KATA:

« https://support.kaspersky.com/KATA/3.7.2/ru-RU/176838.htm
« https://support.kaspersky.com/KATA/3.7.2/ru-RU/176830.htm
« https://support.kaspersky.com/KATA/3.7.2/ru-RU/176836.htm

B cnyyae HeaBTopumsoBaHHoW cuctembl KATA BosBpaluaeT 401 (nogpobHee cm. https://support.kaspersky.com/
KATA/3.7.2/ru-RU/176825.htm). Ecnn aBTOopur3saumsa cnctemol B ceprice KATA He NpONCXOANT, TO cepBuc o6
3TOM COO6LLAET B Jlorax 1 MOCTOSAHHO LUAET 3anpocChl A0 YCMNELLHOM aBTopU3aumnn.

BHUMaHune

Ecnu nomeHaTb B cnucteme sensorld (yganutb unm nameHuTb daiin), a ceptrdurkaTbl OCTaBUTb CTapble, TO No60NA
3anpoc 6yget BosepalLaTb 400. Heobxognmo yoanuTb cepTudukaTbl, YTOBbI N36aBUTbCS OT NPOGIEMbI.

MoppobHasa pokyMeHTauums o Bsaumogencteum ¢ KATA no APl gocTynHa no ccoinke: https://
support.kaspersky.com/KATA/3.7.2/ru-RU/181505.htm

MecTo XpaHeHua oTnpaBnsemMbix ¢pannos

®dannbl, oTNpaBnsemMble Nonb3oBaTeEN MU, XpPaHAaTCcs B S3. Mpun nepechinike NCMosb3yeTcs TOT xe dain,

aK3eMnap garna He KONMPYETCS 1 He Nepecos3faeTcs.
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Pexxnm npoBepkKun oTripaBnssemMbiX ¢pannos

Pexuvv npoBepky oTnpaBisaemMbix GalifioB aHTVBMPYCOM OnpeaenseTcs KoHbOUrypaunoHHbim daiiioMm cepBuca

Go-files.
PacnonoxeHune KoHPUrypauioHHOro ¢arna cepsuca Go-files:

Jusr/local/go.files.icq.com/files.icq.com.config.yami

antivirus:
work_mode: sync

B cekuum antivirus: HeO6x0aMO NOCTaBUTb OAVH 13 dnaros:

- NpenpoBepka (Sync) — B JaHHOM pexume, ecnu dainn He NPOBEPEH UK 3apaXkeH, TO CKadyaTb ero yget
HEeBO3MOXHO.

- MOCTNpOBepPKa (async) — B faHHOM pexumMe dalifl HeNb3s CKayaTb, TOJIbKO €CIV OH 3apaXkeH.

HaTta o6HoBneHns pokymeHTa: 08.09.2023 1.
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