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Ha3HayeHe fOKyMeHTa

B maHHOWM NHCTPYKLMN MPEACTaBNEHO ONMCaHne NPOLECCOB KITaCTEPHOW YCTaHOBKY KOPMOPaTUBHOIO
mMecceHpxepa VK Teams:

- YcTaHOBKa knacTtepa 6e3 DMZ

« YcTaHOBKa knacTtepa ¢ DMZ

,D,OKyMeHT npegHasHavyeH 04 ncnosib3oBaHNA agMUHUCTPaTOpPaMi opraHn3aunn.

JononHnTenbHas AOKYMeEHTaL s

VIHCTpYKLIMS NO MHTerpaLmm C KOHTPOAIEPOM AoMeHa no npotokony LDAP — B fOKyMeHTe npeacTaBneHa
nHPopMaLMs NO ynpasieHUio NnapamMmeTpamuy CUHXpoHu3auun LDAP.

ApXuUTeKTypa n onncaHne CNCTeMbl — B JOKYMEHTE NpefCcTaBneHo onmncaHne apxnTekTypbl MHCTaNNSLUN Ha
OfHY BUPTYasbHYIO MaLLUVHY, KNaCTEPHON NHCTaNNsaummn, BO3MOoXHble nHterpauum ¢ VK Teams, a Takke
TEXHNYECKNE faHHble N TPEBOBaHMS. He aBnaeTcsa 4aCcTbio NyBANYHON AOKYMEHTaLUun, 06paTuTech K
npenctasutento VK Tech, 4To6bl 03HAaKOMUTBCSA C AOKYMEHTOM.

BHumaHmne

PaHee meccerpxep VK Teams HasbiBanca Myteam, 4TO HaxoaWT OTPaXeHne B TEXHNYECKNX MOMEHTaX
(HanpyMep, KOMaHgbl B KOHCONN).
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ApXnTeKTypa Knacrtepa

B maHHOM paspene NpencTaBneHo KPaTKoe OMNCaHne apxXMTeKTypbl NnpoekTa. MNogpo6Hoe onucaHne
APXVTEKTYPbI NPEQCTaBNEHO B OKYMEHTE «APXUTEKTYPA 1 OMMCAHNE CUCTEMbI» (HE ABMSETCA YaCTbio
nyBANYHON [OKYMeHTauun, o6patuTtecsk k npeactasutento VK Tech, 4To6bl 03HaKOMUTLCS C LOKYMEHTOM).

KnactepHas nHctannsuns VK Teams He TpebyeT oTaesbHbIX KOMMOHEHTOB BHe cermeHTa cetn DMZ. OgHako
VK Teams akTBHO B3aMOAENCTBYET C BHELUHUMU/ 1 BHYTPEHHMY KOMMOHEHTaMW CETW.

Kak npasuno, knactep VK Teams ycTaHaBnmBaeTcs BHyTpy DMZ n He nmeet BHelwHero IP-agpeca. BmecTo
3TOro Becb Heobxogumbln Tpaduk nget vyepes NAT nnn WAF.
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O6sa3aTefnibHble KOMMNOHEHTbI

Cepsep VK Teams
B cermeHTe cetn DMZ.
Cepsep NTP

McnonbayeTca g CUHXPOHM3aLUM BPEMEHU, NPEeLOCTaBAIeTCS 3aka3umkoM. MoXeT 6biTb CMOb30BaH Kak
Ny6ANYHbIN, TakK 1 Ball COBCTBEHHbIN CepBep. Ha cxeme Bbille npefnonaraeTcsl, YUTO CEpPBEP HaxognTCs B
Ballem cermeHTe DMZ.

Cepsep SMTP
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Vcnonbayetcs gna otnpaBkyt OTP-cOO06LLEHN, MPenoCTaBNSeTCs 3aKka3ynkom. MoxeT 6biTb MCMOb30BaH Kak
Ny6AYHbIN, TakK 1 Ball COBCTBEHHbIN cepBep. Ha cxeme npepnonaraeTcs, YTo cepBep HaxoomUTCs B BalLeM
cermeHte DMZ.

Cepsep DNS

VicnonbayeTcs ona npeotpasoBaHns UMEH B IP-agpeca n o6paTHO, NpefocTaBnsaeTcs 3akasymkom. MoxeT
6bITb ICMOJIb30BaH Kak MyGnnYHbIN, Tak N Ball COBCTBEHHbIV cepBep. Ha cxeme npepgnonaraeTcs, YTo cepBep
HaxoguTcsa B Bawlem cermeHTe DMZ.

Push-cepBucbl

BHewwHme cepsucbl Apple n Google ana oTnpasku push-coobLUeHNn Ha MOBUNbHbIE NNATHOPMbI.
PacnonoxeHbl Bo BHelHeM nepumeTpe. CepBepy VK Teams TpebyloTcs ncxogsiime coeguHeHns K aTum
cepBUCaM N He TPeBbyIoTCa BXOAALME COEANHEHUS.

MpunoxeHune VK Teams

[Monb3oBaTenbckoe NPUIOXeHne, yCTaHOBEHHOE Ha ogHOM 13 gonycTtumMbix nnatdopm. Cepeep VK Teams
OOMKEH NMETb BO3MOXHOCTb NPUHNMaTb BXOASALLME COOBLLEHNS OT 3TOrO NPUNOXEHIS, a TaKXe OTMNPaBATb
oTtBeTbl. OCHOBHOE B3anMofelncTBre ocylecTBnseTcs yepes npotokon HTTPS (443/TCP). ns paboTbl BUOeO-
1 ayano3BOHKOB HeobxoauMbl npoTokonbl STUN n TURN: Bxogsawme coeguHeHns Ha nopTol 3478 /TCP n 3478/
UDP, a Takxe Bxogawumn n ncxogawmin Tpadnk UDP no noptam 1024+ (RTP-Tpaduk).

OnunoHanbHble KOMMOHEHTbI

WAF (Web application firewall)

OcyuecTtengeT punbTpaumio sxogsero HT TP-Tpaduka, a Takxe akcenepaumio SSL-Tpaduka.
[MpepocTaBnsaeTcs 3aKa34ylkoOM.

DLP (Data Leak Prevention)
Cuctema gnst NpefoTBPaLLeHNs yTeYKN AaHHbIX. [pefocTaBnsieTcs 3aka3ylikoM.
LDAP

McnonbayeTca ona nonyyeHns cnucka nosbaosateneil B cucteme. VK Teams MoxeT 06CnyXuBaTb Kak
nonb3osaTenen, 3aBefeHHbix B LDAP 3aka3unka, Tak 1 BHYTPEHHNX nosib3oBateneil. VIHTerpauns ¢ LDAP He
ABNSAETCSA 0b6s13aTesbHbIM YCNOBUEM, HO OUYeHb YAO6Ha ANs TeX, KTO MMeeT BHYTpeHHu LDAP, Hanpumep MS
Active Directory.

AHTNBUpPYC

VicnonbayeTtcs ana npoBepky Galinos Ha BUpYChl. He aBnseTca o6a3aTesibHbiM KOMIOHEHTOM.
MNpepocTaBnseTcs 3aKa34nkoM.
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OnucaHune gncTpunbyTmea

OncTpubyTns knactepHol nHctannaumm VK Teams nocTasnseTcs B Buae o6pasa BUPTYasbHON MaLUyHbI
cepBepa, a Takxe Habopa NPUNOXEHNIN AN MOBUSIbHbBIX YCTPONCTB UM KOMMbloTEPA.

CuncremHble Tpe6oBaHNS:

B cnyyae kniacTepHO MHCTaNALMN TPEBOBaHUS K MPEfOCTaBNAeMbIM BblYMCANTENbHBIM PeCypcam
(BMpPTYasibHbIM MaLLVIHaM) A9 NPOLYKTUBHOW Cpefbl PacCUMTbIBAIOTCH UHAMBUAYANbHO A5 3aKasyvika.
CesxxuTech ¢ npepcTtasutenamy VK Teams 4151 MOMOLLY C pacYeTOM Caii3uHra.

- VCPU: O6s3aTtenbHas nogaepxka Time Stamp Counter (TSC). NMpoBepuTb Hannyme MoXHO Nouckom ¢nara
constant_tsc B /proc/cpuinfo. JTlo60l1 coBpeMeHHbIli NPOLLEeCCOopP NOoALEePXNBaAET 3TY TEXHOMNOT IO,
O[HaKO NHOr4a 3TOro PErncTpa HeT BHYTPU BUPTYaIbHOM MaLlKHbl. B 3ToM cyyae HEOBXoaMMo
NPaBUIbHO HAaCTPOWTb CUCTEMY BUPTYann3aLmnn.

« Bxopawumn tpaduk: TCP — 25 MéuTt/c; UDP — 25 MéuT/c.
CoBMeCTNMOCTb:

« MO cepBepHom BupTYyanmnsauum VMware Bepcuin 6.x — 7.
« JTlo6ble cncTemMbl CEPBEPHON BUPTYanmsaLmm, ocHoBaHHble Ha KVM, Hanpumep OpenStack.

- VK Cloud Solutions.
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I'Ipep,BapMTeanble ycnoBmd And yCTaHOBKHA

[Mepen ycTaHOBKON HEOBXOANMO O6EeCneYnTb:

PoyTUHIr ncxogsawmx coegnHeHnn

Heobxogum gns otnpaekun push-coobuieHnn (Yepes cepaucl Apple, Google) n ans paboTbl FOIOCOBbIX U

BOeO-3BOHKOB.

ABTOpPU3aLMs NOMb3oBaTENEN B MECCEHAKEPE BbIMNOMHAETCSA C MOMOLLbIO OgHOPa30BbIx kogos (OTP via email).
[.ns pocTaBky NMcCemM C OAHOPa30BbIMU KogamMiu Heobxoaum SMTP-cepBep, Ha KOTOPOM pa3peLLeHa OTrnpaBka

NMOYTOBbIX COOBLLEHNA ANS JAHHOW BUPTYanbHOM MalUnHbl — 6€3 aBTOPU3aLLn 1 6IOKNPOBKIM aHTCHaM-
CUCTEMO.

NTP-cepBepbl

Hy)KHbI 0149 CNHXPOHN3aunn BpeMeHN. Bo3amoxHO YKa3aHne BHEeLWHX CepBepoOB, €CJ/IN HET CITOXHOCTEN C
npoxoxXxaeHnem ceTeBbiX CbVIJ'IprOB.

Ncxopawme coegnHeHsl Ha CTOPOHE KJIMEeHTa

PaspeLwmnTtb nogknoyeHve: 80/TCP, 443/TCP, 3478/TCP + UDP, UDP-nopTbl Bbilwe 1024,

LDAP

Cepsuc VK Teams MoXeT paboTaTb Kak O60COBMIEHHO, TaK 1 B CBSI3ke C koprnopaTusHbivM LDAP-cepsepom.

CricTeMa nNpefocTaBiseT BO3MOXHOCTb yKa3aTb HAaCTPOVIKM Ans coepunHeHns ¢ LDAP-cepsepowm (npu ero
Has4MKn) BO BPEMS MHCTANIALN N MOCHE ee 3aBepLUEHNS.

NHdopmaums no ynpaeneHuio napameTpammy cuHxpoHnsauumn LDAP nocne nHctannaumm mecceHaxepa
npeacraBneHa B fOKyMeHTe «/IHCTPyKLMS NO UHTErpauun ¢ KOHTPOAIEepPOM OMeEHa No npoTtokony LDAP».
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Ecnn HacTpoikn gns coeguHeHns ¢ LDAP-cepsepom Npon3BoasTC B MOMEHT NMHCTannsauumy, Bam
HEO6Xo4MbI:

- JocTtyn kK LDAP-cepBepy;
« HacTtpoiikn gns coeguHeHns ¢ LDAP-cepeepom: bind_dn, user_dn, url, password, CA-cepTndukarT;

- Ha3BaHue rpynnbl nonb3oBaTeneil, KOTopbiM 6yaeT LOCTYMHO OKPYXEHVe agMUHCTPaToPa, Hanpuvep,
myteam-admin. HassaHve rpynnbl 6yaeT NCNonb30BaHO NpY HAaCTPOIKe AOCTYMNa K OKPYXEHUIO
afMVHUCTpaTopa.

BosmoxHa paboTa 6e3 LDAP, c po6aeneHnem nonb3oBaTtenel Bpy4YHyio (nogpobHee cM. PykoBoACTBO Mo

a4MVIHUCTPUPOBAHNIO).

Tpe6oBaHua K L7-6anaHCNpoOBLLNKY

[aHHble TpeboBaHMS akTyanbHbl Kak g DMZ, Tak n ons cTaHEapTHOro Knacrepa.
bBanaHcrpoBLLK OMKEH NPOCTaBAATb CneayoLye 3arofoBky Npu NpokcnpoBaHun 3anpocos B VK Teams:

« X-Real-IP — B oTOT 3aronoBok fonmkeH 3anuncbiBatbes IP agpec, oTkyaa npuLlen 3anpoc.

« X-CUSTOM-SSL-OFFLOAD 1 X-SSL-OFFLOAD — B 3T 3arofioBKu A0JIXHO 3anmncbiBaTbCa 3HadeHre 1. 3tn
3arofioBKY CUrHaNn3npytoT O TOM, YTO 6a1aHCUPOBLLNK TepMUHUpYyeT SSL.

Mpw ncnonb3oBaHMn L7-6anaHCNpOBKN HEOBXOAMMO OrpaHNYMBaTh Ha YPOBHE CETY JOCTYN K BUPTYyasbHbIM
MawwurHam VK Teams Hanpsamyio.
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YcTtaHoBKa Knacrepa 6e3 DMZ

[MpoLuecc yCTaHOBKM KnacTepa YCIOBHO AENNTCS Ha:

1. dencTteunsa B KOHconn — warun 1-9;
2. JencTBus B rpadnyeckom nHTepdeince yctaHoBLKa — warn 10-14;

3. PecTapT BUpTYanbHOW MalUWHblI B KOHCONN — war 15.

Ons YCTaHOBKW KnacTtepa HEOBXOOMMO BbIMOMHUTD LLaru, npencrtaB/ieHHbIE HIKE.

BHUMaHune

Bce komaHbl B KOHCOS BbIMOMHSAOTCS NOA Nonb3oBaTenem root.

Llar 1. NMpepBapwuTenbHble ycnoBua ANs yCTaHOBKU

I'Iepep, Ha4vyaJioM MHCTannauunm y6ep,|/|Ter, 4YTO BbINOJIHEHDI BCE MNnpenBapunTeSibHble yCl1oBUA (CM. pasnen

MpepnBapuTenbHblie YCNOBUA A1 YCTaHOBKM).

LLar 2. NMpoBepka LEenocCTHOCTN NoJsly4YeHHbIX 06pa3oB
BMPTYasibHbIX MaLLWH

YTo6bl NPOBEPUTL LLENOCTHOCTL 06Pa30B BUPTYasIbHbIX MaLLVIH, B AMPEKTOPWN CO CKavyaHHbIMY daiinamu

BbIMOSIHATE B KOMaHOHOW CTpoOKe:

Linux
md5sum *
Windows

CertUtil -hashfile myteam.ova MD5
CertUtil -hashfile myteam.qcow2 MD5
CertUtil -hashfile myteam-data.qcow2 MD5

Mac

md5 *
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Hanee cpaBHUTE NONyYeHHOE 3HAYEHME C XeLl-CyMMOW, yKa3aHHOW B TeKCToBOM daitnie md5.txt,
pacrnpoCcTpaHIeMOM C ANCTPUBYTUBOM.

LLar 3. 3anyck o6pa3sa BMpPTyasibHOW MaLUVHbI

3anycTuTe 06pas BUPTYasbHOWN MaLLUHbI.

LLar 4. NMopxksitoueHne K BUpTyasibHON MaLUHe

[MogknounTech K BUPTYyanbHOW MaLuvHe no SSH.
[Tonb3oBaternb: centos
MNaponb: djhMRG1vO

BHumaHune

YTo6bl NONYUYNTb NapOsib A1 NOSIb30BaTeNs root, 06paTUTECH B CIYXBY TEXHUYECKOW NOSAEPXKM.
Mocne nogxoYeHns K BUPTYasibHOW MalLUHe Naposn s nofib3oBaTenel root n centos HEOBXO4MMO CMEHUTD.

macOS uan Linux:
ssh centos@<VM IP address>

Windows: 3aBcuT OT ncnonbayemoro SSH-knneHTa.

Llar 5. NleHepauna SSH-kno4ya png yctaHoOBLUMKA

Ons poctyna yctaHoBLKa K cepBepy VK Teams Heob6xoonmo creHepurpoBaThb kKitod Ha cepepe VK Teams:
ssh-keygen -f vkt_key

[Mocne atoro ny6anYHyto 4aCTb Kito4a HEOBXOMMO J06aBUTb NOb30BaTENO centos B CNMCOK

ABTOPW30OBaHHbIX KITIOYEIN:
cat vkt_key.pub >> /home/centos/.ssh/authorized_keys

[MpuBaTHas yacTb knova (vkt_key) 6ygeT ncnonb3oBaTbCs MPW 3aMycke YCTaHOBLUMKA.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 11 13 39



Lar 6. IP-appec

Mepepn, HavyaIoM UHCTaNNALAN HEOBXOONMO ONpenennTb, ByaeT N AOCTYMNEH CePBUC B UHTEPHETE.

Ecnu cepBuc He 6yaoeT OOCTYMNEH B UHTEPHETE, TO HEOBXOAMMO NCMNONb30BaTb BHYTPEHHUI IP-agpec
pa3BopayIBaeMOW BUPTYaslbHOW MaLLHbI.

Ecnun cepBunc 6ygeTt 0OCTYMNEH B UHTEPHETE, HEOBXOANMO NCMONb30BaTb BHELLHN IPv4 agpec BUpTYyanbHON
MaLUVIHbl. AGpecC MOXET 6bITb MOAHAT Kak BHY TP BUPTYalbHOW MaLUVHbI, Tak 1 npobpolueH yepes NAT.
MpeobpasoBaHme ceTebix agpecoB (NAT) LoMKHO 6biTb BUAa 1-B-1 (CeTb B CETb), TO €CTb C COXPaHEeHNeM

HoMepa nopTa. VIHaye BMAEO 1 FoIoCoBble 3BOHKM MOTYT He paBoTaTb.
IP-appec B fanbHeliemM 6yaeT UCMONb30BaTbCs MNPY 3amnycke YCTaHOBLLVIKA.

Mpw ncnonbsoBaHMN BHeLWHero IP-agpeca Heo6xoaMMo NpPonsBecT HacTpolik DNS-3oHbl (cm. LLar 7.

HacTtporikn DNS-30Hb).

LWar 7. Hactpoinkmn DNS-30HbI

3aBeguTte B DNS-30He nmeHa XxoCToB, KOTOpPble 6yayT CMOTPETb Ha BHeLHWI IPv4 agpec.
Cnuncok nveH (CNAME nué6o A-3anmncin Ha Balle yCMOTPEHME):

U
- ub

.S

- webim

- api

- admin

- dl

- di

- di-dark

- biz

- call

- calendar

- mobile-calendar

- stentor
Hanpumep, ons poMmeHa vkteams.example.com] nmst xocTa 6ygeT BbirnaaeTb kak u.vkteams.example.com.

BapuaHT 1.
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Ecnun ectb BO3MoxHoCTb co3aanuna 3anmncu Wildcard CNAME B DNS, To MoXHO co3aaTtb A-3anmnchb,

yKasblBaloLLylo Ha agpec cepaepa VK Teams, n 3anncb Wildcard CNAME, ykasbiBaloLLyto Ha A-3anncb cepaepa

VK Teams.

$ host -t axfr example.com | grep vkteams

vkteams.example.com. 36006 IN A
*.vkteams.example.com. 3600 1IN CNAME
BapuaHT 2.

Ecnun HeT Bo3amoxxHocTn cospanmsa 3anmncum Wildcard CNAME B DNS, To MO)XHO co3gaTb A-3aninchb,

172.27.59.10

vkteams.example.com.

yKasblBaloLLylo Ha agpec cepaepa VK Teams, n otgenbHble 3anncn CNAME, koTopble 6yayT paspeLuaTbcs Ha

cospaHHyto A-3anunce. 3anncu CNAME fonXHbl COOTBETCTBOBATb NEPEYHIO MMEH, NPeACcTaBlEHHOMY BbiLLe.

$ host -t axfr example.com | grep vkteams

vkteams.example.com. 3600
u.vkteams.example.com. 3600
ub.vkteams.example.com. 3600
s.vkteams.example.com. 3600
di.vkteams.example.com. 3600
webim.vkteams.example.com. 3600
api.vkteams.example.com. 3600
admin.vkteams.example.com. 3600
dl.vkteams.example.com. 3600
di.vkteams.example.com. 3600
di-dark.vkteams.example.com. 3600
call.vkteams.example.com. 3600
calendar.vkteams.example.com. 3600
mobile-calendar.vkteams.example.com. 3600
biz.vkteams.example.com. 3600
stentor.vkteams.example.com. 3600
BHumaHune

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME

172.27.59.10

vkteams.
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams
vkteams

example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.
.example.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

He BHOcuTe nsmeHeHus B etc/resolv.conf. ECnuv nameHeHs BCE e HEOBXOANMO BHECTI, TO NEPBbIM LOSIKEH

6bITb yKa3aH xocT 127.0.0.1.

LLar 8. Bbinyck SSL-cepTtudunkata

B uensax 6esonacHocTu ncrnonbayetcs SSL-wndbpoBaHmne, ons paboTbl cepBepa HEOBXOAMMO BbIMyCTUTb SSL-

cepTudukar.

Ecnu Bbl ncnonbsyete cepTndurkaTbl COBCTBEHHOIO LEeHTPa cepTudukaumm, BbinyCcTuTe cepTudukaT, KOTOpPbIN

danee noHago6buTtcsa npu HacTpoike VK Teams (cm. Hactpowkun SSL-cepTudnkata). icnonbsynte Wildcard-

ceptudukar, Hanpumep *.vkteams.EXAMPLE.com, v cepTudunkaT C yKkasdaHNEM BCEX HEOBXOANMbIX UMEH

(cm. pasgen LLar 7. Hactpoiku DNS-30HbI).
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Lar 9. OTKpbITb AOCTYMbI A0 BHYTPEHHNX pecypcoB

BxopsiLume coegnHeHns Ha cTopoHe cepBepa VK Teams:
OTkpbITb NopTbl: 80/TCP, 443/TCP, 3478/TCP + UDP, UDP-nopTbi Bbiwe 1024.

Ncxopgsawme coeguHeHns Ha ctopoHe cepBepa VK Teams:

- OTKpbITb J,OCTYN AJI CEPBEPOB OTMNPaBKN YBeAOMJIEHUIA:

HEOBX0oOMO o6ecnednTb 4OCTYN K cepBepam Google n Apple ons oTnpaBkn 1 KOPPEKTHON paboTbl push-
yBEAOMNEHN Ha MOBUbHBIX MNnaTdopmax Android n iOS.

Cepsep Apple

TCP 5223;443;2197.
IP17.0.0.0/8

CrtaTtbs Ha canTe apple.com

Cepsep Google

TCP 5228;5229;5230;443
NHdopmauus Ha ipinfo.io
CrtaTtbsl Ha canTe google.com

« OTKpPbITb AOCTYN A0 BCeX BHYTPEHHUX pecypcos: LDAP, NTP, SMTP, DNS.

Llar10. 3anyck ycTaHOBLUMKA

Pacnakylite apxus vkt-web-deployer.tar.gz.zip B oToenbHyo gupekTopuio 1 3anyCcTUTe NCNONHAEMbI daiin.
[anee nepengunte no agpecy http://127.0.0.1:8888.

LWar 11. lo6aBneHne cepBepa B yCTaHOBLLUNK

Ha rnaBHOI CTpaHuLe YyCTaHOBLLKa HaxkmMmuTe KHonky JJlo6aBuTtb —> CepBep:

@ AdminPanel Hacpoiiku

Cepeep

Ha oTto6pasumBLuenica dopme fobaBneHns cepBepa 3anonHnTe Nons:
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Porb Vms xocTta
vkt-cluster (6) v vktOl

SSH-nopt Vimsa nonb3oBarens
22 centos

CTopoHa

a

O69a3aTenbHble K 3aNoJIHEHMIO Nons:

- Ponb — pna yctaHoBkum knactepa VK Teams Hy>HO Bbi6paTb vkt-cluster;

IP

10.10.70.37

Maponb

Homep napbl XocToB

1

+ imga xocTa — kopoTKOE 1Ms cepBepa (6e3 [omMeHa);

BHewwHuii IP

10.10.70.37

MpvBaTHbIA KoY

vkt_key

«IP — IP agpec, no koTopomy ByAeT OCYLLECTBAATbCS JOCTYMN yCTaHOBLUMKA K cepBepy VK Teams;

« BHewHuI IP — BHELLHWUI nnn BHYTPEHHWI IP-agpec, NpucBOeHHbIn Ha Wware Lar 6. IP-agpec. MoxeT

COBMafaThb CO 3HavyeHem B none IP;

« SSH-nopT — nopT SSH cepeepa (No ymonyaHnio — 22);

- Uma nonb3oBaTtens — 1Ms Nonb3oBaTens gas coeguHeHuns YCTaHOBLVKa no SSH (I'IO YMONYaHNIO —

centos);

- Maponb — npu ncnonbszoBaHuM aBTopK3saLun no naponio— djhMRG1vO. MNone He 3anonHseTCca Npn

MCNOJIb30OBaHNW NPUBATHOIO KJIO4a.

- MpuBaTHbIN KJIIOY — KJ1IOY 4719 AOCTYyna yCTaHoBLMKa K cepBepy VK Teams. Boi6epuTe B BbinagatoLLem

cnncke nons + [Lo6aBNTb HOBBIV KJItOU. B oTo6pa3uBLUECS dopMe 3anonHUTE Nons:
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J[lo6aBneHne NpMBaTHOrO K/oya

Wmsa kntova: Keyl
MpuBaTHbIA

KNkou:

Maponb keyPass
Kova:

(] Ncnonk3osatk no ymMonyaHuwo

OTtmeHa CoxpaHutb

B none MpuBaTHbIN KJOY HEOBXOAVMO CKOMMPOBaTh COOEPXNMOE NpuBaTHOM YacTy SSH kntova,
Cco3paHHOro Ha ware 5 (cm. pasgen LLar 5. l'eHepaums SSH-kova gns yctaHoBLLmKa). [NpuBaTHbIN KoY
Heo6Xxo[MO yKasaTb NONHOCTbIO, BKtovas ——BEGIN RSA PRIVATE KEY—- n —END RSA PRIVATE KEY—-.
B none Maposnb knwoya ykasaTtb Maposb, CO34aHHbIA Npu reHepaumn SSH kntova (ecnm naposb He 6bi
CcO3[aTb — MOJie He 3aMosHATb).

HaxmuTe Ha kHonky CoXpaHUTb.

Tononorus knactepa VK Teams cocTonT 13 Nap XOCTOB. BHYyTpu KaXXaon napbl NPOUCXOAUT Pe3epBUpOBaHne
CEepBMCOB.

- CTOpOHa — B Kax [0 Nape eCTb CTOPOHa a 1 CTopoHa b. Hanprmep, 4ns nepBoro xocTa B Nape CTOPOHa
oyneT a, a 4na sBToporo — b. M Tak ons kaxgowm napbl;

- Homep napbl XocTOB — HOMEP Napbl B ToNonornv. Hanpumep, a4ns nepBbixX ABYX XOCTOB 3TO 6yaeT 1, ons
BTOPOW Napbl - 2, NT.4.

Mpumep TONoNOrMM KNacTepa s 4 xoctos (2 Wwapga):
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Umsa xocTa: vktO1 Mmsa xocTa: vkt03
Homep napsbi: 1 Homep napsbl: 2

CTopoHa: a CTopoHa: a

Mmsa xocTa: vkt02 Umsa xocTa: vkt04
Homep napbi: 1 Homep napsbl: 2
CtopoHa: b CTtopoHa: b

Mpumep Tononorum Knactepa s 6 xocTos (3 wappa):

Umsa xocTa: vktO1 Mmsa xocTta: vkt03 Mmsa xocTta: vkt0S
Homep napsbl: 1 Homep napbl: 2 Homep napbi: 3
CTopoHa: a CTopoHa: a CTopoHa: a

Mmsa xocTa: vkt02 Mmsa xocTa: vkt04 Mmsa xocTa: vkt06
Homep napbi: 1 Howmep napbl: 2 Homep napbi: 3
CtopoHa: b CTopoHa: b CTopoHa: b

Mpumep Tononorum knactepa 13 10 xoctos (5 wappos):

Mms xocTa: vktO1 Wwms xocTa: vkt03 Mms xocTa: vkt0S Mms xocTa: vkt07 Mms xocTa: vkt09
Homep napebt: 1 Homep napbi: 2 Homep napbt: 3 Homep napb!i: 4 Homep napbl: 5
CTopoHa: a CTtopoHa: a CTopoHa: a CTopoHa: a CTopoHa: a

Mms xocTa: vkt02 Wms xocTa: vkt04 Mmsa xocTa: vkt06 Mms xocTa: vkt08 Wms xocTa: vkt10
Homep napbi: 1 Homep napbl: 2 Homep napbi: 3 Homep napbi: 4 Homep napbl: 5
CTtopoHa: b CtopoHa: b CtopoHa: b CtopoHa: b CtopoHa: b

[Mocne 3anonHeHus nonen Ha popme fob6aBAEHUs cCepBepa HaXXMNTE Ha KHoMKy J,o6aBUTb.

[o6aBneHHbIl cepBep OTOBPA3UTCS B NaHeN yCTaHOBLLVKA:

GJ AdminPanel Hacrpoiiu

onprem (89.208.199.173) ﬂ{é}
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LUar12. Hactponkun VK Teams

Mocne no6aeneHus cepeepa nepergnte B pasnen Hactpoiku:

(#) AdminPanel  Hacrpor

onprem (89.208.199.173) 0{9'}

4

Ha oTo6pasuBLIeCcs CTpaHNULLE HAXMNTE Ha MUKTOrpaMmMy , YTO6bI NEPENTN B PEXIM PEfaKTUPOBAHNS:

|# | AdminPanel Hacrpoiiu

HacTponkn

VK Teams

Hactpowku VKT| 4

OcHoBHble HacTporKK

KnacTepHsle HacTpoliku

Hactpoiiku DMZ

Hactpoiiku SSL/TLS

HacTpoitku gocTyna k naHenu agMUHUCTPUPOBaHNA

Hactpoiiku obpaTHoit ceA3M

Hactpoiiku cuixpoHuaaumm nons3oeatenen ¢ LDAP

Huxxe nprBegeHo NogpobHOE ONMcaHne Kaxgoro NyHKTa KoHGurypauun.
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[lomeH nosnb3oBaTtensa

Bbi6epuTe pasgen OCHOBHbIE HACTPOWKM:

Hactponku VKT m

OcHoBHble HacTPOMKK

KnacTtepHele HacTpoliku

Hactpoittm DMZ

Hactpoitkm SSL/TLS

HacTtpoiiky goctyna Kk naHenu agMUHUCTPUPOBaHUA
HacTpoiiku obpaTHoii cBA3M

Hactpoiikm cuHxpoHu3auum nons3oeartenen ¢ LDAP

[ns HacTpoiku cepaepa VK Teams ykaxunte 6a30Bbii foMeH. Hanpumep, vkteams.example.com o3HavaeT, uTo
KNEHTCKNEe NPUNOXeHNs ByayT NbiTaTbCa NOAYYnTb AOCTYN K canTam u.vkteams.example.com,

ub.vkteams.example.com n T. A.

BHewHuit gomeH VK Teams:

vkteams.example.com

BHYTPEHHNIN ,OMEH

YkaxuTe JOMEH, B KOTOPOM pacrnonoxeHbl Bce cepaepbl VK Teams.

Hanpumep, ons knactepa, cocrosuero nx cepsepon vktOl.novalocal, vkt02.novalocal, vktO3.novalocal,
vktO4.novalocal, 3HayeHne BHyTpeHHEro goMmeHa 6yaet novalocal.

KomaHga hostname Ha Ka)gom cepBepe OoJXHa BblgaBaTb 3Ha4YeHNe <nmv4 XOCTa>.<BHyTpeHHI/II7I OOMEH>.

BHyTpeHHUi JoMeH: novalocal
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Cnuncok DNS-cepBepoB

YkaxuTe cnncok DNS-cepBepoB (IP-agpeca cepBepoB, KOTOpble 6yayT MCNONb30BaHbl A1 paspeLLeHIs

NMEH).
Cnucok DNS cepeepos:
8.8.8.8 —
8844 —

<+ [dobasute

Cnmncok cepBepoB TouHoro spemeHu (NTP)
YkaxuTe cnncok NTP-cepsepoB (IP-agpeca nnm nmeHa XxoCToB):

Cnucok NTP cepsepos:
0.pool.ntp.org —
1_pool.ntp.org —

<+ [dobasute

HacTtponka SMTP-cepBepa

Y1060l HacTpouTb OTP via email, ykaxuTe:

« Ims unn IP-agpec SMTP-cepBepa.
« MopT SMTP-cepBepa (kak NpaBuo, He TpebyeT pefakTMPOBaHMS).

« O6paTHbIn agpec gnsa coobueHnin ¢ OTP-kogamu (none From: B nucbme). PekoMeHayeTCs NCMOJb30BaTb
peanbHO CYLLLECTBYIOLWNA agpec.
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Agpec noytosoro cepsepa (SMTP relay):

127.0.0.1

MopT no4tosoro cepsepa (SMTP relay port):

25

From: ajpec Ana ncxogawmx no4YToBbIX COO6U4€HMP'1:

otp@vkteams.example.com

HacTpolika cepBuca 3annucu 3BOHKOB

[aHHbI NapaMeTp KOHTPOMMPYET CEPBUC 3anncit 3BOHKOB. [Mpun €ro BKIIOYEHNI 3BOHKI BYAY T 3anncCbiBaTbCs,
roToBas 3anu1cb GyaeT OTnpaBeHa NoJfib3oBaTeNIO B SIYHble COOBLLEHNS C MoMoLLplo 6oTa (Recorderbot).

Ha gaHHbIi MOMEHT, 3anncb OOCTYIMHa TOJIbKO B Desktop MPUNOXEHNAX. Mo YMONYaHUIO 3arncCb BKJIIOYEHA.

BKAHOUNTL CepBuUC 3anncu 3BOHKOB: ()

HacTtpownka SSO-ayTeHTndumnkauumn

Ecnu B ganbHenwem nnaHnpyeTcsa HacTpoka SSO-ayTeHTudumkaumm no npotokony SAML, ycTaHoOBUTE

nepekxsYaTtesib B aKkTUBHOE MNOJIOXeHne:

Byaet nu ucnonb3oBartbca asTopusayma SAML 8 ADFS: «©

YcTaHOBKa pa3speLlueHnin gna nonb3oBaTenen

YT1O6bI paspeLllnTb NOAb30BaTENIM U3MEHSATb MHGOPMaLMIO O cebe B Npoduie MecceHaxepa, yCTaHOBUTE

nepeksoyaTent:
Pe3pelunTb U3MeHeHue aBgaTapa nonb3oBarenem: «©
PaspewwmTts namexHeHue Mmenn n @ammnum @

nonb3oBaTenem:

PaSDELLIHTb CMeHY pas3jena About me nonb3oBartenem: ()
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YTo6bl paspeLlnTb yaaneHe oTnpaBieHHOro COOBLLEHNS B IMYHbIX YaTax/rpynnax 6e3 yBegoMIeHs
YYaCTHVKOB, yCTaHOBIUTE NepeksoyaTesb:

PaspewmTs ‘Tuxoe yganeHue' «©

KnacTtepHble HacTponkun

Hanee nepeignTe B pasnen KnacrtepHble HaCTPOKN:

Hactpownkn VKT @

OcHoBHblE HACTPOIKK

KnacTtepHele HacTpoliku

Hactpoitkm DMZ

Hactpoitkm SSL/TLS

HacTtpoiikv goctyna Kk naHenu agMUHUCTPUPOBaHNA
Hactpoiikm obpaTtHol cBA3M

HacTpoiikm cuHxpoHu3auum nons3oeatenen ¢ LDAP

OTW HaCTPOWKM NPUMEHNMbI Kak K cxeme ¢ DMZ, Tak 1 K CTaHAaPTHOMY KiacTepy.

Cnucok IP agpecos 6anaHCcUpoBLLMKa: 100.0.11 —_
100.0.1.2 —_
<+ [obasutb

3aronoBoK ¢ KNUeHTCKuM IP aapecom: X-Real-IP

- Cnuncok IP agpecoB 6anaHCUPOBLLMKA — YKaXUNTe CMCOK IP agpecoB, C KOTOPbIX MPUXOAAT 3anpocChl OT
B6anaHcnpoBLLKa Ha DMZ nnn ctangapTHbIN KrnacTep.

- 3aroNoBoK ¢ kKnueHTckum IP agpecom — ykaxuTte HT TP 3aronoBok, kyaa 6anaHCUpOBLVIK 6yaoeT
3anuncblBaTb OpUrnHanbHbIn IP-agpec KNMeHTCKoro 3anpoca.
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HacTtpoikn DMZ

MepenguTe B pasgen Hactporikn DMZ:

Hactponku VKT m

OcHoBHble HacTporKK

KnactepHele HacTpoiku

Hactpoitkm DMZ

Hactpoitkm SSL/TLS

HacTpoiim goctyna k naHenu agMUHUCTPMPOBaHNA

Hactpoiikm obpaTtHol ceAzn

Hactpoiikm cuHxpoHu3auum nons3oeartenen ¢ LDAP

Ecnu knacTtep ycTaHaBnmBaeTcs 6e3 pa3MeLLeHus YacTu cepepoB B DMZ, ykaxunte gns nons Tun ycTaHOBKMW
3Ha4vyeHne He ncnonbsosatb DMZ:

TWUN YyCTaHOBKM: He ucnons3osats DMZ v
Mopt koHTponnepa IPROS: 2410

Cnucok agpecos IPROS xoHTponnepa: + [obasutb

Cnucok IP aapecos BHYTPEHHER + Oobasuts

MHCTaNNALMN:

Cnucok IP agpecos DMZ: + [obasuts

/' MNpumeuanne

CyLecTtByeT BO3MOXHOCTb TEPMUHNPOBATb BXOAALLMNE COEAMHEHNS OT KIIMEHTCKUX NMPUIOXEHINI B OTAEMNbHON
ceTn. Mpu Takom cxeme napannenbHo paboTaloT ABe He3aBuCKMble NHCTannaumm VK Teams, KOTopble CBA3aHbl
CTPOro onpepfeneHHbiMu ceTeBbIMY AOCTYNaMun. lNogpobHee 06 ycTaHOBKE knactepa ¢ DMZ cm. Hke.
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HacTtpownkn SSL-cepTudpukara

YT06bl yKazaTb cepTudukaTbl, Nepengnte B pasgen Hactporkm SSL/TLS:

Hactponku VKT m

OcHoBHble HacTporKK
KnactepHele HacTpoiku

Hactpoitkm DMZ

Hactpoitkm SSL/TLS

HacTpoiiv goctyna k naHenu agMUMHUCTPMPOBaHUA

HacTpoiiku obpaTHoii cBA3M

Hactpoiikm cuHxpoHu3auum nons3oeartenen ¢ LDAP

YkaxuTe SSL-cepTndurkaT, BbinyLLEHHbIN Ha ware 8 (cm. LLar 8. Boinyck SSL-cepTudukaTa).

1. MpwuBaTHbIN KNtoY gNnsa SSL cepTudunkata. YkasbiBaeTcs B popmaTe PEM v He fonKeH 6biTb 3aLMLLLEH
naponem:

MpuBaTHbIA SSL KNKoY:

r]pVIBaTHbIVI KJ1lO4 HEOBXOOMMO YKa3aTb NOJIHOCTbIO, BKJIIOYaA ----- BEGIN RSA PRIVATE KEY----- n -----
END RSA PRIVATE KEY----- .

2. SSL ceptundukaT cepsepa B dopmaTe PEM. [1n9 KOpPEeKTHOW paboTbl HEOBXOLMMO YKa3biBaTb BCIO LLEMOYKY
ceptudukatos (full chain):
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SSL ceptudpmkart anis WEB cepBuCOB:

SSL cepTudukaTtbl HEOBXOAMMO yKa3aTb MOMHOCTbIO, BKlOYas ----- BEGIN RSA PRIVATE KEY----- n-----
END RSA PRIVATE KEY----- .

3. YkaxxuTe cnocob nposepkun SSL-cepTrndurkarta:

Cnocob npoeepkn SSL ceptudukara:

True

Cnoco6 npoeepku SSL cepTudumkaTta, MOXET NpuHUMaTh 3 Bua 3HadyeHui: True, False, nyTb go danna

.ca_bundle:
- True — npoBepsaTb cepTudmkat c ueHTpamu ceptudukaumm (CA) BctpoeHHbiMr B OC (Mo yMOn4aHuio);

- False — He npoBepsTb SSL cepTudmkaT, HanpUMep, B Cnyvae NCNOb30BaHNS CaMONOANMCaHHOro

ceptudukaTa;

- [yTb 0o danna .ca_bundle — ncnonbsoatb cBOW LeHTP cepTudumkaumm (CA) onsa npoBEpPKN

cepTtndukaTa.

4. Ecnn nJiaHMpyeTcd 006aBnATb CaMonognMcaHHble CepTVICI)VIKaTbI, yCTaHOBUTE COOTBeTCTByIOLLI,I/IIZ

nepekxkyaTtesb:

Wcnonb3osaTe camonognucaHHble «©
cepTuduKaThl:

HacTpolika oKpy>XeHns agMuH1cTpaTopa

MepenguTe B pasgen Hactpomkn gocTtyna K naHenm agMUHUCTPPOBaHNS:
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Hactponku VKT m

OcHoBHble HacTpoku
KnacTepHele HacTpoiiku
Hactpoitkm DMZ

Hactpoitkm SSL/TLS

Hac*rpom:w A0CTyna K nadHeny agMUHUCTPUPOBaHUA

HacTpoiiku obpaTHolt cBA3M

HacTpoiikm cuHxpoHuzauum nons3oeartenen ¢ LDAP

VIHTepdeiic agMUHICTpaTopa AOCTYMNEH TONbKO C BbiBpaHHbIX IP-agpecoB 1 TONbKo BbiBpaHHbIM
nosnb3oBaTensM. Takxke NpefyCMOTPEHa HAaCTPOLiKa OrpaHNYeHrs OCTyNa K BbiBpaHHbIM pasgenam
OKPY>XEHVA agMUHICTPaTopa (Hanpumep, K BbiIrpy3Ke YaToB).

Mo yMmonuyaHuio oKpyXeHne agMUHUCTPaTopa JOCTYNHO ¢ IP-agpecos npusaTHbix ceTel (10.0.0.0/8,
17216.0.0/12 n192.168.0.0/16).

Cnucok nogceten u IP agpecos, ¢ KoTopbIx DygeT paspelueH 4oCcTyn K
OKPYKEHUI0 aAMUHUCTPaTOpa:

10.0.0.0/8 —
172.16.0.0/12 —
192.168.0.0/16 —
127.0.0.0/8 —

-+ [dobaeuts

[ocTyn B OKpyXeHNe agMUHICTPaTopa HaCcTpanBaeTCs Yepes rpynbl. VI3HayanbHO nepeyeHb rpynn C
LOCTYMNOM B OKPY>XEHVE agMUHNCTPATOPa MyCT, MOTOMY OKPYXXEHUE HELOCTYMHO HAKOMY.

Ecnun HacTpoiikn gnsa coepnHerns ¢ LDAP-cepBepoM Npor3BogaTCs BO BPeMS MHCTaMNSLNN, YKaXnTe B
none Cnuncok LDAP rpynn gocTtyna K naHenn agMUHNCTPUNPOBaHNS 3apaHee NoAroToBleHHOE
HanmeHoBaHue rpynnbl n3 LDAP, B koTopylo 6yayT BXOAMTb NOAb30BaTENM C AOCTYMNOM B OKPYXEHNEe
agMuHUCTpaTopa (cm. pasgen LDAP B npenycnoBusx):
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Cnucok LDAP rpynn goctyna K naHenu agMMHUCTPUPOBAHUA:
myteam-admin —

<+ [Jobasuts

Ecnun nHctannsaums nponssogntcs 6e3 ces3un ¢ kopnopaTtusHbiM LDAP-cepBepom ykaxute B none Cnmcok
LDAP rpynn gocTyna K naHenm agMUHUCTPPOBaHNS HaviMeHoBaHWe rpynnbl n3 LDAP, B koTopyio 6yayT
BXOAMTb MOSb30BaTENU C JOCTYNOM B OKPYXEeHne agMnHUCTpaTopa (cMm. pasgen LDAP B npenycnosumsx).
NHdopmaLums no ynpasneHuio napameTpamuy cuHxpoHnsaunm LDAP nocne nHctannsaumum mecceHgxepa
npepcTaBneHa B 4OKYMeHTe «V/IHCTPYKLMUS MO NHTErpauum ¢ KOHTPONIEepPOM AOMeHa Mo NpoTokony LDAPy.

Mpwn otcyTcTBUK LDAP — ykaxuTe B none Cnucok LDAP rpynn goctyna K naHenn agMMHUCTpPUpoBaHUS
HaVIMeHOBaHWe rpynmbl, KOTOpoe 6yAeTe NCNONb30BaTb NPV CO34aHNM NOSb30BaTENEN B CUCTEME PYYHYIO
nocre OKOHYaHNS NpoLLecca MHCTaNNauMm (onncaHne npoLecca NpeacTaBneHo B [OKYMeHTe «PykoBOACTBO
Nno agMUHUCTPUPOBAHMION).

yl'lpaBJ'IeHVIe 0OCTYMNOM MO rpynnam K KOMMNOHEHTaM NnaHen agMnHNCTPNPOBaHNA OCYLLECTBNAETCA Yepe3

cnenyouime napamMeTpbl:

[ocTtyn K uHopMaLnu B NaHENW aAMUHUCTPUPOAHUA:

deny

[ocTyn K aHanuTUKe B NaHENW agMUHUCTPUPOAHUA

CN=myteam-admin-export, OU=HQ,DC=dev,DC=local

ﬂOCTyﬂ K SKCNOopTY B NaHENU aAMUHUCTPUPOAaHUA:

deny

Kax,u,oe nosie MOXeT NpunHnMaTb cnegyouie 3HavyeHna:

- deny — OOCTyN 3anpeLleH A1 BCcex nosib3oBaTenel;
- allow — gocTyn paspeLleH 19 BCex nosb3oBaTtenel;

- IOB0E ApYyroe 3HaYeHre — HaMeHOoBaHMe rpynnbl, KOTOPOU ByAEeT paspeLleH 4OCTYN K AaHHOMY
KOMMOHEHTY. MOXHO NepeuncnnTb HECKObKO rpymnn Yepes npoéen.

HacTpoika o6paTHON CBA3UN

MepenguTte B pasgen Hactpolika o6paTHON CBA3N:
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Hactponku VKT m

OcHoBHble HacTpolikK
KnacTtepHele HacTpoiku
Hactpoitkm DMZ
Hactpoitkm SSL/TLS

HacTpoiikn 4ocTyna K naHeny agMUHUCTPUPOBAHUA

Hactpoiikm obpaTtHolt cBA3M

HacTpoiikm cuHxpoHu3auum nons3oeatenen ¢ LDAP

Mo ymonuaHuio BCce obpalleHns Nonb3oBaTenel NocTynaoT Ha agpec myteamsupport@USER-DOMAIN,
Yyepes nokanbHbi SMTP-penein. Hanpumep, B cnyyae goMeHa example.com ob6palleHne NnocTynnT Ha agpec
myteamsupport@example.com.
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OObpaTtHbIM agpec ANa nNUcem:

myteamsupport@

A,upec nony4yarena:

myteamsupport@

+ [obasuts

Tema nucbMa:

VK Teams feedback

Agnpec SMTP cepsepa:

localhost

Mopt SMT{ cepsepa:

25

Mma nonb3osatena ana SMTP asTtopusayuu:

Mapone ana SMTP asTopusayuu:

MpuHyauTenbHo ucnonb3osatb 1LS ana SMTP cepsepa:

Ba3oBble HAaCTPOIKM cepBuca:

B nonax O6paTHbIN agpec g nucem 1 Agpec nosydaTtens B agpeca, OKaHYMBaloLWMeCs CUMBOJSIOM @,

aBTOMaT4YeCKN NoacTaBndeTCda JOMeH NnoJsib3oBaTeid.

MapameTp

O6paTHbI
agpec gnsa
nncem

OnuncaHne

O6paTHbIN agpec oasa NMcbma,
dopmMMpyemMoro cnctemori B
afpec TeXHNYECKo
NoaaepXKn
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MapameTp OnuncaHue Mpumepbl

oynet test@example.com, He3aBNCUMO OT
[OMeHa nosib3oBaTens

Appec Appec nonyyatenei. . [ 'test@' ] — nony4atenem nucbma 6ynet
nonyJyarens Monyyatenen MOXeT 6biTb test@user-domain
HECKOJIbKO . [ 'test@', 'example@example.com' ] —

nony4yatensiMu Nucbma BynyT test@user-
domain n example@example.com

Tema nucbma Tema oTnpasndemMmoro nmcbmMma

PacLunpeHHble HaCTPOoIiKN cepBuca:

McnonbaylTe pacLlunpEHHbIE HACTPOWKIN, €CN XOTUTE OTNPAaBASATb OBpaLLEHNS MOb30BaTENEN Yepes
oTaenbHbii SMTP-cepBep C MCNOMb30OBaHVIEM aBTOPU3aLUN.

HacTtpounka LDAP

Cuctema npenocTaBngeT BO3MOXHOCTb YKa3aTb HaCTPOWKM aia coeguHeruns ¢ LDAP-cepBepom BO Bpems

MHCTannauumm nnmn nocne ee 3aBepLueHns.

Ecnu nHcTannaums nponssoanTcs 6e3 cesasm ¢ kopnopaTteHbivM LDAP-cepsepom unn LDAP-cepeep
OTCYTCTBYET, NPONYyCTUTE AaHHbIN War 1 nepengute K Lar 13. NMposepka koHurypauumr. OnncaHne npouecca
HacTpowkn nHTerpaumm ¢ LDAP nocne nHctannauum npegcTaBneHo B AOKYMeEHTe V/IHCTPYKLYSA MO NHTEerpaLum

C KOHTpO1IepOoM fOoMeHa no npoTtokosny LDAP.

Ecnu HacTpoiikn gna coeanHeruns ¢ LDAP-cepBepoM NponsBogAaTCS BO BPEMS MHCTANIALNN, B YCTaHOBLUMKE
nepengnte B pasnen HacTpoiika cnHxpoHmnsauum nonb3oBareneii ¢ LDAP:
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Hactponkn VKT w

OcHoBHble HacTpolikK

KnactepHsle HacTpoliku

Hactpoitkm DMZ

Hactpoitkm SSL/TLS

HacTpoiikm goctyna k naHenu agMUHUCTPMPOBaHNA

Hactpoiikm obpaTtHolt cBA3M

HacTpoiikm cuHxpoHu3auum nons3oeatenen ¢ LDAP

PekomeHpyeTca npeaBapuTelbHO NPOBEPUTb KOPPEKTHOCTb 3aaHHbIX KOHGUIYpaLUOHHbIX NapameTpos LDAP
¢ nomoLbio yTunuthl Idapsearch:

//ycTaHoBKa KJMeHTa ans nogkswyeHus kK AD
yum install openldap-clients -y

// npoBepka, 4YTO MapameTpbl Moaksl4YeHUs K AD BanuaHsbl
ldapsearch -H <ldap_url> -w <ldap_password> -x -D <ldap_bind_dn> -b <ldap_users_dn>
[mail=some-ldap-user-email@example.com](mailto:mail=some-1ldap-user-email@example.com)

, roe mail=ldap-user-email @EXAMPLE.com — No4TOBbIl ALK NOSIb30OBaTeNS.
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CoeauHenve LDAP 1

LDAP name: onpremise

LDAP url: Idaps://localhost:636
LDAP users DN: DC=Users,DC=local
LDAP bind DN: CN=username,DC=Users
MNaponk Ans noaxNoueHus K cepsepy LDAP: password

Mcnonb3oBaHue pekypcuBHOIO Noucka no Aepesy 1

LDAP:

YacToTa nonHoi cuHxpoxnsauum ¢ LDAP-cepeepom, 600

B CEeKyHAaXx:

YacToTa 4acTUUHON CUHXPOHN3ALUN C CEPBEPOM, B -1
cekyHaax:

PUNLTP A4N5 NONYYEHUs NoNb3oBaTenei:

MakcumanbHoe KONUYecTBO Nonb3oBarene,
06HOBNAEMbIX OAHON TpaH3aKuueil:

LDAP CA:

— Yganutb

-+ [o6asutb

B cnyyae ecnu ogHO 13 nonein He 3anofIHEHO, TO YCTaHaBNNBaETCS 3HaYEHME NO YMONYaHIo 419 cepBuca
Keycloak.

OCHOBHble fOCTYMHbIE MONS:
« LDAP name — nwvsi LDAP-cepBepa. [JaHHOE NMS YHUKabHO, MOXET 6blTb 3aBEAEH TOMbKO OOVIH CEPBEP C
OonpeneneHHbIM UMEHEM,;
« LDAP url — agpec nogkntoyeHus kK LDAP-cepsepy;
- LDAP users DN — ykasaHue Ha Touky Bxofa g9 noncka B LDAP;
- LDAP bind DN — nonbsoBaTtenb Nog KOTOpbiM OCyLLecTBASeTCa nogkodeHne k LDAP-cepsepy;
- Maponb anga nogknioueHus K cepepy LDAP — naponb gna nogknoveHus K LDAP-cepsepy;

- icnonb3oBaHue peKkypcuBHOro novicka no aepesy LDAP — 1cnonb3oBaTth i PeKYPCUBHbI MOUCK MO
nepesy LDAP:

+1- 1ckaTb B OHOM ypOBHE (MO YMOMYaHMIO);
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+ 2 - NCKaTb MO BCEM YPOBHAM.

- YacToTa nosHo cnHXpoHunsauum ¢ LDAP-cepBepoM, B CEKYHAAaX — KaK YaCTO OCYLLECTBAATb MOJSHYIO

CUHXpoHMu3aumio ¢ LDAP-cepBepoM, B CEKyHAAX;

- YacToTa yacTtuyHom CUHXPOHM3aUum € cepBepomM, B CeKyHaaxX — Kak 4aCTO OCYLLeCTBNATb YaCTUYHYIO

CUHXpOoHM3aumo ¢ LDAP-cepBepoM, B ceKyHaax (3HayeHune -1 — oTKNoYnTb);

- MakcumanbHoe KonM4yecTBO noJsib3oBaTesiell, O6HOBNSIEMbIX OgHOI TpaH3aKu,v|e|7| — N3MEHANTE B

Cny4dae, ecnn Ball LDAP-cepBep OTKa3blBaeTCs OTAAaBaTb NOJSIb3oBaTeENEN C OLLNGKOWM O npeBbIlWeHNN

pasmMepa TpaH3akuuu;

. ¢VIJ1pr Ana nojayyeHusd nonb3oBaTesniein — No3BonseT nosiyydaTb HE BCEeX nonb3oBaTenein n3 YKa3aHHOro

nepesa. Mo YMON4YaHUIO BbI60pKa rnonb3oBaTtenemn He orpaHn4yeHa.

Kak nonyuntb Distinguished Name pgnsa bindDN n usersDN B Active Directory

1. B ocHacTke Active Directory Users and Computers BbibepuTe nonb3oBaTens, Nog KOTopbiM byaeT

NPONCXoanTb NOoAKOHEeHE N MOUCK rnosnb3oBaTenei.

2. BbibepuTe CBOWCTBa 1 NepenanTe Ha Bkiagky Attribute Editor (ecnu Bknagku HeT, Bbi6epuTe B MeHto View,

3aTem Advanced Features).

Ha Bknagke 6yneT otobpaxeHo 3HayeHne distinguishedName. MNosTopuTe onepauuio, YTobbl MONYUYNTb

distinguishedName gns katanora, B KOTOPOM 6yAeT BbINOAHATLCS NOUCK NOJSIb30BaTENEN.

4

File

&= 25

Action

View Help

£8|XERGE3]

General

)
—

Administrator Properties

Address

Account  Profile

?

Telephones

X

Organization

Active Directory Users and Computers [wind¢ Pubished Ceticates  Member Of  Password Repiication  Dialin  Object

~ Saved Queries

3 dev.local

Builtin

Computers

Contacts

Domain Controllers
ForeignSecurityPrincipals

Keys

LostAndFound

Managed Service Accounts
Microsoft Exchange Security Groups
Program Data

System

Users

Microsoft Exchange System Objects
NTDS Quotas

TPM Devices

Security

Attributes:

Environment
Remote Desktop Services Profile

Sessions
COM+

Remote control
Attribute Editor

Attribute

account Expires
adminCount
badPasswordTime
badPwdCount

cn

codePage
countryCode
description
displayName
distinquishedName

homeMDB
homeMTA

instance Tyne
<

dSCoreFropagationu...

Value

(never)

1

2/14/2020 7:15:16 PM Russia TZ 2 Standar
1

Administrator

0

0

Built-in account for administering the compute
Administrator

CN=Administrator.CN=Users, DC=dev,DC=loc
1£/3/£019 8:4b:40 PM Hussia | £ £ Standar
CN=Mailbox Database 1751759265 CN=Dat
CN=Microsoft MTA.CN=WINDEVDC CN=Se

04 = (WRITE)
>

v

Edit

Lar 13. NMpoBepka KoHUrypaunmn

Fitter

OK Cancel

YTO6bl COXPaHUTb yKa3aHHble HAaCTPOWKM, HAXXMUTE Ha KHOMNKY COXPaHUTb:
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Hactponku VKT CoxpaHuTs

OcHoBHble HacTpolikK

KnacTtepHele HacTpoiku

Hactpoitkm DMZ

Hactpoitkm SSL/TLS

HacTpoiikn 4ocTyna K naHeny agMUHUCTPUPOBAHUA

Hactpoiikm obpaTtHolt cBA3M

HacTpoiikm cuHxpoHu3auum nons3oeatenen ¢ LDAP

[Mocne coxpaHeHns HaCTPOoOekK ByaeT NpounsBeaeHa NX NpoBepka. ECn oTKpbITbl HE BCE HYXXHble MOpPTbl, NGO
HEeT nHTerpauumn c 6a3oBbiM Habopom ceparcos (DNS, SMTP, NTP), oto6pasntcs yBegomiaeHne o
HEOBXO4MMOCTI MPaBOK:

PesynsTat npoBepku KoHurypauum: X
2023-04-24 06:07:47,138 - [ERROR] ERROR: NTP server '94.100.180.133" error No response received from

94.100.180.133.

2023-04-24 06:07:47,678 - [CRITICAL] Found some errors in config file

B cnyyae o6HapyXeHusa olwmnboK, nx HEOBXOANMO NCNPaBUTb.

LLar 14. 3anycK yCTaHOBKM

Mocne 3aBepLUEHNs HACTPOVIKA 1 MPOBEPKN OLLINGOK HEOBXOAMMO NEPENTI Ha MTaBHYIO CTPAHNLY 1 3anyCTUTb

YCTaHOBKY Ha)XaTunemM Ha KHOMMKY mi

@ AdminPanel Hacrpoiiku

onprem (89.208.199.173) @4

MoaTBepauTe 3anyCck aBTOMaTNYECKON YCTAaHOBKM, HaXKaB Ha KHOMKY 3anyCcTuTb:
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[MoaTBepauTe 3anyck aBToMaTnyeckon YCTaHOBKN

BbinonHeHue OCTaHOBUTCA B CNEQYyHLLMX CyYaax:
1. Ecnu war tpebyeT 3arpy3ku ainos

2. Ecnu war TpedyeT py4HOro 3anycka

3. MNpowusowna owubka B npouecce BbiNONHEHUA

BbinonHeHne aBToMaTU4ECKOi YCTaHOBKM MOXKHO OCTaHOBWUTD. B Takom cny4ae yCcTaHOBLUWK AOXKAETCA

Conon [amrrm

3aBepLUEHUA BbINOMHAEMOrO Wara, U NPeKPaTuT aBTOMaTU4ECKYH YCTaHOBKY

[ns npocmoTpa pesysbraTta BbiMOMHEHUS YCTaHOBKU:

1 {§}
HaxmuTe Ha nukTorpaMmmy :

# | AdminPanel Hacpoiiku

onprem (89.208.199.173) ll%f’}

2. Haxxmute Ha ccbinky PesynbTaT BbINOSIHEHNS:

# | AdminPanel Hacrpoiiku

HassaHue MalumHbl Wma xocta IP BrewHui IP
vkt-1vm1 onprem 89.208.199.173 89.208.199.173
SSH-nopt Wmsa nonb3osatens Maponb MpuBaTHLIN KNy
22 centos sssssessese key v
CropoHa Homep napsl xoctos
v 0

OtmeHa ObHOBUTL

BbinonHuTe warun no HaCTpOﬁKe MallUHbI
vkt_premsetup

HacTpouts VKT1VM

Pesynerat BbiNoNHeHUA

Mo OKOHYaHUN MPOLLECCa NHCTaMALMN B CTPOKE COCTOSHNSA OTOBpaxaeTcs CoobLieHne YCTaHOBKa
3aBepLUeHa:
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@ AdminPanel Hactpoiiu

YctaHoBKa 3aBepLlieHa

onprem (89.208.199.173) )

Lar 15. PecTtapT MaLUUHbI

[To OKOHYaHUKM NpoLEecca YCTaHOBKY BbINOSTHATE B KOHCON PEeCTapT MaLUVHbI:
reboot

YcTaHOBKa KNlaCTepa CHNTaeTCA 3aBepUJeHHOVI.

Mo npotecTsuy 30 MUHYT NOC/E PeCTapTa MaLlViHbl MPOBEPbTE PE3Y/bTaTbl BbINMOHEHNS CKPUNTOB
BHYTPEHHEro MOHUTOPUHIa CUCTEMbI. [11F 3TOro NOAKYMTECH K MaLUvHe Mo Ssh 11 BbINMOHMTE KOMaHAbI:

mon.sh clean
mon.sh

Mocne 3Toro NpoaHann3npyTe BbIBOA KOMaHAbl B COOTBETCTBUN PYKOBOACTBOM MO aAMUHUCTPUPOBAHUIO, CM.
pasgen MoHUTOPUHT NapaMeTpoB CepBuca.

/' TNpumeuanne

OTnnyne ckpunTta mon.sh OT NPMBEAEHHOrO B PyKOBOACTBE MO agMUHUCTPUPOBaHNIO /usr/share/check-mk-
agent/local/local_check_exec.py BTOM,4YTO CKPUMNT mon.sh OTOBPaxaeT TOMbKO OLNGKN, NTHOPUPYS
yCrMeLIHO BbIMOSIHEHHbIE MPOBEPKN.
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YcTtaHoBKa Knactepa ¢c DMZ

Mo ymonyaHwuio Bce koMmnoHeHTbl VK Teams 3anyckaloTcs B O4HOM CETEBOV Cpeae.

HauunHag c pennsa 23.8, cuctema npenoctaBnAaAeT BO3MOXHOCTb TEPMUHNPOBAaTb BXOAALWME COeANHEHNA OT

KNMNEHTCKUX I'IpI/IJ'IO)KeHVIIZ B OTOEMbHON CETU. YaCTb KOMMOHEHTOB KllaCtepa VK Teams BbIHOCUTCS B OTOENbHYIO

ceTb ansa peanunsauumn DMZ.

Mpw Takoi cxeme napannienbHo paboTaloT 2 He3aBucuMble HcTannaumn VK Teams, KOTopble CBAI3aHbl CTPOro

onpeneneHHbiMmn ceTeBbiM OOCTYNaMu. Ha PNCYHKe HIKe YaCTb CepBepOB KnacTepa yCTaHOBJIEHa C TUIMNOM

DMZ, ppyraa yacTb - ¢ TUNOM BHYTpPEeHHSs NHCTannauuns.

1024+
. uDP
— Client
3478
TCP
443 1024+
TCP/HTTPS \
UDP
~—

YT106bI yCTaHOBUTL KNactep ¢ DMZ:

1. BbinonHuTte warwu 1-9, onncaHHble BbilLE.

2. YcTtaHoBUTe KnacTtep ¢ Tunomv DMZ:

DMZ

4062

I TCP/IPROS

3BOHKM 2410

(ceggggigg)ice- TCP/IPROS

3BOHKMU 8088
—
(cepBuc Janus) TCP/HTTP

API| 80
(DMZ-proxy) TCP/HTTP

Internal

Core
(cepsuc Boss)

Core
(cepsuc Ctlr)

3BOHKM
(cepsuc Focus)

API
(apigw)

- Pacnakyiite apxumB vkt_installer.zip B oToenbHyo gupekToputo, 3anycTute NCHONHAEeMbIr dain n

nepengnTe no agpecy http://127.0.0.1:8888.

- [lo6aBbTe B YCTAHOBLLMK CEpPBEpPa, KOTOpblie ByayT pacnonaratbcsa B DMZ, kak onvcaHo B ware 11.

- [ponseegunTe HaCTPOVIKY KOMMIOHEHTOB NEPBO NHCTaNNALNN, KaK ONUCaHOo B Lware 12,

[JononHuTtensHo B 6510ke HacTpoinkn DMZ Heo6xoanmo ykasaTb:
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Hactpoiiktm DMZ
TUn YCTaHOBKM: He ucnonk3osate DMZ v
Cnucok agpecos IPROS koHTponnepa: <+ [obasuts
Cnucok IP agpecos BHyTpeHHe + [obasute
MHCTaNNALMK:
Cnucok IP agpecos DMZ: + [obaeute

- Tun yctaHoBKku - DMZ.

- Cnucok agpecos IPROS koHTponnepa — ykaxuTe IP-agpeca BTOpOro wapaa BHyTPEHHeN

MHCTannauumn.
T T K
E Wapg 2 i
| |
| |
| |
| |
I I Fommmm— - A
| | 1 1
: : 1 1
vktO1 ! } i |
. o :
| | e e e J
I !
| |
| |
| |
| |
| | Fmmmmm - A
| | 1 1
| | 1 1
vkt02 | i l |
| L |
| | e J
I ]
| |
| |
| |

- Cnncok IP agpecoB BHYTPEHHEN NMHCTaNASaUnnM — ykaxunte cnmcok IP-agpecos, Mo KOTOpbiM
DMZ 6ygneTt npokcuposaTb HTTP B knacTep BHYTPEHHEN NHCTanAsaumum.

- Cnucok IP apgpecos DMZ — ykaxute cnucok IP-agpecos xoctos B DMZ, koTopble 6yayT

TEPMUWHMNPOBAaTb rpynnoBble 3BOHKW.

+ BoinonHuTe warn 13-15, kak onncaHo Bbile. YCTaHOBKa NEPBOW YaCTu KilacTepa cumTaeTcs
3aBEPLUEHHON.

3. YcTaHOoBUTE KNacTep ¢ TUNoMm BHYTpeHHss1 MHCTannsauus:
- Pacnakyite apxus vkt_installer.zip B gpyryto gnpektopuio, 3anyctute NCNoaHIeMblin Gpaiin n
nepengute no agpecy http://127.0.0.1:8888.
- [lo6aBbTe B YCTaHOBLLIK cepBepa, koTopble HE 6yayT pacnonaratbca B DMZ, kak onucaHo B ware 11.
« [MpounsseguTe HaCTPOWKY KOMMOHEHTOB BTOPOW NHCTaNNSALNN, KaK ONNCaHOo B Lware 12.

B 6noke HacTtpoiikn DMZ Heo6xon Mo yKasaTb:

- Tun ycTaHOBKU - BHYTPEHHSAS! MHCTanAsaLus.

- Cnucok agpecos IPROS koHTponnepa — ykaxuTe IP agpeca BTOpOro wappna BHYTPEHHEN
NHCTannaunn.
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- Cnucok IP agpecoB BHYyTPEHHEN MHCTaNNsALMmM — ykaxunTte cnmcok IP agpecos, no koTopbimM
DMZ 6ygeT npokcnposaTb HT TP B knacTtep BHyTPEHHEN MHCTaNNaLNN.

- Cnucok IP apgpecos DMZ — ykaxute cnucok IP agpecos xoctos B DMZ, KoTopble 6yayT

TEPMWHMNPOBAaTb rpynnoBble 3BOHKW.

+ BoinonHuTe warn 13-15, kak onncaHo Bbile. YCTaHOBKa BTOPOW YaCTuy KilacTepa cumMTaeTcs

3aBEepPLUEHHON.

4. Nocne ycTaHOBKW O6erX NHCTaNNALnn Heo6xoaIMO Ha OLHOM 13 CEPBEPOB BHYTPEHHEN NHCTanauum

BbIMOJIHNTb KOMaHAOY:
gic utils mapfiller --map-name=voice-relayicq --flush-map

5. YcTtaHoBKa knactepa ¢ DMZ cuntaetcs 3aBepLUEHHON.

[aTa o6HOBNeHNs gokymeHTa: 18.04.2024 r.
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