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Cxema KOMMNOHEHTOB U cepBncosB

KomnoHeHTbl apxuTtekTypbl VK Assistant oTo6paykeHbl Ha cxeme HKe (HaXKMUTE Ha N306paxkeHne, YTobbl

OTKPbITb €F0 B HOBOM OKHe 6pay3epa):
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KomnoHeHTbl VK Assistant

KomnoHeHTbl VK Assistant YCNOBHO MOXHO pa3fesinTtb Ha OCHOBHbIE U OMNuUOHallbHbl€, KOTOPbIE MOTYT 6bITb

BKJIIOYEHDI MO 3aMpocy.

Oé6s3aTesnbHble CepPBUCHI

PeBepc-npokcu
+ Nginx — o6paTHbIi NPOKCU-cepBep.
Cepsucbl ppoHTEHpa

« Login Ul — nHTepdernc gna Bxoga B VK Assistant.
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« AdminPanel — nHTepdenc agMUHNCTPATUBHOW NaHENN.
- Chat — vHTepdeiic vaTa.
« Operator — nHTEPdEINC onepaTopa.

+ Built-in-Chat — nHTepdeliic yata, BCTpaniBaemMoro B nopTaJsl 3akasyuka.
Core-cepBucbl
- Core APl — gagpo VK Assistant, API, ynpaBneHne nonb3oBaTeNbCKUMU CECCUAMU N KOHOUIYypaL s
CUCTEMBbI.
- APl Gateway — w03 ang gocrtyna K nyénnyHbiM metogam cepsuca Core API.

- Auth — cepBuc aBTOpPU3aLNN N ayTEHTUDUKALAN.
N3BneyeHne nMeHoBaHHbIX cyLlHOCTeN, 3anyck mogenein NLP

« NER — n3BneyeHmne nmeHoBaHHbIX CYLLIHOCTEN.
« ML — ynpaBneHune paéoton ¢ NLP mogensamu.

« ML worker — o6y4eHune NLP mogenein n knaccudunkaLms TEKCTa N3 3anpoCOB NMosib3oBaTenen.
BbizoB cepBUCOB no rpapuky

« BEATS — cepBuc, nCNonb3yloLWwmincs 48 Neprognyeckoro BbiMOHEHVS 3anpOoCoB K pa3HbiM cepaucam VK

Assistant B onpegenéHHoe Bpems 419 3arnycka Cly>Xe6HbIX 3afaHuiA.

[onosiHnTenbHble cepBUCDI

- bots — nogksoyeHne AONONHNTENbHbIX KAHAOB B3aIMOAENCTBIUS C NOSb30BaTENEM.
+ Notify — oTBeyvaeT 3a oTnpaBky push-yBefomMIeHniA.

- Skillset-repository — cepBuc gns NoAKMOYEHNS PENO3NTOPUS 019 XPaHEHS 1 Nepeaadn CKNICEeTOB
mexnay koHourypaumsmun Dev/Test/Prod.

- Voice Gateway — cepBuc gns naketHom o6paboTkn WAV + JSON ¢ pakTamm, nosyyaembix ¢ GpPOHTa

rONOCOBOrO MNPUIOXEHNS.
- Adapters/VK Teams — cepsuc gns pabotbl ¢ VK Teams.

- Adapters/Telegram — cepBuc gns pa6oTbl ¢ Telegram.

Ncnonbsyemblie B/CYB], xpaHunuwia

+ MongoDB — xpaHeHue KoHburypauuim n napameTpoB CECCUN.
+ S3/MinlO — xpaHeHune dpainnos (NLP mogenu, LOKYMEHTbI).

- Redis — xpaHeHne ovepepein n Kawa.
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KomMnoHeHTbl ronocoBo nogcncTembl

O6ecneunBatoT nHTerpaumo ¢ ATC 3akasuuka.

- Asterisk — npuHMaeT n o6pabaTbiBaeT 3anpochl oT ATC.

- Gateway connector — Habop cepBUCOB, /15 NPeobpasoBaHNs rofocoBbix 3anpocos ATC B [onocosyio
noacucTemy.

« Skill Server — cepBuc 06paboTKM 3aNPOCOB MNOMb30BATENS 1 NPEe06pa3oBaHME NX B COOTBETCTBYOLME

HaBbIKW.
+ ASR — npeo6pasoBaHme ronoca B TEKCT.

« TTS — npeobpasoBaHme TEKCTa B rofocC.

Mpu NOMOLLY KOMMOHEHTOB rOIOCOBO NMOACUCTEMbI MPOVICXOANT NPeobpasoBaHne GopPMaToB 3aMpPoCcoB

rnonb3oBaTeNnemn.

[onocosble 3anpochl Nonb3oBaTenen NpeobpasyTcs B TEKCTOBbIN popmaT cepBrcom ASR v yepes Skill Server
HanpaBnsalTca K Heobxognmomy cknncety VK Assistant gnga ctapta ceccun. OTBET Ha 3anpoc Nonb3oBaTens
nepepaetcs Ha Skill Server, npeo6pasyetcsa cepBrcom TTS B ronocosort dopmaT 1 HanpasnsieTcs B ATC

3aKa34uka.

JononHuTtenbHble KOMMOHEHTDI, pa3pabaTbiBaeMble
3aKasunKamu

Service Gateway — cepBUC NHTErpaLun C LLENEBbIMN CUCTEMaMU 3aKa34dmKa, CO3faBaeMblil NPy OTCYTCTBUN B
a4pe NPoayKTa HEOBXOAMMOro KOHHEKTopa, 6o ans ynpolleHns nHrerpauun (y VK Assistant nveetcs
HaBopP KOHHEKTOPOB K BHELUHNM CCTEMaM MO pasnnyHbiM NnpoTokonam, Hanpumep HTTP (REST, SAP OData), n
VHTEerpaLmio MOXHO BbINONMHUTb Yepes HaCTPOIKy areHTa B Ul agmuHncTpaTnBHom naHenn. OgHako, npu
HeO6XOAMMOCTI BbINOMHUTb CIIOXHYIO NMHTErpaumnio ¢ 4eCATKOM CBSA3aHHbIX CEPBUCOB LCMNOb30BaHNe
rpadpuryeckoro nHTepdeinca MOXET NPUBECTU K O4EHb CITOXHbIM 3anyTaHHbIM CXEMaM, KOTOpble ByaeT TAXENO
COMNpPoOBOXAaTb, NO3TOMY B PSfe Clly4aeB PEKOMEHOYETCS Tak/e CNOXHbIE NHTErpaL i BBIHOCUTb B OTAESbHbIN

cepsIC.
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AyTeHTUPMKaLna n aBTopusaunsa

Cnoco6bl ayTeHTudmKauumy, nogaepxmsaemble VK Assistant:

« JWT — ncnonbsyetcsa npu aBTopusaumn n3 yata. Cucrema NnpoBepsET TOKEH, CHOPMUPOBAHHDIA BHELLHEN
CUCTEMOI C NCMOJb30BaHVEM CUMMETPUYHOIO UM aCCUMETPUYHOTO LWNGPOBaHUS.

- LDAP — cuctema genaet 3anpoc B AD Hanpsamyto, Korga nosibaosaternb nepeten B VK Assistant ns VK
Teams. B 3anpoce cnctema nepepaeT KoY Nonb3oBaTens (Hanpumep, NoYTy) 1 NonyYvaeT npasa B
COOTBETCTBMM C rpynnaMn 4ocTyna.

- Remote Authentication — no3BonseT nepenaTb NPOBEPKY YYETHbIX AaHHbIX BO BHELLIHIOIO CUCTEMY,
Hanpumep, B SAP.

- Local-guest authentication — no3songeT He3aperncTpupoBaHHOMY MOfb3oBaTENO 06LLaTbes ¢ VK
Assistant. [JocTyn k granory nosiBNseTCs y Nosb3oBaTens nocnie BBoga kanyu. [Npmn aTom aBToMaTU4ECKN
co3paeTcs nonb3oBaTeslb C MUHMMAaSIbHBIM HA6OPOM NpPaB [OoCTyNa.

« Local authentication — aBTopun3saums 3apaHee CO34aHHOrO NoJb3oBaTENS BHYTPU CUCTEMDI. [1pn
JIOKanbHOM aBTOPU3aLL NPOUCXOOUT NPOBEPKa Napois NoMb3oBaTeENS BHYTPU CUCTEMbI.

« OAuth /OAuth 2.0 (OpenlID /OpenID Connect) — cuctema nepeHanpaBiseT Nosib3oBaTens B NpoBaigepa
ayTeHTudumkauum (ADFS, Keycloack n gp.), rae nonb3oBaTenb NPOXOLUTb NPOLEenypy ayTeEHTUPUKALLNN.
[anee nnoopmauya o nonbloBaTene nepegaetca B VK Assistant, KoTopbili npu HEOBXOOMMOCTY
3anpalumBaeT OOMOMHUTENbHYIO MHPopMaumio 13 AD.

« SAML — npouecc ayTeHTUdMKaLMN Ha OCHOBE faHHbIX Nofb3oBaTtens (claim).

Bce cnocobbl ayTeHTUdMKaLnm KoHGUrypupyemble 1 MoryT 6blTb aKTUBMPOBaHbI/AeaKTUBNPOBaHbI MyTEM
HacTpowkun cepauca Auth (KOHPUrypauyroHHbIA dain providers.json).
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NHTerpauns c uenesbiMmmn cuctTemMamm

VIHTerpauus ¢ LeneBbiMy CCTEMaMV BO3MOXHa ABYMs COCO6aMu — Hanpsamyio 1 yepes Service Gateway.

Service Gateway arpervpyeT B3aMOLENCTBUE C BHELLUHUMM CUCTEMaMK 3aka3uvika (Bl, ERP, CRM nT.4.).
[TosBonsieT ynpoCcTUTb co3faHune rest-areHToB 1 BbIHECT HaCTPOMKN NHTErpauumn B OTAENbHbIN
KOHOUIypauyioHHbI aiin. YTo nosbiaeT ygobCcTBO PaboTbl C 60MbLUNMU O6beMaMI faHHbIX, BO3BPALLLaEMbIX B

OTBETaX Ha 3anpocChbl CepBuncCa Core.

[opu3oHTasIbHOE N BepTUKasibHOe
MacLuTabupoBaHue

Bce cuctembl MpoekTa NoaaepXnBaloT:

1. BepTVIKaJ'IbHOG MaCLIJTa6I/IpOBaHI/Ie — 3a CyéeTr yBenmyeHnd sblaendemMbiX peCypCoB BUPTYyaJibHbIM MalUVIHaM.

2. FopmsoHTaanoe — 3a CYET BblAeNeHNs OTAENbHbIX BUPTYallbHbIX MaLUWH OI'Ipep,eJ'IéHHbIM KOMMOHEHTaM

CnCTeMm.

Cxema MaclTabnpoBaHa NprBeaeHa HXKE:
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MOHUTOPUHr

MOHI/ITOpI/IHF CUCTEMbI O6ecneyrBaeTcs npn noMowmnm NHTerpaunum ¢ BHelWHNMmn cepBncamMmin MOHUTOPWHIa Uin

BHYyTpeHHUMK cepBucamm VK Assistant:

« Alert Manager — onoBelLLeHne 06 NHLNGEHTAX.
« Prometheus — cnctema MOHUTOPWHra.
- Grafana — nnatdopma g9 BU3yanmsaLunu.

« EFK — ynpaBneHue xypHanamu.
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