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0 NHpopmauusa

SSO (Single Sign-On) — TexHoNorus, NO3BOASOLLAS MPOXOANTb NPV aBTOPU3aLMUN NPOLECC ay TEHTUPUKALN
OAVIH pas 1 aBTOMaTUYECKM NMOMyyaTb JOCTYMN K HECKOJIbKM CUCTEMaM 6€3 MOBTOPHOIrO BBOAA YYETHbIX AaHHbIX.
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OnuncaHne AOoKyMeHTa

B mokyMeHTe onvcaH nopsaok gencteui gns Hactporkn nHterpaumm VK WorkMail ¢ cepsrncom Keycloak,
pa3mMeLLeHHOM KaK Ha BHELLHeM cepBepe, Tak 1 BHYTpu nHcTannaumm VK WorkMail. o 3aBepLueHnn
VNHTerpaLmm nonb3oBaTenn nonyyat BO3IMOXHOCTb npoxoguTb SSO-ayTeHTudumkaumo BHyTpr VK WorkSpace.

MpepBapuTenbHbIe YCNOBUS

YT1O6bl HAYaTb HACTPOVIKY, BaM NOTPeByeTCS:

- ocTtyn Ha cepBep VK WorkMail v B agmuHncTpatumsHyto naHens VK \WorkSpace;
- JocTtyn k Active Directory;

- MonbsoBaTtenb Active Directory ¢ npaBamuv agMUHUCTPATOPA;

- NocTyn B Keycloak (g9 nHTerpauun ¢ BHELLIHUM CEPBEPOM);

+ HaBblku cnctemHoro agMuHucTpupoBaHus (Linux, Windows).

Hactpoukun Ha cepBepe Active Directory

Ha KoHTponepe goMeHa HEOBXOANMO 3apPEerncCTPPOBaTb YYETHYIO 3annch gns cepsepa Keycloak.
B pasgene HacTpoek nosb3oBatens (Account — Account options) oTmeTbTe Yek60ChI:

1. User cannot change password,;

2. Password never expires;

3. This account supports Kerberos AES 128 bit encryption;
4. This account supports Kerberos AES 256 bit encryption.

3aTem B pasnene ynpasneHnd roynnoBbiMn MNOJINTUKaMN nepe|7|,|:|,|/|Te K HaCTpOI7IKe NONNTUKN Configure
encryption types allowed for Kerberos.

Bo Bknagke Security Policy Setting oTmeTbTe cnepytolwye nonnTuku:

- RC4_HMAC_MDS5,
. AES128_HMAC_SHA!,
- AES256_HMAC_SHAI.
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Ba)kHo

[ns ncnonb3oBaHns anroputma AES-256 Takxxe Hy>KHO BK/TIOUUTb 15 MONb3oBaTenen napameTpb:
This account supports Kerberos AES 256 bit n Do not require Kerberos preauthentication.

NeHepauusa keytab-¢dpannos

/' TMNpumeuanne

KomaHzbl, KoTopble NpencTaBieHbl Huxe, HEOBXOAMO BbINOMHATL Ha cepBepe Active Directory.

Heobxogumo cospgatb Service Principal Name (SPN) ons ngeHtndukaumm cepsepa Keycloak cepsepom

Kerberos. Mpumep komaHabl gns co3gaHus SPN:

ktpass -princ HTTP/infra-01.dev.onprem.ru@AD2013.0N-PREMISE.RU \
-mapuser AD2013\kcuser3 -out C:\tmp\keycloak.keytab -mapOp set \
-crypto ALL -setupn -setpass -ptype KRBS_NT_PRINCIPAL /pass strongSecret

MapameTpbl KOMaHabl ktpass :

- princ — ums SPN B Keycloak ons ngeHtndoukauumm B cpepne Kerberos.

VIMa cocTouT 13: TPaHCMOPTHOrO NPOTOKOMNa B BepxXHeM peructpe (HTTP/); umeHun xocTa cepBepa
Keycloak (nnn agpeca noyToBOro cepaepa 415 HTEerpaLumnin BHyTpu nHctannsauum); Kerberos Realm B
BepxHeMm perunctpe (@DOMAIN.LOC).

« mapuser — MM$l CO3[aHHOW B JOMeEHe yyeTHoW 3anucuy gns cepaepa Keycloak (DOMAIN\username).

- mapOp — ecnn 3afaH B 3Ha4yeHue add, To HoBbIi SPN 6yneT fob6aBneH K cyliecTsylowmm. Ecnv 3agaHo

3HaveHune set, To SPN 6ygeT nepesanucaH.
« out - 3afaEeT NyTb K reHepupyemomy keytab-danny. Hanpumep, C:\temp\spnego_spn.keytab.
+ /pass — 3Ha4YeHMe Napons oT y4YeTHoW 3anncu gns cepsepa Keycloak B fpomeHe.

- NapamMeTpbl crypto U ptype 3adaloT OrPaHUYEHNs Ha UCMOJb3yEMblE anropUTMbl U TUM FrEHepPUpyeMon
Kerberos-cnyx6bl. PekomeHayeTcs 3agath NapaMeTpbl, Kak B yKa3zaHHOM npumepe: -crypto ALL -ptype
KRB5_NT_PRINCIPAL .

- MapameTp -setupn Heobxoaum Ans Toro, YTo6bl UPN He MeHsancs.

CoxpaHuTe co3gaHHbin keytab-dann gna HT TP Ha cepBepe Keycloak. [Ny Tb kK aToMy dainny Hy>KHO 6yaeT
ykasaTb Npu HacTpolikax B pasgene Hactpoiika uHterpaumm c Kerberos.

Onsa renepauun keytab-dannos gns patotbl ¢ SMTP n IMAP ncnonbayoTcs cnegytowye KoMmaHgpl:

dsquery * -filter sAMAccountName=kcuser3 -attr msDS-KeyVersionNumber

# B cnepyiowunx kKomaHgax /kvno <N> — pesynbTaT BbINOJIHEHUA MEPBOM KOMaHpAbl
ktpass -princ SMTP/infra-01.dev.onprem.ru@AD2013.0N-PREMISE.RU -mapuser AD2013\kcuser3 -out C:

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrpaHuua 4 ns 15



\tmp\infra_smtp.keytab -mapOp add -crypto ALL -setupn -setpass -ptype KRB5_NT_PRINCIPAL /kvno
<N> /pass strongSecret
ktpass -princ IMAP/infra-01.dev.onprem.ru@AD2013.0N-PREMISE.RU -mapuser AD2013\kcuser3 -out C:
\tmp\infra_imap.keytab -mapOp add -crypto ALL -setupn -setpass -ptype KRB5_NT_PRINCIPAL /kvno
<N> /pass strongSecret

[Ba dainna keytab ons IMAP 1 SMTP Hy)HO coxpaHuTb Ha cepBepe VK WorkMail. B ganbHenwem nx Hy>XHO
oeynet nobasutb B Deployer.

HacTtpoika nHrerpauunm ¢ Active Directory

AsTopusyintecb B Admin Panel VK WorkMail nog, yueTHow 3anucbio agMuHUCTpaTopa. Boibepute agpec
cepBepa, 4115 KOTOPOro HY>XHO HacTpouTb MHTerpauuio ¢ Keycloak. Y BbibpaHHOro floMeHa JOKHa 6bITb
HacTpoeHa MX-3anuchb.

[ns HacTpolku nHTerpauun c Active Directory nepengute B pasgen agMUHNCTPATBHOW NaHenu
KoHpurypaumsa — Hactpoinkn.

YTO6bl HaYaTb HAaCTPOIIKY, ybepute yek6okc He ncnonbzoatb AD.

VK Communications  MMoura  Kanerpaps  Anpecasi kiara  OGnako

u AdminPanel vbastraOmail.onprem.ru »
Hactpoiiku

42 TMonb3oBatenu

B AgmuHucTpatopbl Active Directory

Mouta >

@ ®dannosoe xpaHunuwe >

B AnpecHan KHura

€ CrpyKTypa KOMMnaHum

Q& VYnpasnexre gomeHom

€ KoHdurypauva v
£ Hactpoiiku Wcnonb3oBaThb WwmncpoBaHHoe coeguHerve (LDAPS)
il MonuTopuHr + [Ho6asuTh ceptudmkar

WrHopupoBaTb owmnbku ceptudukara

[lononHMTenbHbIe HacTPONKN
C6pacbiBaTh CECCUM NOMNb30BaTENEH NPV U3MEHEHUM NaponaA

Wcnonb3oBaTb B KayecTBe lorvHa email BMecTo username

He ucnonbsosats AD

CoxpaHuTb

Appec AD — BBepguTe B NnoJsie agpec Bawlero katanora Active Directory.

KaTanoru nonbsoBatenen — BBeante 3HadeHue nons distinguishedName 13 cnivicka aTpubyToB kaTanora.

Hanpumep, OU=demoapp.DC=presale.DC=1ocal .

/' TpumeyaHne

Ecnn Bam HY>XHO yKa3aTb 60/blle OgHOro KaTanora nosb3oBaTenen, O6paTI/ITer K npeacrasuTenio VK.
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JlorvH agMuyHUCTpPaTopa — BBEAUTE B Nose fIornH agMnHncTpaTtopa Active Directory.
Maponb agMMHUCTPAaTOpPa — BCTaBbTE B NOSE Naposb agMuHncTpaTtopa Active Directory.

Mone cBowcTBa «OTYECTBO» — €CN! Bbl ncnosnbsyete cBoncTBO OTYECTBO, BBeANTe ero 3Ha4vyeHne B a1o

none.

Vcnonb3oBaTtb wndppoBaHHoe coepguHeHne (LDAPS) — ecTb BO3MOXHOCTb A06aBfeHnst cepTudukaTa
LDAPS ¢ nomoupbto kHonkn JLo6aBnTb cepTuUPUKar.

NrHopupoBaTb o6k cepTrudumKaTa — eCiv y BaC caMonognucaHHblin SSL-ceptndukar, oTMmeTsTe 3TOT

yekboKC.

C6pacbiBaTb ceccuu Nnosib3oBaTenel Npu N3MEeHEeHNN Napons — eCn YeKBGOKC OTMEYEH, NPY U3MEHEHI
naponsa nonb3oBatens B Active Directory 6ygeT cé6pacbiBaTbCsi ceccust
B VK WorkMail.

Vcnonb3oBaTb B KauecTBe JIorMHa email BMecTo username — B TeKyLLEN BEPCUY NoJie HE UCMOSb3yeTCs.
[na npyMeHeHns HaCTPOEK HAXXMUTE Ha KHOMKY COXpaHUTb.

Ecnn nonbsosatenu He noasununck B VK Workmail, Hy>XHO NpoBepuTb KOPPEKTHOCTb HACTPOEK CUHXPOHM3aLMN

¢ Active Directory c nOMOLLbIO KOHCOMbHOWM KOMaHLAbI:

sudo journalctl -fu onpremise-container-adloaderl.service

MpoBepka HacTpoeK AOMeHa

[anee HeobxoaMo NpoBepuTb darn HaCTPOEK AOMEHa, A8 KOTOPOro 6yaeT HaCTpanBaTbCs NHTErpaums ¢
Keycloak. Mepengute no URL agMyHNCTPATUBHON NaHeNn
https://biz.<domain_name>/admin/misc/configurations/adloaderclient/ v KNVKHUTE NO agpecy AoMeHa.

Q MAHE/b YTNPABJIEHUA MPUNOXEHUA ~ AOMUHUCTPUPOBAHUE ~ USERS ~ SPECIALS ~

naBHas > HacTpoiiku on-premise > HacTpoiiku Active Directory

BbibepuTe HacTpowika Active Directory onst usmeHeHust

[JencrBue: | =======-- v | BbinonHutb = BbibpaHo 0 06bekToB U3 2

O wvwms JAOMEHA SYNCTS COMMENT
O exch.on-premise.ru 11 pekabps 2023 r. 14:59 exch

(O ad.on-premise.ru 11 pekabps 2023 r. 13:59 fail

2 HacTpowuku Active Directory

Y6enutechb, 4To B pasfene options oTcyTCTBYET 3Ha4YeHe proxyAddresses .
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Q MAHEJb YMPABJIEHUA

naBHas > HacTpoiiku on-premise » HacTpoiiku Active Directory » AdloaderClient object

N3meHnTb HacTporka Active Directory

Umsa gomeHa: ad.on-premise.ru

NPUNOXEHMA ~ AOMUHUCTPUPOBAHUE ~ USERS ~

SPECIALS ~

options: {

"sync_interval": "1h",
"users": {
"enable”: true,
"remove": true,
"remove_blocked": false,
"create_blocked": false,
"time_type": "AD",
"logout_users": false,
"pool_size™: 1,

" ar’-

"o di o~ lavN "
'disr X

"middle name'

serPrincipalName=sink.mail1@exch.on-

Sync ts: Oata:  11.12.2023  cCerogus ﬁ

Bpems: 15:59:37  ceitvac | ()

Ecnu 3HayeHne proxyAddresses MPUCYTCTBYET, HEOBXOAVMO YAANNTb €r0, BKIOYas CKOBKMU:

(proxyAddresses=smtp:sink.mail1@exch.on-premise.ru) .

CoxpaHuTe N3MeHeHus.

MpepBapuTenbHas HacTpounka Deployer

[ns nepexopa B BE6-HTEPENC B afpeCHO CTPOKe Bpay3epa HEOBXOANMO yKasaTb agpec: http://server-

ip-address:8888 . HaxXmuTe Ha 3Ha4OK @ 1 nepengunTte B pasgen NMpoaykTbl.

Bkniounte onuun MHTerpaums ¢ keycloak ana SSO asTopusauunmn 1 Keycloak BHyTpu MHCTannsuun.
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VK WorkDisk
1 BupTyanbHasa mawmnHa Ha nrobom runepsusope, 16 GB RAM, 8 vCPU, 100 GB SSD

8

UHTerpaumusa c aHtuBupycom no nportokony ICAP

UHCTpyMeHTbI pa3paboTku

8 6 8

UnTerpaumsa c VK Teams

UHTerpauus c ECUA

WHTerpauus c gpyrumm nHctannaunamu VK WorkMail

UnTerpaums c keycloak ana SSO aBTopusauum

8 8|8

Keycloak BHyTpu nHctannauum v17.0.1
1 GB RAM, 1 vCPU

8

CpeacTBa pe3epBHOro KONMPOBaHMUS NOYTOBbIX AILLMKOB

OByxdakTopHasa ayTeHTUPMUKaumns

/" MpumeyaHue

Ecnu Bbl NlaHUpYyeTe UCTOSb30BaTb BHELLHWI cepBuc Keycloak, BTOpyIo onuuio BKIlOYaTb HE HYXKHO.

COXpaHI/ITe N3MEeHEeHNA N BEPHUTECDH K CNINCKY pone|7|, 4YTOb6bI CcreHepunpoBaTb AOMNOJIHUTE IbHbIE KOHTeMHepr.

filin1 (172.20.5.117) YT ©
s3f1 (172.20.5.113) ®
pub1 (100.70.81.216) ® e
pub-imap1 (100.70.81.216) ® :
pub-mx1 (100.70.81.216) ® 1]

pub-smtp1 (100.70.81.216) ® 1

CI’eHepVIpOBaTb aBTOMaTUYEeCKU

3aTtem B HacTtpoiikax nepengnte B pa3gen NHTerpaunm — NHTerpauus c keycloak gna SSO aBTopusauun.
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BeBeguTe 3arnaBHbIMN 6yKBamum agpec cepepa Active Directory, koTopbii 6yaeT NCMob30BaTbCs B

vHTerpauyum, B none HassaHme REALM "a B Keycloak.

o NHpopmauusa

Kerberos REALM, y H1X pasHOe Ha3HavyeHue.

B none MoxHO Takxxe BBeCTU t060oe KtoveBoe HasBaHue, Hanpumep KEYCLOAKREALM. MNosxe 3To 3HavyeHne

6yOeT ncnonb3oBaTbCs NP HacTpoiikax B nHTepdence Keycloak. REALM B gennoepe He [omkeH coBnagatb C

CoxpaHute nameHeHus. Ecnn gennoep BblgacT OLNGBKY, MONPOBYNTE COXPaHUTb eLle pas.

HacTpounkun B nHtepdeince Keycloak

Mpexpe yem nepentn B nHTepdenc Keycloak, Ha cepsepe ¢ guctnéytusom VK WorkMail BbinonHnTe KOMaHAy:

grep KEYC /opt/mailOnPremise/dockerVolumes/keycloak1/keycloak.env

3atem gng nepexopa B Keycloak B cTpoke 6pay3epa BBeauTe agpec: https://biz.<mail_domain>/auth.

/" MpumeyaHue

Ecnu Bbl ucnonbsyete BHelwHMin cepBep Keycloak, nepenguTte B ero naHenb agMUHNCTPUPOBaHNS.

L «evcLoAK

Welcome to Keycloak

&) Administration Console > @ Documentation >

Centrally manage all aspects of the Keycloak server User Guide, Admin REST API and Javadocs
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Co3paHune n HacTpoiika REALM

B Bbinagatoem MeHto HaxmuTe Ha kHonky Add realm.

@AKEYCLC

Select realm Realms

EXCH.ON-PREMISE.RU Realm

NEW.REALM
Master

master
NEW.REALM EXCH.ON-PREMISE.RU

B none Name BBepute nms REALM, aHanornyHoe ykazaHHOMY B MHTepdence aennoepa, N HaXXMUTE Ha KHOMKY

Create — OTKpOETCS OKHO HacTpoek, pasgen General.

NEW.REALM

cont General Login Keys Email Themes Localization Cache Tokens Client Registration Client Policies Security Defenses
onfigure

Realm Settings * Name NEW.REALM

Clients
Display name

Client Scopes

HTML Display name
Roles play

Identity Providers Frontend URL
User Federation
Enabled m
Authentication
User-Managed Access OFF
Manage
Endpoints OpenlD Endpoint Configuration
Groups SAML 2.0 Identity Provider Metadata

Users

Save || Cancel
Sessions

Events

Import

Export

B none Frontend URL fo6asbTte URL Buga: http://biz.<mail_domain>:868/auth . COXpaHUTe N3MEHEHNS.

/" TNpumeyanne

Mpw ncnonb3oBaHMM BHelLHero cepsepa Keycloak Hy)Ha [OMONHMUTENbHAA HAaCTPOMKa Ha /auth C NOMOLLBIO
napameTpa http-relative-path=/auth.

Bo Bknagke Login y napameTtpa Require SSL Heo6xoa1mMo Bbi6paTb 3HaYeHe none. HacTpoliKn HY>XHO Takxe

COXpPaHUTb.
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MNepelipnTe BO BkNaaky Keys — Providers 1 ynanute HenopaeprBaemble NpoBaifepbl ( aes-generated ©

rsa-enc-generated ).

General Login Keys Email Themes Localization Cache Tokens Client Registration Client Policies Security Defenses
Active Passive Disabled Providers

Q Add keystore... v
Name Provider Provider description Priority Actions
aes-generated aes-generated Generates AES secret key 100 Edit Delete
rsa-enc-generated rsa-enc-generated Generates RSA keys for key encryption and creates a self-signed certificate 100 Edit Delete
hmac-generated hmac-generated Generates HMAC secret key 100 Edit Delete
rsa-generated rsa-generated Generates RSA signature keys and creates a self-signed certificate 100 Edit Delete

Ho6aBneHune Client API

B pasnene Clients cospaiite HoBoro knneHTa. [1na atoro B none Client ID BBeguTe 3HayeHne api 1 HaxxMnTe
Ha KHOMKy Save.

Clients > Add Client

Add Client
Realm Settings Import Select file 3
Clients Client ID * api
Client Scopes
Client Protocol openid-connect v

Roles
Root URL

Identity Providers

User Federation m Cancel

Authentication

Manage

Groups

Bknapky Settings Hy>HO HacTpouTb cnegytowmm o6pa3om:

Ba>xHO

Mons, HaCTPOWKN KOTOPbIX HE BYAYT N3MEHSATLCS, CIeAYEeT OCTaBUTb 3aMOSIHEHHBIMY MO YMOJIYAHNIO.

- Access Type — confidential (nocne nsmeHeHns Tna JOCTYyMNa NOABATCS AOMOMHUTENbHbIE HACTPOWKM);
- Service Accounts Enabled — ON;
« Authorization Enabled — ON;

- Valid Redirect URIs — * (Heo6xoammMo BBECTU B NoONe CUMBOJ *);
Mo 3aBepLUEHN HaCTPOEK COXpaHTE N3MEHEHA 1 nepengnTe Bo Bkagky Credentials.

CkonupynTe nam coxpaHuTe 3HadeHne nonsa Secret.
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Clients > api
NEW.REALM v

Api &

Configure

. in Credentials K Rol lien 2 M rs € ? Authorization Rev ion
Realm Settings Settings eys oles Client Scopes appers Scope uthorizatio evocatio
© Clients Service Account Roles ¢

Client Scopes

Client Authenticator Client Id and Secret v
Roles
X . Secret Regenerate Secret

Identity Providers

User Federation

A ERiEE e Registration access token Regenerate registration access token

Manage

Groups

Users
Sessions

Events

HacTtpounka nHrerpauun c LDAP

Hanee HyxHo nepeintn B pasgen User Federation n B BbinagatoLiem meHtio Add provider Boi6paTb Idap.
BHecuTe gaHHble B cooTBeCTBME C HacTporkamu LDAP B Bawem KaTtanore Active Directory.

O6paTunTe BHMMaHMe:
« B ctpoke Username LDAP attribute Heo6xoanmo ykasaTb HasBaHue nons B Active Directory, B KOTOpom
copepaTcs I03epHENMbI NoNb3oBaTeNen.

- B none Bind DN Hy>XHO 006aBUTb TOYHOE MECTOMNOSIOXEHNE NONb30BaTENS A1 CUHXPOHM3aLMN B
kaTanore AD.

Settings Mappers

Realm Settings

Clients N .
Required Settings
Client Scopes

Roles Provider ID 7bd58fef-270b-4acf-88ed-23468ad 18d8b
Identity Providers Enabled m
User Federation

Console Display Name Idap
Authentication

Priority 0
mporvserso IS0
Groups
Users. * Edit Mode READ_ONLY v
Sessions Sync Registrations € OFF
Events
*Vendor Active Directory
Import
* Username LDAP attribute sAMAccountName

Export

* RDN LDAP attribute cn

* UUID LDAP attribute objectGUID

* User Object Classes person, organizationalPerson, user
* Connection URL Idap://10.10.70.18
* Users DN OU=exch,DC=ad,DC=on-premise,DC=ru

Custom User LDAP Filter

Search Scope Subtree v
* Bind Type € simple v
*Bind DN CN=Administrator,CN=Users,DC=ad,DC=on-premise,DC=ru

*Bind Credential @ | seseccsane @ Test authentication
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MpoBepbTe coefnHeHme ¢ nomoLLbto kHornok Test connection v Bind Credential.
Settings Mappers

Required Settings

Provider ID 7bd58fef-270b-4acf-88ed-23468ad 18d8b
Enabled © [ on [
Console Display Name © Idap
Priority © 0
Import Users © mi‘
* Edit Mode © READ_ONLY v
Sync Registrations @ ‘7‘ OFF
*Vendor © Active Directory
* Username LDAP attribute © sAMAccountName
* RDN LDAP attribute @ wm
* UUID LDAP attribute @ objectGUID
* User Object Classes © person, organizationalPerson, user
* Connection URL © Idap://10.10.70.18
* Users DN ©@ OU=exch,DC=ad,DC=on-premise,DC=ru
Custom User LDAP Filter © LDAP Filter
Search Scope © Subtree ~
* Bind Type © simple v
* Bind DN @ CN=Administrator,CN=Users,DC=ad,DC=on-premise,DC=ru

*Bind Credential @ | eseccececs @ Test authentication

HacTtpoika nHrerpauyum c Kerberos

3aTem packpoinTe Bkagky Kerberos Integration BHecuTe gaHHble o UIHTErpaLmn.

v Kerberos Integration

Allow Kerberos authentication @ m
* Kerberos Realm @ EXCH.ON-PREMISE.RU
* Server Principal © HTTP/vkwm1.on-premise.ru@AD.ON-PREMISE.RU
* KeyTab @ /opt/vkwm1.keytab
Debug © m:
Use Kerberos For Password ‘:‘ OFF

Authentication ©

Kerberos Realm — Beegute nva REALM n3 Kerberos.

Server Principal — ykaxuTe paHee cosgaHHbIi SPN.
Hanpumep, HTTP/biz.infra-01.dev.onprem.ru@AD2613.0N-PREMISE.ru .
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KeyTab — go6asbte B nyTb o keytab-danna gna HTTP.
MeHsaTb nonoxeHne dnaroB He HYXHO.

COXpaHI/ITe N3MEeHeHN4.

Ho6aBneHne B KOHTenHep Keycloak panna
.keytab

[Ona nob6asneHns danna B KOHTENHEP BbINOSHUTE cneaytoLLyio komaHay Ha cepsepe VK WorkMail:

cp keycloak.keytab /opt/mailOnPremise/dockerVolumes/keycloak1/keytabs/

HacTpounka napameTtpoB nHterpauumn gna SSO B
Deployer

Tenepb B HacTpoikax ycTaHoBLKa VK VorkMail Heobxogumo nepenTti B pasgen
NHTerpaunmn — NHTerpaumnsa c keycloak ansa SSO aBTopunsauunu.

HacTporikn

Cen JloMeHHble nmeHa Xpanunuiia WapauposaHwue u pennukauuns b HacTpoiiku koMnoHeHToB Wuterpauyun MepeMeHHble oKpyKeHUs

Whterpauys ¢ VK Teams HacTpoiikun nHterpaumm ¢ Keycloak

Botbl ans VK Teams

VHTerpauus ¢ H REALM'a B Key k: EXCH.ON-PREMISE.RU
aHTUBUPYCOM MO

npotokony ICAP ID oauth knueHTa B Keycloak: api

Juuensunsa pepakropa R7

Odmc Secret oauth knueHta B Keycloak: ~ eesececseee

CopLuyk no4Ts! Anpec cuctemsl ayTenTucukaummn Kerberos: ad.on-premise.ru:88

WHTerpauua c apyrumm

nHeTannsaumammn VK Anpec cepsepa Kerberos-adm (Kerberos ad.on-premise.ru:749
WorkMail administration):

Unterpauus ¢ keycloak Keytab haiin ans IMAP: daiin yxe sarpyxeH Boi6pars chaiin
Ans SSO aBTopU3aLmu

Murpauus kaneHgapei no Keytab cdain ans SMTP: Ddaiin yxe 3arpyxeH Bbi6path chaiin

npotokony EWS

Secret oauth knueHTa B Keycloak — BBeguTe B none ko 13 pasgena Clients — Credentials B Keycloak,
KOTOPbI Bbl COXPaHWIN paHee.

[anee HeobxognMmo [o6aBuTb agpeca cepsucoB Kerberos (c noptamu) u keytab-dannos gna IMAP n SMTP w

COXPaHUTb N3MEHEHS.
[ns npyMeHeHns HaCTPOekK NepenguTe K CINCKY Ponen 1 3anycTute ABTOMaTUYECKYIO YCTaHOBKY.
YT06bl B HTEPECe nonb3oBaTenel Hayana oTobpa)xaTbcst KHoMka BonTu uepes SSO, BbinosiHUTE B

KoHTelHepe mailapil war up_container.
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mailapi1 (172.20.5.40) CEETED © LR - |

BbinonHute warm no HaCTpOﬁKe MaLllUHbI

3arpy3uTb 63kan Bbibepute cavin 6akana

BHUMAHWE! Mpouecc BoccTtaHoBnenns u3 6akana byaet 3anyLleH cpasy nocne 3arpysku cainal

prepare_configure [

MoaroToBuUTh hansbl KOHMUrypaLum Ans ceperca BHYTPU KOHTeHepa -

3anycTuTb

up_container {3

MoagrotoBuTh hannbl KOHUrypaLmm, cTaTudeckme AaHHble, 3anyCTUTb KOHTeNnHep 3anyctuts | ~

[MpoBepbTe yCnewHOCTb HTerpauum, Bonasa B cuctemy yepes SSO nop, y4eTHOM 3anncbio Nofb3oBaTeNs.
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