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Ha3HayeHe fOKyMeHTa

B aHHOI MHCTPYKLUW NPEeLACTaBEHO ONVICaHNE PaCNPOCTPaHEHHbIX MPOBGIEM 1 MPYMEPDI X PELLEHWI,
[pacrnosioXeHMe XYPHaIOB CEPBIICOB MECCEHIXEPA, NMapaMeTPOB VHCTaMIALNM, KOTOPbIE HEOBXOAVMO
KOHTPOJIMPOBaTb, a TaKXe OnucaHve onepawysa oas ynpasieHns Nonb3oBaTENSAMU NPU OTCYTCTBUN

KOHTpPONJ1IEPa OMEHa.

,D,OKyMeHT COOTBETCTBYET BEpCun VK Teams npegHasHavyeH anig ncnonb3oBaHA agMNHNCTPAaTOpPaMu

opraHusaLun.

JononHnTenbHaa JOKYMEHTaLuns

VIHCTpyKLMSi NO HTErpauum ¢ KOHTPOMIEPOM AoMeHa no npotokony LDAP — B gokymMeHTe npegcTrasneHa

nHPopMaLms NO yNpasfieHUIo NapamMeTpamuy CUHXpoHu3auun LDAP.

VIHCTPYKLMA MO NMOOKIOYEHNIO K BHELLHEN CUCTEME MOHUTOPWHIa — B AOKYMEHTE NpeacTaB/leHO onncaHne

NOAKJIIOYEHMS K BHELLHEN cnucTeme MoHuTopuHra VictoriaMetrics.

VIHCTPpYKLIMS MO HACTPOWKE NHTErpaLu C aHTUBLPYCOM — B AOKYMEHTE NpefcTaBieHa apxXuTekTypa v
CNOCO6bl aHTUBUPYCHOW NPOBEPKY, a TakxKe ee KoHPUrypupoBaHume Yepes npotokos ICAP nyepes
nHTerpaumio ¢ KATA.

VIHCTpyKLMS MO HacTpolke nHterpaunmn ¢ DLP-cuctemon — B 4OKYMEHTE NpeacTaBleHo onmcaHmne
MexaHn3Ma oTnpaBky 3anpocoB B DLP-cucTtemy, a Takxke npouecc akTnBauum otTnpaBky gaHHbix B DLP-

cuctemy.

VIHCTpYKLIMS MO NOAKIIOYEHNIO BHELLHErO S3-XpaHnnLlia — B AOKYMEHTe NpeacTaB/ieH NpoLecc

NOAOKIIOYEHMS BHELLIHEro S3-xpaHunuia.

VIHCTpyKLMS MO HacTpolike nHterpaunmn ¢ SIEM-cuctemoin — B AOKYMEHTE NpefcTaB/ieHO onncaHne
JNIOrMpyemMbIx COBbITUA 1 popmaT log-dalnnos, a Takxke HaCTpoka oTnpaBku log-dpannos B SIEM-cucrtemy.

VIHCTpYKLMS NO yCTaHOBKE Ha OOHY BUPTYasbHYO MalunHy /IHCTPYKLMS NO YCTaHOBKE KflacTepa — B
LLOKYMEHTax NPefCTaBNeH NPOLECC HaCTPOWKM OCTYMNa B OKPYXeHNe agMHNCTPaTopa B NpoLecce
YCTaHOBKe Ha OOHY BUPTYasbHYO MaLUUHY AN YCTaHOBKE KflacTepa.

VIHCTpyKLMs Mo HacTpolike Single Sign-On ayTeHTudrKaLumu — B LOKYMEHTE MpeacTaBleHO OnMcaHne
npouecca HacTpoukuy Single Sign-On ayTeHTudmkaumm no npotokonam OIDC, SAML n Kerberos.

ApxutekTypa n onncaHue cucrtemol VK Teams — B JOKYMEHTE NpeacTaBneHo OnNncaHne MexaHn3MoB
ayteHTndurkaumm B VK Teams. He aBngeTcst 4aCTblo NyGAnYHOM OKYMEHTauUum, 06paTUTeCh K NpencTaBuTenio

VK Tech, 4yTo6bl O3HAKOMUTHCS C AOKYMEHTOM.
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Pa6oTa c cucremonm

BHUMaHmne

PaHee mecceHpxep VK Teams HasbiBasica Myteam, 4TO HaXO4UT OTPaXeHne B TEXHUYECKIX MOMEHTaX
(HanpyMep, KoMaHAbl B KOHCONM).KOMMOHEHTbI CUCTEMbI

CepBuc aBTOpPU3aL NN

CuHxpoHu3aLus nonb3oBaTtenen n3 LDAP knneHTa, oTnpaBka 1 NpoBepka ogHopa3oBbix Naponein (OTP).
MpoBepka aBTOPU3aLUN, aHTN-6PYTOPC Mepbl (3aLLKTa OT Nepebopa aBTOPU3ALNOHHbIX JaHHbIX).

dapo cucrtemsl

Mepepaya n xpaHeHne CooBLLEHNI, KOHTaKT-NMCTOB, YaTOB U T. 4. B3anmopencTene nonb3osatens n agpa
CUCTEMbI MPOUCXOQUNT Yepes Be6-API.

Push-cepsucbl
OTtnpaBka push-coobLueHnin Ha nnatdopmbl iOS (Apple) n Android (Google).
Be6

HTTPS-unTepdeinc ansa nonb3osatens. HT TP APl gna nepegayn 1 npyemMa CoobLLeHNI, MOVCKa, Nepefayn
npodunen, KOHTaKT-NUCTOB, NEPeaYn 1 06paboTkn Gannos, Nnepesadn CTUKEPOB.

FonocoBbie Wno3bl

BO3MOXHOCTb rOfIOCOBbIX, BUAEO3BOHKOB 11 KOHOEPEHLMIA B Cllyyae, KOraa y4aCTHUKN HEe MOTYT COEAMHAUTLCS
HanpsMylo.

XpaHunnwe S3

XpaHeHue dalinoB Nosib3oBaTenNs, NoMNb30BaTESIbCKUX CTUKEPOB. BO3MOXHO 1CMNOMb30BaHNE BHELLHETO
XpaHunmwa S3.

CepBIlICbI MOHUTOPWUHIra

MpoBepka PaboTOCNOCOBHOCTY CUCTEMbI. BCTpOEHHble cepBUChl TPEBYIOT UHTErPaLL B SAPO CUCTEMbI

MOHUTOPWHIa O6CAYXNBaIOLLLEN OPraHN3aLn 1 He UMEIOT BEG-UHTEpPdECa NN KaHaIoB OMOBELLEHNS.
Ba3zbl gaHHbIX

XpaHeHue gaHHbIX 015 cepBMCOB. Ha gaHHbIi MOMEHT ucnonb3ytotcs B, ¢ oTkpbiTbiM kogom MySQL, Tarantool,
a Takke BcTpamBaemas B[ KUST (BHyTpeHHsAs pa3paboTka KOMMaHN C 3aKpPbITbiM MCXOLHbBIM KOAOM).

HaCTpOVIKI/I nosib3oBaTesNid 3aTparmeatoT, B OCHOBHOM, criegylouie KOMMOHEHTbI: BE6, rO10COBbIE cepBUCHI,
aBTOpM3aLnd. KOMMNOHEHTbI, aKTUBHO B3aI/IMO,D,eI7ICTBy}OLLI,I/|e C nonb3oBartendamMmim: aBTopumsaund, BEO, push—
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CEpPBUCHI, FONOCOBbIE CEPBUCHI. [lanee paccMaTpumBaloTCs KOMMNOHEHTbI, Hanbonee nNogBepXXeHHbIE BHELLHNM
BO34eNCTBMAM (HanprMmep, BMeLLaTeNnbCTBO B HacTporiky, DDOS atakn u T. n.).

ABTOpU3auus

BapuaHTbl oCTyna K cucteme (MCnonb3ytoTCst COBMECTHO):

« SSO-ayTeHTNndrKaLums.

OnuncaHne npouecca HaCTPOWKN 1 ArarpamMmMbl 3anpoCcoB NpefcTaBneHbl AOKyMeHTe VIHCTpyKLMs no
HacTpolike Single Sign-on ayTeHTudmnkKauun.

« AyTEHTUOMKALMS C MOMOLLbIO OgHOPa30oBbIX kogos (OTP).
CornacHo LDAP-KOHHeKTOpY OCYLLEeCTBASETCS NogK/IoYeHne K Cnyo6e kaTanoros. [lonb3oBatenu
3arpyxatotcs B cepsuc Keycloak v panee B B[] Tarantool. MNaponu gns gocTtyna B CUCTEMY B CEPBUCE He

XPaHATCA, npn Kaxxgom aBTOPM3aLN NOJIb30OBaTESIO Ha €ro MOYTOBbIN ALK oTrnpasndeTcd OJ:I,HOpa3OBbIVI
napoJsib. JlornHom BbICTYrMaeT 3NTIEKTPOHHadA NoYTa NnoJsib3oBaTeNA.

OnuncaHne mexaHn3smMa ayTeHTUdUKaLUM NPEACTaBNEHO B JOKYMEHTE «APXNTEKTYpPa 1 OnrcaHne CUCTEMbI
VK Teams» (He BNsSieTCs YaCTbio NYyBANYHONM JOKYMEHTauum, obpatutecs kK npepacTtasutento VK Tech,
4YTO6bl O3HAKOMUTLCS C JOKYMEHTOM).

Mpw akchnyaTauum CUCTEMbI CIIOXHOCTU Yallle BCEro BO3HUKAOT IMEHHO C [OCTYMNamu, Tak kak Active
Directory sBnseTCs CNOXHOWN CUCTEMO, TPEBYIOLLEN aKKYPaTHOrO OTHOLLEHUS.

KOMMOHEeHTbI CUCTEMDI aBTOpM3aunn

- Cepsuc Keycloak (https://www.keycloak.org/). 9To npunoxeHne oCcyLecTBASET CUHXPOHN3ALLMIO
nonb3oBaTenei Yepes LDAP. Bce gaHHble xpaHaTcs B B, MySQL.

« Cepsric Nomail — OCHOBHOW CepBUC aBTOPU3aL BHYTPU cucTeMbl. MOXeT paboTaTb Kak
CaMOCTOATENbHO, Tak 1 coBMeCTHO ¢ Keycloak. Bce gaHHble cepsrica Nomail xpaHnatcsa B B[, tarantool.

« MTA Postfix — npuHnmaeT OTP-coobLeHuns oT ceparca Nomail n nepeHanpaBnseT 3T COOBLLEHNS Ha

SMTP-peneli, ykasaHHbI MOb30BaTENEM.

CepBuc Keycloak (cnHxpoHunsauus nonb3osartesiei)

CepBuc CHXPOHM3MpPYET nonb3oBaTenen Yepes LDAP. PacnonoxeHue xypHana: fvar/log/vector/k8s/
keycloak/keycloak/* . IMpw Nto6bix OLNBKax CUHXPOHU3aLMM UMEeeT CMbIC/T B MEPBYIO odepenb CMOTPETh B
XYpPHan 3Toro cepauca.
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JocTyn K Be6-nHTepdeincy

Y cepBuca ecTb BE6-UHTEPPENC A9 YNPaBIEHNs, O4HAKO NONb30BaTbCs 3TUM UHTEPHENCOM cnepyeT
OCTOPOXHO, TaK KaK M3MEHEHWS, coenaHHble Yepes 3TOT MHTepdENnC, MOryT 6biTb U3MEHEHbI MNP O6HOBEHN
cuncTeMbl. JTlobble N3MeHeHNs 0693aTeNbHO HY>XXHO BHECTU B KOHOUIMYpaUOHHbI dain premsetup.py.

Mo ymonuaHuio nHTepdeiic HefOCTYNEH U3 BHELLHEN CeTU. BapuraHTbl LOCTyNa K BE6-HTepdelicy:
BapwmaHT 1: JocTyn yepes https://mridme./auth

OTkpbITb gocTyn s goMmeHa mridme. <DOMAIN> v nepenTun B 6pay3epe https://mridme.<DOMAIN>

/" MpumeyaHue

Mo ymonuaHuio nvst mridme He 3aBegeHo B DNS, 11 B HacTpolikax nginx BoicTaBneHo deny all. He
peKoOMEHAYETCSA NCNONb30BaTb 3TOT CMOCO6 [OCTYyNa 6€3 KpalHeEN HEOBXOANMOCTW.

BapunaHT 2: SSH-TyHHenb (NnpepnoYTUTeNbHbIN)

BbINOAHUTL KOMaHAY:
ssh -L 8080:keycloak-http.keycloak.svc.cluster.local:80 <server>

1 nepenTn B 6paysepe http://127.0.0.1:8080/auth
JloruH: admin
Maponb: Naposib HEOBXOANMO MOMYUNTb B CNYXKEE TEXHNYECKON NOALEPXKKM.

Haun6ornee BaxHble NapaMeTpbl, LOCTYMHbIE B BEG-NHTepdeiice:
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HacTtpownka LDAP-noaknioueHuns

= @IKEYCLO ® o '

User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more 4

Manage
) Add new provider « Manage priorities
Clients

Client scopes

Realm rol $
ealm roles onpremise_ldap :

Users
Groups Ldap  Enabled
Sessions

Events

Configure
Realm settings

Authentication

Identity providers

User federation

Ecnun LDAP-nogkoYeHmne yxxe co3gaHo, HO C HAM €CTb NPO6IeMbl, TO OCHOBHbIE HACTPOWKN, C KOTOPbIMMU
HY>XHO paboTaTb:
+ baseDN (usersDN) v dunbTp (BAUSIIOT Ha TO, Kakne 06bekTbl ByayT nonyyveHbl yepes LDAP);

* 4YaCTOTa CHXPOHM3aunn (BJ'II/IS'-IeT Ha TO, KaK4aCTO 6y,EI,yT npon3BoaANTbCA I/I3MeHeHI/Iﬂ).

BHUMaHune

[Mpw 6onblLOM KOMYeCTBE Nosib3oBaTeNein, nonagaloLwyx nog NoAHy GULTPaLKMIO, MOHas CUHXPOHN3ALLS
MOXeT 6blTb O4eHb Tsxxkenon Ana Active Directory onepaupein 1 BbINONHATb ee YacTo Henb3s. Hanpumep, Active
Directory Ha 10 TbiC. nofib3oBaTeNei OTPabaTbiBAETCH OKOMO TPEX MVHYT, YTO SBASETCS CYLLEeCTBEHHOW
Harpyskon Ha Active Directory.

CooTBETCTBUS Ha3BaHWI B BEG-UHTepdece:

- Users DN — base DN B BapuaHTe Active Directory.
- Custom User LDAP Filter — LDAP-¢unbTp.

- Search Scope / one level — novnck TONMbKO MO JOYEePHUM O6bEKTaM yKazaHHOrO o6bekTa. lMounck no

B/IOXXEHHbIM O6bekTaM He NMEOon3BOONTCA, TakKXe B pe3yJibTaTbl MONCK HE NonagaeT CamMm 6a30BblIll O6bEKT.

- Search Scope / subtree — novck No Bcem govyepHUM o6bekTaM, BKITloYast BIOXEHHble. ba3oBbill O6bekT B

NMOVCK He nornapgaerT.

« Full Sync Period — 4yacToTa BbINOMHEHWNS NOMHOW CUHXPOHM3aUMN. Yem MeHbLLEe Nosib3oBaTesNe, TEM Yalle

MO>XHO BbIMOJIHATb NOJTIHYIO CUHXPOHU3aUMIo.
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- Changed Users Sync Period — yacToTa BbINOSIHEHNS YAaCTUYHOrO OBHOBMEHMS NONb3oBaTeNel

(onTyManbHoe 3HayeHre No ymonyaHmio — 60 cekyHg,).

Cnuvcok nonb3oBaTenen

Cnuncok nonb3oBaTenen Nno3BonseT NPOBEPUTb HaJln4ne nosib3oBaTesid N HarnoJIHEHNEe nonein. MOJJ,I/ICI)I/IKaLI,I/Iﬂ

nosnb3oBaTenein n3 Active Directory He npegycMoTpeHa.

CocrtosiHne npodunen (Active Directory + Keycloak koHUrypauus)

MoppepXxrBaeTcs TpW COCTOAHMA NPOodnasa (Ha OCHOBaHUM COCTOsIHUS Npoduns (enabled/disabled) n
nprHagnexHocTn K rpynne). lNogaep>ka cocTosHUs suspended BklovaeTcs B KOHPUrypaunoHHom daiine
nomail.keycloak.suspended.state.enabled, HasBaHne rpynnbl 3agaeTcs nepemMeHHon
nomail.keycloak.allowed_group.name:

« AKTUBHbBII — OTCYTCTBUE KaKux 6o pnaros (B kKoHTekcTe Active Directory akkayHT 4onXeH 6biTb
enabled=True v NnpnHagfiexaTtb rpynne);

« MpuoctaHosneH — flag=SUSPENDED (nu6o enabled v He B rpynne, nnéo disabled v B rpynne);

- YnaneHHboin — flag=DELETED (enabled=false + He B rpynne).

Ecnun nonb3zoBaTtenb nony4daet ctatyc SUSPENDED («npriocTaHOBNEHY), TO OCYLLECTBASETCS BbIXOL,
nosnb3oBaTeNs U3 cucTembl. Ha ycTponcTBa OTNpaBnseTcs KoOMaHaa A5 BbIxoga nosib3oBaTtens U3 CUCTEMbI U
yOaneHnst BCEX JIoKasbHbIX flaHHbIX/ Monb3oBaTenb He MOXET NOMb30BaTbCS CEPBUCOM, HO B Cllyyae
HEOBXOANMOCTIN €ro MOXHO 6bICTPO BOCCTaHOBUTb, U BCS UICTOPUS Y HEFO COXPaHUTCS.

Mpw nonyyeHnn ctatyca DELETED («yganeH»), Ha yCTPOWNCTBa Nofib3oBaTeNs OTNPaBAsSeTCs KOMaH4a a5
BbIXO[a 13 CUCTEMbI 1 yOaneHns BCcex IoKasIbHbIX faHHbIX. BCs ncTtopuns nepennckin Ha ero ycTponcTBax
yoansietcsl. Takke NpouCXoanT yaaneHne nob3oBaTens 13 BCeX rpynnoBbix YaToOB, r4e OH y4acTBoBar, 6e3
YBEAOMIIEHWI YYaCTHNKOB rpynn. B cnyyae HEO6XOAMMOCTI NOAb30BaTENS MOXHO BOCCTaHOBUTb 13 CTaTyca
DELETED — ncropus nn4Ho nepennck BOCCTaHOBUTCS, HO NOJb30BaTeNio ByaeT HeOBXo4IMO 3aHOBO

BCTynNnaTb B rpynrnoBbl€ YaTbl, B KOTOPbIX OH paHee y4aCTBOBaJl.

XypHan Keycloak

PacnonoxeHune xypHana: fvar/log/vector/k8s/keycloak/keycloak/*.

B nepByto ovyepenb crnegyeT oTcAexnBaTb 3anncy ypoBHS ERROR . [primep Takowm owmnbkn: oyenmkat
nosib3oBaTensa — Korga oguH 1 TOT XXe NoNb30oBaTeslb 3aBeAeH B HECKObKMX BeTkax LDAP-kaTanora. Kak
npaBno, NOCE KaXaom 3annucy ERROR NOET TpaCcCUPOBKa OLLVGKY 19 6ofee geTanbHOro aHanmsa.

Mpumep nora

2020-04-14 12:06:12,984 ERROR [org.keycloak.services.error.KeycloakErrorHandler] (default
task-38) Uncaught server error: org.keycloak.models.ModelDuplicateException: Can't import user
'user2' from LDAP because email 'user@vkteams.example.com' already exists in Keycloak.
Existing user with this email is 'user1'’

at
org.keycloak.storage.ldap.mappers.UserAttributeLDAPStorageMapper.checkDuplicateEmail(UserAttribut
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176)

at
org.keycloak.storage.ldap.mappers.UserAttributeLDAPStorageMapper.onImportUserFromLDAP(UserAttribu
107)

at
org.keycloak.storage.ldap.LDAPStorageProvider.importUserFromLDAP(LDAPStorageProvider.java:517)

at
org.keycloak.storage.ldap.LDAPStorageProvider.searchForUser (LDAPStorageProvider.java:372)

at

org.keycloak.storage.UserStorageManager.lambdaSsearchForUser$2(UserStorageManager.java:556)

at org.keycloak.storage.UserStorageManager.query(UserStorageManager.java:505)

at org.keycloak.storage.UserStorageManager.searchForUser(UserStorageManager.java:554)

at
org.keycloak.models.cache.infinispan.UserCacheSession.searchForUser(UserCacheSession.java:583)

at
org.keycloak.services.resources.admin.UsersResource.searchForUser(UsersResource.java:247)

at org.keycloak.services.resources.admin.UsersResource.getUsers(UsersResource.java:
218)

V13 npumepa BNAHO, YTO CEPBUC HE MOXET A06aBNTb MOSIb30BaTENa user2 , Tak Kak moyTa
user@vkteams.example.com MPUHAANEXUT Nonb3oBaTento userl . Kak npaBuso, Takme npobaembl NPOonNCXoasaT
npw HenpasuibHOM popMuUpoBaHnn GunbTpoB 1/unn baseDN. Hanpumep, nog, dnasTpoBaHne MoryT nonagaTb
KaneHgapw unm agpecHble KHUrM nonb3oBaTtenein, nnéo B Active Directory geicTBnTenbHO 3aBefeHbl pasHbie

nosib3oBaTesin C OgMHaKOBbIM afApeCOM MNMOYTbI.

XXypHan cepBnca Nomail (ornpaska OTP, aBTopunsauus)

PacnonoxeHue xypHana cepsuca: foap/icq/logs/nomail-1.log.

B xypHane oTo6paxatoTcs 3anuncy Mo CYHXPOHU3aLMK AaHHbIX Yepes LDAP — 0ononHUTENbHO K XXypHany
cepsuca Keycloak. Owmn6ku 3annchiBaloTCA C YPOBHEM NOMMPOBaHNa ERROR , AN MPOCMOTPA TaKuX 3anuvcei

BbIMNOMHUTE:
grep '] E ' /oap/icq/logs/nomail-1.1log

YalLie BCero o6k BO3HUKAIOT Ha aTarne CUHXPOHM3aLMK Nofib3oBaTeNsd U Ha atane otnpasky OTP-
COO6LLEHNS, HanNprMep 13-3a CpabaTbiBaHNA aHTUCMAM-CUCTEM.

Ecnu nosBuacs HOBbIV NOMb30OBaTESNb UMW MPOU3OLN n3MeHeHus B npodune, Nomail onosewaeT 06
N3MEHEHMAX BCE OCTalIbHble CEPBUCbI, KOTOPbIM HEOBXOANMbI 3TW AaHHble. Hanpumep, cepBUChbl NonCKa Nan
XpaHeHns Nnpoduaein Nonb3oBaTens.

NMpo6nema CUHXPOHMN3aLMN Nob3oBaTeNen

B cnyyae npo6nembl C CUHXPOHW3aLMer Nonb3oBaTeNen owmnbKa, CKopee BCero, OTHOCUTCS K CEPBUCY
Keycloak. NMoaTtomy:

1. CHauana npoBepbTe XypHan cepBuca Keycloak.

2. Ecnv nonb3oBaTesb 3aBefeH KOPPEKTHO, TorAa NpoBepbTe XypHan cepauca Nomail.
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Mpo6nembl ¢ Nnonb3oBaTenem

Ecnn ecTb npo6siemMbl C NOb30BaTENEM, N3YUYUTE BXOXAEHNS MO KOHKPETHOMY NOMb30BaTeNto B XYypHane
Nomail.

Mpunmep

>grep user@vkteams.example.com /oap/icq/logs/nomail-1.log

[2769513 14.04.2020 14:33:10] W NOMAIL: kkapi::load_user(user@vkteams.example.com)
[2769513 14.04.2020 14:33:11] W KEYCLOAK: user@vkteams.example.com's keycloak profile not
changed

N3 npumepa BrngHo, uto B 14:33:10 Nomail npoBepun CMHXPOHU3aL IO NOb30BaTeNS 1 OBHAPYXINI, YTO
npodwnsb Nonb3oBaTeNs HE N3MEHWSICS U HUKAKNX AeCTBUIA BbIMOMHATb HE HYXHO.

)XypHan 6a3bl AaHHbIX

PacrnonoxeHue xypHana: /data/tarantool/logs/nomail-1.log.

[Mocne ctapTta B[, B aTOT XXypHan 3anucbiBatoTCs oLmnoKky otnpask OTP-coobeHnin. [NoaTomy nobble 3anucu,
He cBsi3aHHble co cTapToM b/l, roBopaT o noTeHumanbHbix npobnemax. OTP-coobLieHne oTnpaBnseTcs B
nokasnbHblAi MTA, NoaToMy fanbHeNW i NyTb 3TOFr0 COOBLLEHUNS MOXHO HalTu no noram MTA postfix: /var/
log/maillog.

MNpumep oTNpaBKN COOBLULEHUNS

2020-04-14T13:38:33.684799+03:00 onpremise postfix/smtpd[947406]: A72C4BO59E:
client=localhost[127.0.0.1]

2020-04-14T13:38:33.724571+03:00 onpremise postfix/cleanup[947410]: A72C4BO59E: message-
1d=<20200414103833.A72C4B059E@onpremise.localdomain>

2020-04-14T13:38:33.726111+03:00 onpremise postfix/qmgr[554740]: A72C4BO59E:
from=<otp@vkteams.example.com>, size=525, nrcpt=1 (queue active)
2020-04-14T13:38:33.730092+03:00 onpremise postfix/smtp[947412]: A72C4BO59E:
to=<tester@vkteams.example.com>, relay=10.10.10.10[10.10.10.10]:25, delay=0.05,
delays=0.04/0/0/0, dsn=2.0.8, status=sent (250 2.0.0 Ok: queued as 870A62070BEC)
2020-04-14T713:38:33.730302+03:00 onpremise postfix/qmgr[554740]: A72C4BO59E: removed

3 npumepa BUAHO, YTO nokanbHbii MTA oTnpaBua NOYTOBOE COOBLLEHNE Ha penei 18.10.10.10 , 1 penein
coobLeHmne NprHan. JanbHenwmni nyTb 3TOrO COOBLLEHNS He 3aBUCUT OT MHcTannaumm VK Teams.

Tak kak OTP-coo6bLeHns oTnpasnsaoTca agpom b, B cnyyae npo6nem ¢ OTP cnegyeT cmoTpeTb 06a XypHana.
Ho npexae Yem nsyyaTb Npo6raemMy BHYTPW 3TUX CEPBUCOB, MPOBEPLTE, YTO NOJIb30BaTENb OENCTBUTENBHO
CyLLEeCTBYET B cucTeme. Pesiome npouenypb!:

1. [poBepbTE, YTO NOMb30BaTENb CYLLLECTBYET B CUCTEME.

2. MpoeepbTe xypHan bLl: /data/tarantool/logs/nomail-1.log.

3. MposepsbTe XypHan MTA: /var/log/maillog.
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NMpumep paboTbl C XypHanamMmu

ABTOpU3auus

ABTOPV3aLVIs BbIMOMHAETCH C MOMOLLbIO 3anpoca POST /wim/auth/clientLogin Ha u.<user_domain> w
npoxoaunT Yepes nor-ealin nginx-im /oap/icq/domains/local_proxy.icq.com/logs/u-access.log.Tak kak
3anpocbl POST Hey[o6HO oTcnexmBaTb Yepes noru Nginx, To npu yCNoBUK, YTO B HUX HET SBHOW OLLNGKIN
(kogoB 5xx, 4xX), B XXypHanax cepBnca CTOUT OTC/IeXMBaTb sapi_aim_web_service , B KOTOPbIA
nepeHanpaensoTCs 3aNPOChl 3TOro Tuna.

Mpunmep

grep -h 'POST /wim/auth/clientLogin' /oap/icq/logs/sapi_aim_web_services-*.err.log
14/150409 COMPATO: sajp_wrapper.c:1539 SAJP_SendResponse >>10.10.10.10 POST /wim/auth/
clientLogin "clientName=Android%2@myteam&clientVersion=1.08&devId=on2fah4R-
android&idType=ICQ&pwd=XXXXXXXXXXXXXX&s=tester%40example.com&tokenType=otp_via_email" 200
"200[0] OK" 0.091s [onpremise:2:38826580:1586865849.365] "myteam Android #no_user_id#
on2fah4R-android 1.0(9999999) Android_10_29 SM-G973F"

14/150851 COMPATO: sajp_wrapper.c:1539 SAJP_SendResponse >>10.10.10.10 POST /wim/auth/
clientLogin "clientName=Android%2@myteam&clientVersion=1.08&devId=on2fah4R-
android&idType=ICQ&pwd=XXXXXXXXXXXXXX&s=tester%40example.com&tokenType=otp_via_email" 200
"200[0] OK" 0.094s [onpremise:4:38826580:1586866131.237] "myteam Android #no_user_id#
on2fah4R-android 1.0(9999999) Android_10_29 SM-G973F

B npuMmepe nmetotca ABa 3anpoca clientlLogin Ang ogHOro nosnb3osatens. B cnyyae ncnonbsosaHus OTP aTo
NpPaBWbHO, Tak Kak NMepBbi 3anpoc Bbi3biBaeT oTnpasky OTP-kofda, a BTOPbIM 3anpoCoM 3TOT Kof,
OTNPaBNSETCA Ha CepBep.

CospaHue ceccunn

[Mocne aBTOPM3aL i NoJib3oBaTeSlb MOXET CO34aBaTb HOBble CECCUIN, KOTOPbIX MOXET 6blTb HECKOJIbKO npwn
MNCMNoJIb30BaHNN Pa3MNYHbIX yCTpOIZCTB. CospgaHune ceccum BbINOHAETCS 3anpocom POST /wim/aim/

startSession.

Mpumep

>grep -h 'startSession' /oap/icq/logs/sapi_aim_web_services-*.err.log

14/151808 COMPATO: sajp_wrapper.c:1539 SAJP_SendResponse >>10.10.10.10 POST /wim/aim/
startSession

"a=%252Fw8BAAAAAADJhgEAAAAAAKZ6 rxWn1khWnNX70ISPgqMAAAAXZC5hdmVBaXNvdkBjb3JwLm1haWwucnUAAAAFZWThXX
cd527a2f2cdeff1a&events=myInfo%2Cpresence%2Cbuddylist%2Ctyping%2CwebrtcMsg%2CMChat%2Creplace%2Cpe
b80a-
fb80d2813a56&imf=plain&includePresenceFields=quiet%2Css1%2CabFriendly%2Ccapabilities%2Cnick%2Crol
android&language=ru-
RU&minimizeResponse=0&mobile=1&pollTimeout=30000&rawMsg=0&sessionTimeout=31536000&ts=1586866688&v
200 "200[1] Ok" 0.004s [onpremise:3:39040498:1586866688.837] "myteam Android

tester@example.com on2fah4R-android 1.0(9999999) Android_10_29 SM-G973F"
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B3zanmopenncTeue c nonb3oBaTesiemM

HTTPS API, cepBuc nginx-im

MpoTtokon HTTPS (443/TCP) — ocHOBa KOMMYHUKALLUW KKJTVIEHT — CEPBEP», MOITOMY MPU NIIOBbIX MAaCCOBbIX
npo6nemax C NPUIOXKEHNEM HEOBXOLAMMO NPOBEPSATb AOCTYNHOCTb Mo HTTPS. Bce 3anpoch! OT k/MeHTa (3a
VCK/IOYEHEM 3BOHKOB) NpuHuMaeT cepsuc Nginx-im (c6opka Nginx ¢ ONOAHUTENbHBIMY MOAYASMU,

Heo6XxoaUMbIMU 4119 GYHKLNOHPOBAHUS MPOEKTa).

YnpasneHue:
systemctl status nginx-im

Pacnono)eHne KoHPpUrypaunoHHbIx painos:

- Jusr/local/nginx-im/conf/nginx.conf — ocHoBHOIn daiin;

- Jusr/local/nginx-im/conf/conf.d/ — HaCTpPOIKK OTAENbHbIX BUPTYanbHbIX XOCTOB.
PacnonoxeHue xxypHanoB [oap/icq/domains/local_proxy.icq.com/logs/:

- *error.log — »ypHaJsibl OLLIN60K OTAENbHbIX BUPTYasbHbIX XOCTOB;
- *access.log — XypHanbl 4OCTyNa OTAENbHbIX BMPTYasIbHbIX XOCTOB.
B nor-dainnax nposepsante Hannume 3anpocos 1 ctaTycbl HT TP-oTBeToB. OCHOBHOI TOUYKOW BXOAa 415
3anpoCoB Nonb3oBaTens aBnseTcs u.<USER_DOMAIN> , NO3TOMY Hanbonee BaXKHbIMU XYpPHanamMu SBASIOTCS:
- Joap/icq/domains/local_proxy.icq.com/logs/u-access.log
- Joap/icq/domains/local_proxy.icq.com/logs/u-error.log
PoTtauuia nor-daiinoB NnponcxoanT Kaxabii Yac. MpeabiayLume XxypHarnbl 4OCTYMHbI B KaTanore foap/icq/

domains/local_proxy.icqg.com/logs/old_logs/ n cxaTbl C ncnonb3oBaHueM gzip (No ymonyaHuio), 1z4 nnn
zstd.

/" MpumeuyaHue

Qainbl ¢ paclumpeHnem .zst HEO6XOAMMO OTKPbIBaTb NPW MOMOLM zstdcat Y MCKaTb B HUX MPW MOMOLLM
zstdgrep . Hanpumep: zstdgrep user@vkteams.example.com/oap/icg/domains/local_proxy.icq.com/logs/
old_logs/u-access.log-20200410-1900.rot.zst

MpoBepka KOHPUTrypPaLMNOHHbIX GaliIoB Ha OLLUNGKN:

/usr/local/nginx-im/sbin/nginx -tc /usr/local/nginx-im/conf/nginx.conf

SSL-cepTudunkarsi:

- Jusr/local/etc/im_ssl/default_ssl.cert

- Jusr/local/etc/im_ssl/default_ssl.key
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FfonocoBble N BUOEO3BOHKU

[nsa paboTbl FOIOCOBbIX N BUAEO-3BOHKOB HEOBXOAMM LOCTYN K BHewHeMy IP-agpecy VK Teams yepes nopTt
3478 (TCP/UDP) n UDP-nopTbl Bbile 1024. Ecnn gocTtyna HET, 3BOHKM He 6yayT paboTaTb.

B cnyvae npo6nem co 3BOHKaMU B MEPBYIO o4epenb NpoBepLTe, YTO NPefoCTaBeHbl BCe HEOBXOAVIMbIE
LOCTYMbI.

[Mpn HeOBXOANMOCTI, BO3SMOXHO M3MeHeHne konnyecTtBa UDP-nopToB, NCNOb3yeMblX 419 3BOHKOB. [11s
3TOro Heo6xXoOMO OTPEenaKkTMPOoBaTb KOHOUIYpaLnoHHbI ¢alin fusr/local/janus/etc/janus/janus.jcfg,
yKkasaB fana3oH B napameTpe rtp_port_range cekunn media:

media: {
rtp_port_range = "1024-65535"

ﬂpm pacqéTe KONMn4yeCTBa NopPTOB NCXOAUTE N3 MAaKCMaJlbHOIo KOJIn4yeCTBa nonb3oBaTeNnen, HaxoasaLLNXcs
O4HOBPEMEHHO B 3BOHKaXxX. ,D,J'Iﬂ KaXkaoro nonb3oBaTens HeO6Xo4MMo gsa nopTa ongd obecneyeHns
BO3MOXHOCTW nNepenadyn megnagaHHbIX.

Ecnn konnuyecTtBo OQHOBPEMEHHO HaXOOALLNXCS B 3BOHKE MOJIb30BaTENEN NPEBbILLAeT pacyeTHOE KOINYECTBO
NMOPTOB, 3TO MOXET MOBJIEYb 3a CO60I HEAOCTYMNHOCTb GYHKLIMOHaNa 3BOHKOB. [O3TOMY CyXeHue granasoHa
NMOPTOB HEe AOMKHO NPOUN3BOANTLCS 6€3 KpaiHEN HEOB6XOANMOCTN.

Push-coo6uieHuns

[Mpwn nony4yeHnn coobLLLEeHNS Ha YCTPOWCTBO NoNb3oBaTeNs OTNPaBNSeTca push-ysegomneHne. B 3aBucrmocTu
oT nnatdopmMbl yBefoMIIEHNE OTNpaBAseTcs NMoo Ha cepaepbl Apple, nnéo Ha cepsepbl Google. XXypHan
push-cepsuca: fvar/log/mru-push-me/gosender.log. OLn6Kn NOrnpyoTcs C MOMETKOW ERROR (1
NOMETKOW 6051e€ BbICOKOrO YPOBHS), CTaHAAPTHbIE COOBLLEHNS — C MOMETKOM INFO .

MNpumep 1

2020-04-14 16:56:08:INF0:5852:+ios:icq aimsid=XXX.XXXXXXXX.topsecret:user@vkteams.example.com;
bundle_id=ru.mail.myteam-onpremise; hist_msg_id=0; token=XXXXXXXXXXXXXXXXXX

OTnpaBneHo push-coobLieHne oas nonbloBaTens user , nnatdopma iOS.

Mpumep 2

2020-03-22 10:45:27:FATAL:1098524:error create queueCluster nodes: [pusher.intim]; queues:
[127.0.0.1:3321]

HepocTtynHa B[ Tarantool ¢ ouepepnbio Ha OTNPaBKy.
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NMpumep paboTbl C XypHanamMmu

B kauecTBe npuMepa paccMaTprBaeTCsl OTnpaBka COOBLEeHNs. [15 OTNPaBky COOBLLEHNS BbINOHAETCS

3anpoc POST /wim/im/sendIM.

Mpunmep

14/151406 COMPATO: sajp_wrapper.c:1539 SAJP_SendResponse >>10.10.10.10 POST /wim/im/sendIM
"aimsid=001.3656109597 . XXXXXXXXXX%3Atester%40example.com&f=json&message=XXXXXXX&notifyDelivery=tr
f56d4de3dfd9-15868662101408592&t=exampler%40example.com&updateMsgId=6815539145092366384" 200
"200[0] Ok" 0.009s [onpremise:50:38975693:1586866446.257] "myteam Desktop tester@example.com
on2fah4R-win 10.0.0(2132) Windows_10 PC"

B npumepe npriBefeHa OTnpaBka COOBLLEHNS OT NMoJSib3oBaTeNd user1 K MoOJSib3oBaTeNio user2 . sendIM
O3HayvaeT, YTo NoJib3oBaTesb A OTNPaBus COoBLLEHE Nosib3oBaTeNio B, 6e30THOCUTENBHO daKTa NonydYeHns
coobLweHns. [1519 NoSHOLEHHO NPOBEPKY NOTPEBYIOTCS OOMOMHUTESNbHBIE XYPHASIbl, HANPUMEP XYypPHall

cepBuca bos_srv, KOTOpPbI OTMPABISET COOBLLEHNS OT NOMb30BaTENS K MOJIb30BaTENIO.

CepBucC bos_srv UMeeT HECKOJSIbKO 3K3EMMIAPOB NPUIOXKEHUS (MHCTaHCOB), Y KaXX40ro 13 H1X CBOW Habop
XYPHa0B, MO3TOMY HIXKE NCMOSb3YIOTCS NOACTaHOBOYHbIE 3HakK (wildcards):

. Joap/icq/logs/bos_srv-*.err.log — nor owmné6ok. Kpome owmbok B 3TOT Nor nonagaeT 60/1blioe
KONNYECTBO AOMONHUTENBHON MHGOPMALN, MOSTOMY ero Heygo6HO NCMOb30BaTb AJ18 MonCKa

OTMPABAEHWNA U MOSTYYEHNN.
- Joap/icq/logs/bos_srv-*.access.log — nor o6palueHunii knneHTa (aHanor nora goctyna B Nginx).

- Joap/icq/logs/bos_srv-*.fss.log — dalin oTpaxaeT BeCb nyTb COO6LLEHNIA. OH NO3BONSET NOHATL, 6bINO

SV OTAPAB/IEHO 1 NOMYyYEHO COOBLLEHNE.

[MpoBepsem GakT OTNpPaBK/ COOBLLEHNS:

grep '|IM|' /oap/icq/logs/bos_srv-#*.fss.log

2020-04-14 00:05:38|10.10.10.10|user1@vkteams.example.com|user2@vkteams.example.com|->|myteam
Desktop userl@vkteams.example.com on2fah4R-mac 5.0.0(2134) MacOSX_10.15 PC|IM|-|
aimsid=001.8805324701 . XXXXXXXXXX :user1@vkteams.example.com, devIid=on2fah4R-

mac, mmb=50;0;2134;1999, device=XXXXXXXXXX, msgId=86a7345a-7dca-11ea-952d-52540098da02, pin=0, telecha

[lna ooHOro coobLeHns Takix 3anvcer 6yaeT ABe, Tak Kak 3anuncb NPOUNCXOAUT Kak Ha cepBuce bos_srv
OTNpPaBUTENS, Tak 1 Ha cepBuce bos_srv nonydyatens. HanpaeneHne oTnpaBKy 3aBUCUT OT yKasaTens nocne
BTOPOro afpeca noyThl. B gaHHOM npriMepe -> 03HadyaeT OTMnpaBKy OT user1 K user2 . OTrnpaBka OT user2 K

user1 6yaeT o603Ha4YeHa Kak <- .

MpoBepsieM, YTO MPUSTOXEHNE KIEHTa 3a6pasno CoobLueHe (T 3anncu |HIST| ):

2020-04-14 00:00:36|46.73.143.144|user1@vkteams.example.com|user2@vkteams.example.com|<-|
myteam Desktop useril@vkteams.example.comon2fah4R-mac 5.0.0(2796) MacOSX_10.15 PC|HIST|-|
aimsid=001.1947658530 . XXXXXXXXXX :aaa@vkteams.example.com, devIid=on2fah4R-

mac, mmb=50;0;2796;1999, device=XXXXXXXXX, histId=6815180970589684273, phone=00000000000, stranger=0

N3 nprMmepa BUOHO, YTO NPUSIOXEHKE KJTMeHTa user 3a6pano COO6LEHNE, KOTOpOoe 6b110 oTnpaBneHo oT

user2@vkteams.example.com (yKasaTesib HanpaBleHVs B 4aHHOW CTpoYKe <- ).
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YnpaBsieHne nonb3oBaTensiMmm 6e3 KOHTposepa
AOMeHa

Yepes CLI-yTnnnTy users.py

YT106bl 0,O6aBUTD, YOANUTb LN OBHOBUTL NOMb30OBaTENElN, MUHYS KOHTPOMNEP AOMEHA, MOXHO NCMOMb30BaTb
cneymnanbHyto CLI-yTunnTy users.py:

KomaHpgbl

usage: users.py [-h] [-c CONFIG_FILE] --cmd COMMAND [-m MAX_USERS]
[--users [N [N ...]]]
optional arguments:

-h, --help show this help message and exit

-c CONFIG_FILE Path to users list

--cmd COMMAND Command: add, update, list, delete, search
-m MAX_USERS Max users count for list and search
--users [N [N ...]] wuser's emails for search

- [lokazaTb CNNCOK BCEX NOMb3oBaTenemn (B TOM YKnCSle 1 nonb3oBaTenemn n3 KOHTpPpOMNNIEepa JJ,OMeHa)I

/usr/local/bin/users.py --cmd list

KonunyecTtBo nonb3osaTtenei, oTobpaxaeMbix KoMmangow list, orpaHnymBaeTca napameTpom -m . [1o ymonyaHuo
BbiBOguTCS 100 nonb3oBaTenein. BbiBoa 60nbLLONO KOMMYECTBA NOMb30BaTENEN MOXET 3aHATb AJINTENbHOE
BPEMSsl, MO3TOMY PeKOMEHAYETCS UCMOJIb30BaTb KOMaHAY search , KOTOpas MO3BOMSET BblAaBaTb CMINCOK
nosib3oBaTenelr NoOMCKOM Mo NoACTPOKe.

- [MokaszaTb CNMCOK BCeX Nosib3oBaTenen (B TOM YNCIE 1 NMOMb30BaTENEN 13 KOHTPOJ/1Iepa OMEHA), Y
KOTOPbIX B agpece NoYTbl, pamMuinm UM MeHn ecTb Tpebyemasn nogcTpoka (B [aHHOM nprmepe ase
nogcTpoku userO1 n user02). KonmyecTso Nonb3oBaTeNnen orpaHnynBaeTCs NapamMeTpPoM -m .

/usr/local/bin/users.py --cmd search --users user@1 user@2
- lo6aBnTb NONb3OBaTENEI:
/usr/local/bin/users.py --cmd add -c ./users.yaml
Mpexpe yem oTAaBaTb KOMaHAY Ha fO6aBneHEe Nob3oBaTeNEN, HEO6X0OMMO B OG0 yOoO6HON nanke

co3gatb dann users.yaml 1 3anoaHNTb ero faHHbIMK NMonb3oBaTenen (onucanne popmata YAML-danna
NPeAcTaBneHo HIXeE).

« O6HOBUTb NONb3OBaTENEN:
/usr/local/bin/users.py --cmd update -c ./users.yaml

- YoanuTb nonb3oBaTenen:
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/usr/local/bin/users.py --cmd delete -c ./users.yaml

nnn

/usr/local/bin/users.py --cmd delete --users user@1@vkteams.example.com

- BblBOS, CMvicKa NMosib3oBaTesel MOVICKOM Mo NoacTpoke (KONMYecTBO Nosb3oBaTesnein orpaHnyBaeTcs

napamMeTpom -m):

//HanTn Bcex nonb3oBaTesiel, y KOTopbix B nonsax login, lastName, firstName npucyTcTByeT cjioBo
Petrov

users.py --cmd search --users Petrov.

dopmart paina users.yaml

Mpwv po6aBneHnn Nonb3oBaTeNel No yMonyaHuio nietcs dann .fusers.yaml (MOXHO N3MEHWTb NMapamMeTpoM

-c).

1. OcHoBHoOWM popmaT dalisia users.yaml (06bEKT users nmeeT Tun Array):

users:
‘userl1@mail.ru’

‘Surname user2@bk.ru'

‘Name Surname user3@list.ru'

"Surname Name MiddleName user4@inbox.ru'

BapI/IaHTbI OonnmcaHmsa Nosib3oBaTesIA:

+ email
+ lastName email
« firstName lastName email
« lastName firstName middleName email
B 6a3e nonb3oBaTenen HET MOHATUS OTYECTBa, MO3TOMY OHO He Ob6pabaTbiBaeTcs. B BapnaHTe email (TOMbKO

agpec noytbl), lastName (pamunuvg)n firstName (1ms) ByayT 3anoNHEHbBI UMEHEM 0O 3Haka @ B agpece

MoYThbl.

Mpunmep

users:

‘user1@icq.com’

'Ivanov user2@icq.com’

"Alexander Petrov user3@icq.com'
"Alexander Ivanov Ivanovich user4@icq.com'

1. PaclwumpeHHbii popmat dpaina users.yaml (o6bekT users umeet Tun Hash).

users:
user@1@vkteams.example.com:
email: user@l1@vkteams.example.com #noyTa
firstName: FirstName@1 #umsn
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lastName: LastName@1 #damunus
enabled: false #3a6nokupoBaH 5 MoJib30BaTElb
attributes:
mobile: +000000000 #TenedoH
department: Test Department #oTgen
title: Job title N1 #pmonxHocTb
middleName: MiddleName®1 #oTuyecTBO
memberOf: ["VIP1"] #uneHn rpynnsl VIP1
user@2@vkteams.example.com:
email: user@2@vkteams.example.com
firstName: FirstName©2
lastName: LastName®@2
enabled: false
attributes:
mobile: +000000001
department: Test Department
title: Job title N2
middleName: MiddleName©2
memberOf: ["VIP1"]

/" MpumeyaHue

BO3MOXHO 1CNoNb3oBaHWE YTUNUTBI users.py 6e3 ncnonb3osaHna YAML-dalina. BMecTo aToro MoxHo

MCNonb30BaTb NapamMeTp --users , HaNnpumMmep:
users.py --cmd delete --users user@1@vkteams.example.com user@2@vkteams.example.com

users.py --cmd search --users user@1@vkteams.example.com user@2@vkteams.example.com

O6paTiTe BHYMaHME, YTO MPW NCMOMb30BaHNM KOMaH4, add 1 update Mosib3oBaTeny 6yayT cosgaHbl 6e3

damunun n umenn (lastName, firstName).

Yepes kccli-ytnnuty

Huxxe npepncTaBneHbl KOMaHAbl 419 YNpaBieHns nonb3oBaTensaMmuy npuv nomoLuy kecli-ytnnnTol:

« Mownck nHdopmaLMy NO NOMb30BaTENIO, NCMOMb3Ysi OCHOBHbIE aTPUBYTbl MOSIb30BaTENS:
kccli user search <email> wnn <umsa|dammnna>

« [Monck nHbopmaLumm no 3epy ToSbko No email:

kccli user get <email>

- [lo6aBUTb NONb3OBaTENS:

kccli user add <email>

Mpw po6asneHn NoNb3oBaTENS U3 KOHCON, MOMIb30BaTENW ByayT CO34aHbl 6€3 GaMmunum, UMeHN 1 oT4eCTBa
(lastName, firstName n middleName) — oHn 6yayT HasHauyeHbl aBTOMaTu4ecki. [lo6aBnTb NoNb3oBaTeNs C

3agaHHbIMK damMunanen, MMeHeM 1 OTYECTBOM BO3MOXHO npu nomowm YAML-dalna (CM. onncaHne Huxe).

- YpannTb Nonb3oBaTeNS:
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kccli user delete <email>

- [lo6aBnTb Nonb3oBaTens npu nomowm YAML-danna:

[MpepBapuTenbHO cosgainTe B 060N yoobHOM gnpektopumn daiin users.yaml 1 3anonHnTe ero gaHHbIMu
nosib3oBaTenen.

PaclwmpeHHbin dopmaT dalina users.yaml (06bekT users nveet Tin Hash):

users:
user@1@vkteams.example.com:
email: user@l1@vkteams.example.com #noyTa
firstName: FirstNameB1 #umsn
lastName: LastName@1 #damunus
enabled: false #3a6nokupoBaH 5M Monb30BaTeslb
attributes:
mobile: +000000000 #TenedoH
department: Test Department #oTpen
title: Job title N1 #ponxHocTb
middleName: MiddleName®1 #oT4yecTBO
memberOf: ["VIP1"] #unen rpynns VIP1
user@2@vkteams.example.com:
email: user@2@vkteams.example.com
firstName: FirstName@2
lastName: LastName®@2
enabled: false
attributes:
mobile: +000000001
department: Test Department
title: Job title N2
middleName: MiddleName®©2
memberOf: ["VIP1"]

[locne cospaHus users.yaml BbINO/IHNTE B KOHCOJ/II KOMaHAOY:

kccli user add -f <uma danna>

« YpanuTb nonb3osatens npu nomowm YAML-danna:

kccli user delete -f <uma YAML-¢anna>

JocTyn B OKpy>XeHne agMUHNCTpaTopa

[ocTyn B oKpy>XeHne agMNHUCTPaTOpa NpoBepseTcs nepecedyeHnem atpnbyta member0f B dpanne users.yaml
C NnepeyHeM rpynr, ykasaHHOM B CeKLUN otp_permission KOHGUrypaumoHHoro ¢arna nHctannsaumm fusr/
local/etc/premsetup/defaults.yaml (cm. pokymeHTbl "IHCTPYKLUMSA MO YCTAaHOBKE Ha OAHY BUPTYasbHYIO
MaLvHy", "VIHCTpyKuus no yctaHoske knactepa VK Teams").

[o6aBnTb 3TOT aTPUBYT K CYLLECTBYIOLLEMY MOJSIb30BATENIO MOXHO NMPW MOMOLLM KOMaHAbl --cmd update , C
NCMOMb30BaHNEM paclUMpeHHoro dopmaTta users.yaml.
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users:
user@1@vkteams.example.com:
attributes:
memberOf: [ 'myteam-admin' ]

Yepes Beb6-uHTEpdenc cepBunca Keycloak

NHCcTpyKkunm cMm. B pasgene ABTopusauys. YYTUTE, YTO BEG-NHTEepdENC He nogaepXrBaeT batch-pexuim,
MO3TOMY KaxkAblM MOsib3OBaTENEM NPUAETCSH YNPaBASATb OTAENbHO, YTO HEYLOBHO NpU 06PaboTKe 6OMbLLOMO

KonmyecTBa Nosib3oBaTenel.

Pa3pe|.uvm> Nn3IMeHeHne NMMeHN KOHTaKTa

YTO6bl HACTPOUTDL A5 NOMb30OBaTENEN BO3SMOXHOCTb U3MEHSATb MIMEHA KOHTAKTOB, B KOHOUINYypaLOHHOM
danne fusr/local/nginx-im/html/myteam/myteam-config.json Heo6xogmo:

1. Jo6aBuTb NnapameTp allow-contacts-rename WYykKa3aTb A5 Hero édnar true wnu false:

{
b
"allow-contacts-rename": true,
b
}
, roe:

- false - oTkIOYaeT BO3MOXHOCTb UBMEHEHUNSA UMEHN KOHTaKTa;

- true - paspellaeT N3MeHeHVe NMEHIN KOHTaKTa. IsmeHeHHOE nms 6yp,eT BOHO TOJIbKO TOMY

NnoJsib3oBaTerto, KOTOprI7I BHEC 3TO N3MEHEHNE.

2. MNepecospgatb Nog, agMNUH-KOHCOJN:

kubectl delete pod -n vkteams myteam-admin-\#*

, Toe: * — yHuKanbHoe umsa noda. Vimsa noga Heo6XxoAMMO NMOMYyUYnTb C MOMOLLLbIO BbIBOAA KOMaHbI:

kubectl get pods -A | grep myteam-admin
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HacTpounTtb nopaaok oto6pakeHnus pammnnuu,
MMEHWN N OTYECTBA B KJIMEHTCKOM NPUNOXXEHN

Mo YMOJI4aHUIO OTO6pa)KeHVIe anMVlJ'IVIVI, MMeHW N OTYeCTBa B MHCTaNndaunax cnenytouiee: Mg, ot4ecTBo,

damunnns.

YT106bl NBMEHUTD nopanoK OTO6pa)KeHI/I9| q>a|v||/|n|/||/|, NMMEeHN N OTYEeCTBa B KJIMEHTCKOM MPUIOXEHNN,

Heo6xoaMMO:

1. B koHuUrypaumoHHom darine fusr/local/nginx-im/html/myteam/myteam-config.json fo6asuTtb B

OCHOBHYIO CEKLIO CrieaytoLe HaCTPOWMKMN:

"leading-last-name": true,
"allow-contacts-rename": false
,roe:
+ leading-last-name: false — OTOBpPaxaeT GaMUINIO KOHTaKTa B KOHLLE;
+ leading-last-name: true — OTOB6pPaxaeT GamMUIMIO KOHTaKTa B Havarne.

2. MNepecosgaTtb Nog, agMNUH-KOHCOJN:
kubectl delete pod -n vkteams myteam-admin-\#*
, Toe: * — yHukanbHoe nvs noga. Vims noga Heo6xo4umMo Nony4nTb C MOMOLLbIO BbIBOGA KOMaHAbI:
kubectl get pods -A | grep myteam-admin
3. B koHbuUrypaumoHHbix painax cepsucon Prof-st, Front n Beagle no6aBuTb HaCTpOWKY:
swap_person_first_last_name true

PacnonoxeHne KOHPUrypaunoHHbIX Ganos:
Jusr/local/etc/front-1.conf
Jusr/local/etc/front-2.conf
Jusr/local/etc/front-3.conf
Jusr/local/etc/front-4.conf
Jusr/local/etc/beagle-1.conf

[usr/local/etc/prof-st-1.conf

Ons VIHCTanmnauuin, roe yXe 6blI1 CO34aHbl MONb30BaTENN N 3TW NOMb30OBaTENN NMEIOT HenycCTble KOHTaKT JINCTbI

HeoB6XoMMO:
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/" MpumeuyaHue

PeKOMeH,EI,yeTCFI npoBOAUTDb B YacChbl HaVMeHbLLEen aKTUBHOCTW NOMb30BaTENEN AN CHUXEHMS BEPOATHOCTIU

NOSIBNIEHNS MOBbILLEHHOW Harpyskum Ha cepBepa.

1. CpepncTtBamu BUPTYanbHOW MaLUHbI BbINOMAHUTbL 63Kan/TO4YKy BOCCTaHOBNEHWS Ha CllyYali C6os.

2. B kaxxgom nHCcTaHce cepsuca Cox:

« BkniounTb ypoBeHb nornpoBaHusa B cepaurce Cox (main) >= 3 (INFO).

YpoBeHb IorMpoBaHuns Npu CTapTe cepBlica 3agaéTca apryMeHToM cepauca -1 :

systemctl status cox-1

VI3MeHnTb ypOBEHDb NOrMPOBaHKS B paGoTalolweM CEPBICE MOXHO Yepes BBOA, B YNPaBNSOLWMA NOpT

set log_level 3.
Homep KkoMaHAHOro NopTa MOXHO y3HaTb U3 HACTPOEK CepBUCa B 3HaYEHUN NepeMEHHON
compot_bind . Mpumep ans koHbWrypaumnoHHoro darna /usr/local/etc/cox-1.conf:

sudo grep compot_bind /usr/local/etc/cox-1.conf

MoaKNoUNTLCSH K KOMaHAHOMY MOPTY MOXHO yTUnTon nc (netcat):

nc 0.0.0.0 4221
set log_level 3

- B HacTpolikax cepuica Cox (main) NpUcBOUTb 3HaYEHE NEPEMEHHOW

cox.remove_buddy_aliases.dryrun false.

B pa6oTaloLem cepBrice 3TO 3HaYEHVEe MeHsieTCs Yepes BBEAEHME B YNPaBASIOLNIA MOPT KOMaHgb!

set cox.remove_buddy_aliases.dryrun false:

nc 0.0.0.0 4221
set cox.remove_buddy_aliases.dryrun false

- B ynpasnsiowmin nopt cepBurica Cox (main) BBECTN KOMaHAy remove_buddy_aliases:

nc 0.0.0.0 4221
remove_buddy_aliases

- MpocmoTpeTb foru cepauca Cox:

tail -f /oap/icq/logs/cox-1.log

B norax cepBlMCca OXNpalTca 3annucu Buaa Remove buddy aliases for sn. OkoOHYaHne onepaunn

normpyeTca 3anncbio Brnaa BuddyAliasRemover finished .
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Ba)xHo

He pPexkomMeHayeTCq BbiMOJIHATb KOMaHAbl Ha HECKOJIbKMX NHCTaHCaX OgHOBPEMEHHO. 31O MOXeT npmnBecCTn K

N36bITOYHOW Harpyske.

3. B kaxgom nHcTaHce cepsuca Feedog:

- OnpepennTb yNpaBnsaoLWwmii NOPT MHCTaHCa KOMaHAoW ps aux | grep feedog_srv.

APryMEHTOM -p :

ps aux | grep feedog_srv

[centos@
quantum
quantum
quantum
quantum
quantum
quantum
quantum
quantum
centos

29772
29860
29943
30021
30087
30141
30237
30266
1293857

OO OO OPOOO®
OWWWWWWwWwww

OO DO OPOOOO®
® 00 NNNOONN

~]$ ps aux | grep feedog_srv

1606040 393752
1581456 345884
1622428 399772
1581464 345424
1625492 385160
1583516 347436
1599896 355912
1625496 418484

112832 2332 pts/e

?

VOV VUV VY

?

S<1
S<1
S<1
S<1
S<1
S<1
S<1
S<1
S+

2023
2023
2023
2023
2023
2023
2023
2023
10:44

425:
400:
407:
403:
445:;
408:
430:
424:

0:

e5
11
12
47
11
19
32
26
00

./feedog_srv
./feedog_srv
./feedog_srv
./feedog_srv
./feedog_srv
./feedog_srv
./feedog_srv
./feedog_srv

[MopT 3apaéTcs

im -n feedog_

im
im
im
im
im
im
im

-p
-p
-p
-p
-p
-p

4332 -n feedog_
4333 -n feedog_
4334 -n feedog_
4335 -n feedog_
4336 -n feedog_
4337 -n feedog_

p 4338 -n feedog_

grep --color=auto feedog_srv

« MopgknounTbCa K yrpaBnsiioweMy NopTy MOXHO C MOMOLLbIO YTUINTbI cpsh .

« BbinonHuTb kill_bat_all -delay <delay_milliseconds>.delay yka3blBaTb NCXOLS 13 HArpy3Ku.

3HayeHme No yMOoNYaHuio (eCnu He yKkasaTb kimiod -delay ) — 256:

cpsh 4331
im:feedog_srv-a01.1% kill_bat_all

« [MpocmoTpeTb noru cepeuca Feedog (MpocmoTp noros — /oap/logs/feedog_srv-
a01.<INSTANCE_NUMBER>.err):

tail -f /oap/logs/feedog_srv-a@1.1.err

Onepaumsa CoONpoBOXOaeTCs NOrMPOBaHNEM COO6LLLEHNIA BUga BUCKY_DOMAIN: Dropping next

bucket . [pekpalLeHne nornpoBaHns NOJO6HbIX COOBLLLEHNIA COOTBETCTBYIOT OKOHYaHMIO onepaLun.

Ba)xHo

He pPeKoMeHOyeTCa BbIMOJIHATb KOMaHAbl Ha HECKOJIbKMX NHCTaHCaxX OOHOBPEMEHHO. 91O MOXeT npmnBecCTn K

N36bITOYHOWN Harpyske.

4. B kaxxloM NHCTaHce cepBuca Boss:

- OnpepennTb yNpaBnsaoLWmii NIOPT MHCTaHCa KOMaHAoW ps aux | grep bos_srv.[lopT 3agaétcs

APryMeHTOM -p :

ps aux | grep bos_srv
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[centos@
centos
root
root
root
quantum
quantum
quantum
quantum
quantum
quantum
quantum
quantum

1097888
2472058
2472060
2472082
2907004
2907006
2907036
2907050
2907075
2907083
2907093
2907103

OO O®O®
OONOTOAONNNOOOOO®

PO OO®OO®O®

00 00 00000 WONWONWO®O®O©®

~]$ ps
112828
241456
4376
108112
2476364
2444616
2495816
2521412
2470212
2601288
2520388
2520388

aux | grep bos_srv

2328 pts/e
7088 pts/2
1380 pts/2
720 pts/2
425924 ?
444080
453940
4254438
424704
424712
424652
424588

RV Y Y VAL VA V)

S+
S+
S+
S+
S<1
S<1
S<1
S<1
S<1
S<1
S<1
S<1

09:54
2023
2023
2023
2023
2023
2023
2023
2023
2023
2023
2023

[ IO

®

702

100 grep --color=auto bos_srv

:00 /usr/bin/sudo -E env LD_LIBRARY_PA
:00 scl enable devtoolset-10 'tail' '
100 tail -f /oap/icg/logs/bos_srv-a@l.
:23 ./bos_srv im -n bos_srv-a@
721: i
747:
680:
694:
695:
678:
690:

05 ./bos_srv im -p 4323 -n bos_srv-a@
30 ./bos_srv im -p 4329 -n bos_srv-a@
12 ./bos_srv im -p 4328 -n bos_srv-a@
07 ./bos_srv im -p 4327 -n bos_srv-a®
29 ./bos_srv im -p 4325 -n bos_srv-a@
00 ./bos_srv im -p 4326 -n bos_srv-a@
51 ./bos_srv im -p 4324 -n bos_srv-a®

« [ogkniounTbca K ynpasngdioemy nopTy MOXHO C NOMOLLbIO YTUANTbI cpsh .

+ BbinonHuTb kill_bat_all -delay <delay_milliseconds> . delay yka3biBaTb MICXOAS U3 Harpy3ku.

3HayeHme No yMonyaHuio (eCnu He ykasaTb kiliod -delay ) — 256:

cpsh 4323

im:bos_srv-a01.1% kill_bat_all -delay 1000

- [MpocmoTpeTb noru cepeurca Boss (mpocmoTp noros — /oap/icq/logs/bos_srv-

a01.<INSTANCE_NUMBER>.err.log ):

tail -f /oap/icq/logs/bos_srv-a@1.1.err.log

Onepaumsa ConpoBOXFaeTCs NOrMPOBaHNEM COOBLLLEHNIA BUga BUCKY_DOMAIN: Dropping next

bucket . [NpekpalieHne nornpoBaHns NOSOGHbIX COOBLLLEHNIA COOTBETCTBYIOT OKOHYAHMIO OnepaLLun.

BaxxHO

He pekomMeHayeTCq BbiMOJIHATb KOMaHAbl Ha HECKOJIbKMX NHCTaHCaX OOHOBPEMEHHO. 3710 MOXeT npmnBecCTn K

N36bITOYHOW Harpyske.

5. BepHyTb B MICXOQHOE COCTOSIHME YPOBEHb NornmpoBaHns B ceparice Cox.

HacTpouTb BUTPUHY 4aTOB

B BUTPWNHE 0To6pa>|<a}0'rcq 4aTbl B 3aBUICIMOCTW OT pervioHa rnoJibaoBaTtesid, KOTOprI‘/Il BblHMCNndeTcd no

reonokauun IP.

[ns KoHOUrypauum BUTPUHBI YaTOB HEOBXOAMMO MOYYUTb JOCTYM MO SSh K MalUMHE, Ha KOTOPOI 3aMyLLeH

cepsuc Chatexpo:

1. MpoBepuTb, YTO NOAKIIOYNNCH K MaLLVHE, Ha KOTOpOI 3anyLleH cepauc Chatexpo:

pgrep -a chatexpo

6442 /usr/local/bin/chatexpo -c /usr/local/etc/chatexpo-1.conf -1 2 -o /oap/icq/logs/

chatexpo-1

.1log
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2. MonyuynTb JOCTYN K KOMaHAHOMY nopTy cepsuca Chatexpo:

sudo rg compot /usr/local/etc/chatexpo-1.conf
49:# compot
50 :compot_bind 127.0.0.1:4523

3. MopknounTbcs K KOMaHgHOMY NOPTY:

rlwrap nc 127.0.0.1 4523

[anee MOXHO NpucTynaTb K KOHPUrypaLuunm BUTPUHbI YaTOB.

[ 06aBUTb YaT B BUTPUNHY

1. na po6aBneHns Yyata B BUTPYVHY BbINOSHUTD:

app.tnt.region_chats.add RU 1@chat.agent 1
status=0, reason=ok

2. npOBepI/ITb B KITMEHTCKOM MPUNOXEHUW, YTO YaT no6aBneH.

Ypanntb yaTt us3 BUTPWHDI

1. ﬂ,ﬂﬂ yAoaneHumsa 4aTta N3 BUTPWHDbI BbINOJTHUTb!

app.tnt.region_chats.remove RU 1@chat.agent
status=0, reason=ok

2. ﬂpOBepI/ITb B KITMEHTCKOM MPUNOXEHNW, YTO YaT yaalleH.

CmeHunTb nopsaaoK4aToB B BUTPUHEe

Han6onee I'IpOCTOVI nyTb N3AMeHeHne nopsnka 4aTtoB B BUTPUHE — yaaNleHne YaToB 3 BUTPWHDbI no6aBneHne
3aHOBO B HEOBXOAVMOM nopdnke.

Mpennonoxmm, B BUTPUHE oToBpaxatoTcs 3 YaTa, Hanpumep:

app.tnt.region_chats.add RU 1@chat.agent 1
status=0, reason=ok
app.tnt.region_chats.add RU 14@chat.agent 2
status=0, reason=ok
app.tnt.region_chats.add RU 26@chat.agent 3
status=0, reason=ok

1 HEOBXOOMMO NOCTaBUTb TPETUI YaT Ha MEPBOE MECTO, MEPBbLIN Ha BTOPOE 1 BTOPOI Ha TPEeTbE.
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[na aToro Heo6xoANMO:
1. YgpanuTb NepBbill 1 TPETWI YaTbl:

app.tnt.region_chats.remove RU 1@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 26@chat.agent
status=0, reason=ok

2. ﬂ,06aBVITb YAaneHHble YaTbl 3aHOBO B HY>XHOM MNOopdOKe:

app.tnt.region_chats.add RU 26@chat.agent 1
status=0, reason=ok
app.tnt.region_chats.add RU 1@chat.agent 2
status=0, reason=ok

3. MpoBepuTb, YTO YaTbl 4OGABUIUCD:

app.tnt.region_chats.list RU
status=0, reason=ok

{"id" :"26@chat.agent", "pos":1}
{"id" :"1@chat.agent", "pos":2}
{"id" :"14@chat.agent", "pos":3}

BTopoii YaT cam CABMHETCS Ha TPETbEe MECTO.

4. ﬂpOBepI/ITb nopA0OKY4YaTOB B KITMEHTCKOM MPUJTOXEHNN.

YpanuTb BCIO BUTPUHY

1. NMpoBepuTb, Kakue YaTbl LOBABMEHbI B BUTPUHY:

app.tnt.region_chats.list RU
status=0, reason=ok
{"id" :"26@chat.agent", "pos":1}
"id":"1@chat.agent", "pos":2}
{"id" :"14@chat.agent", "pos":3}
{"id" :"2@chat.agent", "pos":5}
{"id" :"3@chat.agent", "pos":6}
{"id":"1586@chat.agent", "pos":7}
{"id" :"1585@chat.agent", "pos" :8}
{"id" :"1587@chat.agent", "pos":9}
{"id":"1787@chat.agent", "pos":10}

2.YpanuTb 4YaTbl MO OOHOMY:

app.tnt.region_chats.remove RU 26@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 1@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 14@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 2@chat.agent
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status=0, reason=ok
app.tnt.region_chats.remove RU 3@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 1586@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 1587@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 1787@chat.agent
status=0, reason=ok
app.tnt.region_chats.remove RU 1585@chat.agent
status=0, reason=ok

app.tnt.region_chats.list RU

status=0, reason=ok

3. ﬂpOBepI/ITb B KITMEHTCKOM MPUNOXEHNW, YTO BUTPWHa YOaneHa.

BKJ1IOUNTDb Nankun B KJIMEHTCKOM npPnno>XeHnn

MakcnmanbHOE KOMM4eCcTBO Nanok no YMOJTYaHUIO — 10. Mankn CUHXPOHU3NPYIOTCA MexXay BCEMU aKTVBHbIMW
ceccunamMmm n I'IJ'IaTCI)OpMaMI/I.

YTO6bI BKNIOUYNTb OTOBPaXeHMe Nanok B KIIMEHTCKOM NPUIOXKEHUN, HEOBXOANMO:

1. Yka3aTb B kOHOUrypaunoHHom daiine fusr/local/nginx-im/html/myteam/myteam-config.json sHayeHne
true gnga cekunn folders-enabled:

{
"api-version": 112,
"archive-enabled": true,
"folders-enabled": true,
//

}

2. MNepecosgatb Nog, agMNUH-KOHCOJN:

kubectl delete pod -n vkteams myteam-admin-\#*

,roe: * — YHVKabHOE M4 noga. Vims noga Heo6xoommo NoNy4vYnTb C NMOMOLLBIO BbiIBOOA KOMaHbl:

kubectl get pods -A | grep myteam-admin
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3anpeTuTb NCNOJIb30BaHNE YCTapEeBLUX BepPCuii
KJINEHTCKUX NPUJIOXXEHNIN

Bbl moxeTe 3anpPeTnTb NOoJib30BaTENIAM MCNOJIb30BaTb KITMEHTCKNE NMPUNTOXEHWA, BEPCUA KOTOPDbIX HIXKE
MWHMaJIbHO nop,p,ep»(msaelvloﬁl Bepcumn (yCTaHaBJ'II/IBaeTCﬂ AAMNHNCTPATOPOM opraHmsau,mm). Mo YMOJT4aHUIO

3anpeT He BKITIOYEH.

Ecnu 3anpeT ycTaHOBMEH 1 BEPCUS KIIMEHTCKOTrO NPUIOXEHNS H/XE MUHMAaIbHO NoAO0ePXNBaEMON,
NoJib30BaTESMIO A9 NPOLOIKEHVS PaBOoTbl HEOBXOOMMO OBHOBUTb MPWSIOXEHNE.

YTO6bl yCTAaHOBUTb 3aMpeT:

1. B koHuUrypaumoHHom darine fusrflocal/nginx-im/html/myteam/myteam-config.json B cekuun
updates YCTaHOBUTE MVHUMASbHO MNOAAEPXUBAEMYIO BEPCUIO A5 KaXA0W NAaThopMb:

"min_supported_version": {
"version": "10.6.0",
"build": "528",
“full_version": "10.6.0.528"

,roe:

. version — Homep Bepcuy;
+ build — Homep c6opkun. Ecnn Homep c60pKN HEN3BECTEH, AONYCTUMOE 3HavyeHne — O;

- full_version — Homep Bepcum n Homep c6opKuY, pasgeneHHbole Toukon (full_version: version.build).

Ecnu muHMManbHO nogaepknBaemas Bepcus ykazaHa HEKOPPEKTHO, 3arpeT Ha UCMNOSIb3oBaHNe
YCTapEBLUNX BEPCUN KITMEHTCKUX MPUNOXEHNN HE BYAET BbINOMHATLCS.

2.Bnone force_update_enabled yCTaHOBMTE 3aMpeT Ha MCMOMb30BaHNE YCTAaPEBLUVIX BEPCUA KITMEHTCKIX
NPUNOXEHWI:

"force_update_enabled": true

,roe:

- true BKJIIOYaET 3aMNpPeT Ha NCMOMb30BaHVE YCTAaPEBLUNX BEPCUI KIIMEHTCKNX MPUIIOXEHNI;

- false — BbiktOYaEeT.

3. YkaxuTe B none updates.customLandingUrl agpec dl-neHanHra, ¢ KOTOPOro MOXHO CKadaTb OBHOBNEHME

ONA KNMEeHTCKOro NpuioXeHna:
“customLandingUrl": "https://dl.<YOUR_DOMAIN>.ru",

Ecnn none customLandingUrl He 3amOfIHEHO, NONb30OBaTENO BYOET NPEASIOXKEHO CKayaTb OBHOBMIEHME C
apps.<platform>.url.
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Mpumep HacTpolikn 3anpeTa B myteam-config.json gns Bcex nnatoopm:

"updates": {

"customLandingUrl": "https://dl.<YOUR_DOMAIN>.ru",

"android": {
"min_supported_version": {
"version": "10.6.0",
"build": "528",
"full_version": "10.6.0.528"
H
"force_update_enabled": true
b
"ios": {
"min_supported_version": {
"version": "10.6",
"build": "90186",
"full_version": "10.6.90186"
e
"force_update_enabled": true
Ve
"linux_x64": {
"min_supported_version": {
"version": "10.0",
"build": "9706",
"“full_version": "10.0.9706"
b
"force_update_enabled": true
e
"mac_x64": {
"min_supported_version": {
"version": "5.0",
"build": "9702",
"full_version": "5.0.9702"

H
"force_update_enabled": true
b
"win_x32": {
"min_supported_version": {
"version": "10.0",
"build": "9707",
"full_version": "10.0.9707"
o
"force_update_enabled": true
}

}

4. MepecospaliTe Nog, agMNUH-KOHCOJN:

kubectl delete pod -n vkteams myteam-admin-\#*

,roe* — YHVKabHOE M4 noga. Mms noga Heobxoonmo NMoJTy4nTb C MOMOLLBIO BbIBOLa KOMaHAbl:

kubectl get pods -A | grep myteam-admin
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HacTtpouTtb 06paTHYIO CBA3b

Mo ymonyaHuto Bce obpalleHns Nob3oBaTenel NoCcTynaloT Ha agpec myteamsupport@USER-DOMAIN,
Yyepes nokanbHbi SMTP-penein. Hanpumep, B cnyyae goMeHa example.com ob6palleHne NnocTynnT Ha agpec
myteamsupport@example.com.

HacTtpolikn cepBirica o6paTHOI CBA3W onpenensioTca cekumnel email_config koHourypaumoHHoro daiina /
usr/local/etc/krtek/krtek.config.yaml.

Ba3oBble HAaCTPOWKMN cepBUca:

B nonax from: wn rcpt_to: Bafjpeca, OkaH4MBaloLWMecs CAMBOSIOM @, aBTOMAaTNYECKN NOACTaBNAETCA JOMEH

nosnb3oBaTend.

email_config:
from: "myteamsupport@"
rcpt_to: ["myteamsupport@"]
subject: "VK Teams Feedback"

MapameTp Tvn OnucaHue Mpumepbl

from Ctpoka O6paTHbI agpec ons e test@ — obpaTHbI agpec bygeT
nucbma, dopmMnpyemoro test@USER-DOMAIN;
CUCTEMOI B agpec  test@example.com — o6paTHbIN
TEXHNYEeCKOoW Noaaep»XKu agpec 6ypet test@example.com,

He3aBMCKMO OT JOMEHa
nonb3oBaTens;
* example@gmail.com

rcpt_to Maccus Appec nonyyatenen. o [ 'test@' ] — nonyyaTenem nucbma
Monyyatenen MOXeT 6blTb oypet test@USER-DOMAIN
HEeCKONbKO o [ 'test@', 'example@example.com' ] —

nonyyatensamu nucbma 6yayT
test@USER-DOMAIN n
example@example.com

subject Ctpoka Tema oTnpaBnsiemMoro
nMcbma

PaclLumpeHHble HacTpPOoIiKn cepBuca:

McnonbayliTe pacLlunpeEHHbIe HAaCTPOWKIW, €CNN XOTUTE OTNPaBASATb OBpaLLEHNS MONb30BaTENEN Yepes

oTaenbHbli SMTP-cepBep € CMNOMb30OBaHVEM aBTOPU3aLUN.
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email_config:

host:
port: 25
username:
password:
use_tls:
from:

"localhost”

"example@gmail.com"

false
"myteamsupport@"

rcpt_to: ["myteamsupport@"]
subject: "Myteam Feedback"

templates_dir: "/usr/local/krtek/templates/email”

MapameTp

host

port

username

password

use_tls

templates_dir

Tun

Ctpoka

Int

Ctpoka

Ctpoka

Boolean

Ctpoka

OnucaHune

Appec SMTP-
cepsepa

MopT SMTP-
cepsepa

Vims nonb3osatens
L7151 aBTOpU3aLmm
Ha SMTP-cepBepe

Maponb gns
aBTOpU3aLMN Ha
SMTP-cepBepe

dopcunposaTb
NCNONb3oBaHMEe
TLS pna SMTP-
cepeepa

MecTo Ha gucke,
roe XpaHuTcs
LLaBsIOH MOYTOBbIX
nucem

3HaueHune / Mpumep

HacTpoiKa no

yMonyaHuio

localhost smtp.gmail.com

25 587

6es3 example@gmail.com

aBTOpM3aLUK

6es3

aBTOpM3aLUK

BbIK/IOYEHO true
Jusr/local/krtek/

templates/email

/" Mpumeuyanue

krtek.yaml.conf.

Jusr/local/krtek/templates/email.

lMepepn oTNpaBKoO O6paLLEeHNs aAMUHNCTPATOPY K MOSIb30BaTENbCKOMY OBpaLLEeHMIO BYAET NPUMEHEH LLIa6GOH.
3a nyTb K WabnoHy oTBevaeT napameTp templates_dir cekuuymn email_config koHdurypaumoHHoro daina

[ns cmeHbl WabnoHa HeoBxoanmo oTpepakTnpoBaTh dain feedback.html, pacnonoxeHHbin B
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OTKMIOUNTD K3 pannos, nepegaBaemMbix yepes
cepsuc Go-files

[.ns NoBbILLIEHNS 6€30MacHOCTY CUCTEMbI €CTb BO3MOXHOCTb OTK/IOUYUTb AOCTYN K daliiam Yepes K3l CepBrca
Nginx. 910 yBennunT Harpysky Ha cepBucbl Go-files n Krueger.

Ecnu He oTkntoYaTb KL, MakCUMasibHOE BpeMs XpaHeHus dalina B kawwe 20 munyT. [Nocne yero ¢pann 6yget
yOaneH 13 Kala, ecnm K Hemy He 6bl10 obpaLLeHuni.

sed -i -E " "/(proxy_cache off;|#.+)/! s/(proxy_cache.*)\ (.+)/#\1 \2/g"" “/usr/local/nginx-
im/conf/vhost_servers/gofiles.conf

sed -1 -E " '"/(proxy_cache off;|#.+)/! s/(proxy_cache.*)\ (.+)/#\1 \2/g"" “/usr/local/nginx-
im/conf/conf.d/files-backend.conf

nginx.sh reload

[o6aBuTb CO6CTBEHHbIE NMpaBuia PUNbLTPOBaHUS
ceTeBoOro Tpadpuka

Ecnun TpebyeTca nob6aBnTb CO6CTBEHHOE NPaBUO B iptables, To caenatbh 3T0 MOXHO CTaH4APTHbIMU

cpefncTtBamMun Yepes KoMmaHay iptables.

Hanpumep:
iptables -A INPUT -p tcp --dport 10050 -j ACCEPT
CoxpaHeHue npaBuil HEOBXOAMMO BbIMOMHATL C MOMOLLLbIO CKPUNTa:

/usr/local/bin/iptables-save-for-puppet.sh

Ba>xHO

BbINoHATL COXpaHeHMe C MOMOLLLbIO CTaHAAPTHOW KOMaHabl iptables-save Hesb3s.

O6HOBUTb SSL-cepTndunkathbl

[encTtera Nno o6HOBMEHWMIO SSL-cepTndrKaTOB, NOMYyYEHHbIX 6€3 ncnonb3oBaHus Let s Encrypt:

1. CkonupyiiTe 06HOBNEHHDIN KNtod B anpekTopuio fusr/local/etc/im_ssl/, a cepTudurkat — B gupekToputo /
usr/local/etc/im_ssl/.

2. BoinonHuTe KoMaHgy:
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nginx.sh update_certs

B panbHenwem gns yoo6cTBa 06HOBNEHNS A06aBbTe HOBble cepTudukaThl B dann defaults.yaml (cm.

OOKYMeHT «/IHCTpyKLMS MO yCTaHOBKE, HAaCTPOWKe 1 OBHOBNEHNIO O/19 agMUHNCTPATOPOBY).

NMepexop c Let s Encrypt Ha co6¢cTBEHHbIE cepTdumKaThl

YT106bI NEPENTN Ha COBCTBEHHbIE CePTUDMKATDI:
1. OcTaHOBUTE TaIMEpP im-acme-renew.timer , BbINOJIHNB KOMaHApbI:

systemctl stop im-acme-renew.timer
systemctl disable im-acme-renew.timer

2. CkonunpynTe 06HOBMEHHDIN KNtoy B gupekTopuio fusr/local/etc/im_ssl/, a cepTudukat — B gupekTopuio [
usr/local/etc/im_ssl/.

3. BoinonHnTte komaHay:

nginx.sh update_certs

B panbHenwem onsa yaob6cTBa O6HOBMEHNS A06aBbTe HOBble cepTudukaTbl B pann defaults.yaml (cm.

LOKYMEHT «/HCTPYKLMS MO YCTaHOBKE, HACTPOWKE 1 OBHOBMIEHWIO A1 aOMUHUCTPATOPOBY).
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MOHUTOPUHI CUCTEMDI

Heob6xoanm NoCTOSHHbIN MOHUTOPWHI NapaMeTpOoB NHCTaNNAunn. ﬂpl/l CBOEBPEMEHHOM pearmpoBaHn Ha
M3MEeHEeHNe NapamMmeTpoB CUCTEMbI MOXHO NpPenoTBpaTuTb MHOTIrMe I'IpO6J'IeMbI.

MOHNTOPUHI 6a30BbIX (CNCTEMHbIX) NapamMeTpoB

B pasgene npuBeneH cnncok napamMmeTpoB, KOTOPbIE HEOBXOAVIMO KOHTPONNPOBAaTb, a TakXe PeKOMEHOYEMble
noporu cpabaTtbiBaHWS.

[encTBnsa B 3aBUCMOCTI OT CTaTyca Npo6embi:
Warning

OnpepennTte, YTO NPOUCXOAUT B CUCTEME, N MOCTapalTECh ONTUMU3NPOBATb CUCTEMY TaK, YTO6bI BbIBECTU €€
13 3TOro cratyca. KpaTkoBpeMeHHbI nepexof B cocTosHmne \Warning He HeCceT onacHOCTU A5
PaboTOCMOCOBHOCTY CUCTEMDI.

Critical

CI/ITyaLI,VIﬂ Tpe6yeT HeMeaeHHOro BMeLlaTenbcTBa. Cucrema pa60TaeT HECTabuNbHO UK Ha npoenene.

MapameTpbl MOHNTOPUHra

Huxxe YKa3aHbl MNHMalbHbl€ MapaMeTpbl 414 MOHUTOPWHIa, O4HaKO peKoOMeHOAyeM KOHTPOIMPOBaTb
MaKCMaJIbHO BO3MOXHO€E KOMMYEeCTBO NapamMeTpOoB. OpmeHTley|7|Ter Ha 6a30BbIl Ha6op NCnoJib3yeMbIX

CnCteM MOHUTOPWHra.

MprMep: MOHUTOPVHI NamMATU. B cnctemax c Bbik/lo4eHHbIM daiiom nogkadku (SWAP) ocHOBHOW NapameTp —
KONIMYECTBO OOCTYMHOW AN NMPUAOXEHWIN NaMATU: NapamMeTp available B npunoxeHun free . OgHako
BO3MOXHbI CUTYyaLuK, KOrga npm 4OCTaTOYHO 60/bLLIOM KONMYECTBE CBOGOLHON NaMAaT/ ee NnonyyeHne byaeT
3aTpygHeHo. Hanpumep, npu ncnonbaosaHu TexHonoruy NUMA BO3MOXHO HepaBHOMEPHOE pacnpegeneHne
no NUMA-HogamMm, YTO NpuBefeT K HEBO3MOXHOCTIU pacnpeaeneHns naMmsaTi B O4HON N3 HOA.

CPU

Mcnonbayte gaHHble, OKPYIEHHbIE MO AOCTaTOYHO 60/bLLIOMY Nepuofy BpemeHun, He meHee 30 cekyHa,. B
NPOTUBHOM CllyYae ByaeT MHOIO JIOXKHbIX CpabaTbiBaHUA. MHOrMe napamMeTpbl 3aBUCAT OT TUMa NHCTaNASLUN.
OpUEHTNPYNTECDH HE TOSIbKO Ha NOPOroBble 3HaUYEHMS, HO 1 Ha U3MEHEHNE NapaMeTPOB B TEYEHE BPEMEHN.
Hanpumep, ncnonbayrite NporHos Ha gaTy OKOHYaHus pecypca.
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MapameTp

idle

load
average 5m

wait

steal

Mamatb

MapameTp

available

shared

OnuncaHue n Kom MeHTapumn

id B top

load average: B top
MapameTp He aBNgeTCs KPUTUNYHBIM

caMm no cebe, BaXKHO ero nsMeHeHme.

MNP BO3HNUKHOBEHUI JIOXKHbIX
cpabaTbiBaHWI MOPOr cnegyeT
N3MEHTb B 60JIbLLYIO CTOPOHY.

wa B top
MopBupanTe napameTp Nog
KOHKPETHbIV TUN NHCTaMIALNN.

steal: B top

KonnyecTtBo npoueccopHoro
BPEMEHU, B TEYEHME KOTOPOro
BMPTYyaslbHas MallMHa HE Mena
pocTtyna Kk pecypcam CPU.

BHuMmaHVve! JaHHbI napaMeTp CTOUTb

nogéupatb Nog, KOHKPETHbIN TN

nHcTannsumn. NMpoénemy MOXHO
PeLnNTb TOSIbKO BHE BUPTYasIbHON
MaLLVHbI.

OnncaHne n KOMMeHTa pun

available B free

shared B free

CpaBHMBaNTE C KONMYECTBOM
paspeLLeEHHON oS pacnpenenenus
namsiTy B cucteme.
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PekomeHpauun

cTaTtyc
Warning

<40%

>1x oT
KonnyecTBa

apep
npoueccopa

>0,5%

> 2%

cTaTyc
Warning

<40% ot
obLero

<40% ot
obulero

crtartyc Critical

<20%

Critical >1.5x oT
KonnyecTBa agep
npoueccopa

>1%

>5%

PekomeHpaunn

crtartyc Critical

< 20% oT1 obuiero

< 20% ot obLero
(kernel.shmall)
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[JononHUTENbHO: NO BO3MOXHOCTU KOHTpOoNMpynTe nponopuunmn pacnpepeneHns 8 NUMA-Hogax 1 ypoBeHb
dparmeHTaLUM NaMSATI.

Awnck

Mcnonbaynte fgaHHble, OKPYIMEHHbIE MO OCTaTOYHO 60/bLLIOMY Nepuony BpemeHu, He meHee 30 cekyHA,. B
NPOTUBHOM CllyYae ByaeT MHOrO JIOXHbIX cpabaTtbiBaHWA. MHOrMe napamMeTpbl 3aBUCAT OT TUMa UHCTaNASALAN.
Hanpumep, 20% csob6ogHoro mecta ons gucka 10 ['6 — 210 oueHb mano, ansa gucka 10 T6 — MHoro.
OpUEHTNPYNTECDH HE TOSIbKO Ha NOPOroBble 3Ha4YEeHMs, HO 1 Ha U3MEHEHNe NapaMeTPOB B TeYeHe BPEMEHN.
Hanpumep, ncnonbayrte NporHo3 Ha JaTy OKOHYaHWs pecypca.

PekomeHpauun
MapameTp OnvcaHne n KOMMeHTapuu
cTatyc cTatyc
Warning Critical
CsobogHoe df-h 3aHATO > 3aHATO >
MeCTO 70% 85%
Harpyska MapameTpbl onpepensanTe NCXo4s N3 CUCTEMDI - util > 60% - - util > 80%
MOHUTOPWHra. 34ecCb yka3aHbl await > 30 - await > 50
npPeanoYTUTENbHbIE MapaMeTpPbl HA OCHOBE MC MC
BblIBOJa iostat -x.
BHumaHuve! 3HayeHne napameTpa await ctonTb
noaéupaTtb NOA KOHKPETHbIV TUM
VHCTannsumn.
CeTb
PekomeHpauun
MapameTp OnuncaHne n KOMMeHTapuun
cratyc cTatyc
Warning Critical
3arpyska B npoueHTax oT NponyCcKHOM 60% 80%
nHTepdenca CMOCOBHOCTWN.
OwnbkKM Ha (MoTtepwn, konansum n gp.) 0,1% 0.5%
nHTepdence

[ononHNTenNbHO: XenatenbHO KOHTPONMPOBaTb KonnyecTso TCP-coeanHeHNn B Pa3nyHbIX COCTOSHANSX:
ESTABLISHED, TIME WAIT nT. n.

Ouepepp Ha oTnpaeky OTP-coo6LieHnii
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[ns oTnpaskn coobleHnin ncnonbdyetca MTA Postfix. [Jns npocmMoTpa odepenn NCnonb3ynte KoMmaHay

mailg MNnM postqueue -p.

CUHXpOHN3aLnsa BpemMeHn

MOHUTOPWHI CTaTyca ntpd (Hanmnyne akTUBHDBIX Y3/10B (peer), pasHuLa no BpeMeHu): ntpq -p, ntpstat
MoHUTOpPUHr gocTynHocTu push-cepeepor Google n Apple

- push.apple.com, 443(TCP), 5223(TCP), 2197(TCP)
- fcm.googleapis.com 443(TCP)
- fcm-xmpp.googleapis.com, 5228-5230(TCP), 443(TCP)

MOHWUTOPUVHI AOCTYNHOCTU BHeLUHero IP

PerynspHo npoBepsaiTe LOCTYNHOCTb BHELLIHero IP n3 ceTu 3a npefenamu nepumeTpa KianeHTa no

cnenyowmm nopTam:

- 443/TCP
-1443/TCP
- 3478(TCP/UDP)

MOHUNTOPVHI NapaMeTpPOB cepBuca

CKpuNT Aang perynspHoOro MOHUTOPUHra

[TpoBepKy BCex OCHOBHbIX MapaMeTPOB CEPBICa MOXHO BbIMOMHATbL C MOMOLLbIO CKpUMTa: /usr/share/check-
mk-agent/local/local_check_exec.py. CKpunT npoBepseT:

« HanM4yme NpoLeccos;

+ COCTOsIHME 6a3 AaHHbIX 1 CePBUCOB;

« OCHOBHble TCP-nopTbl.

/" MpumeyaHue

MpoBepkKa NPOUCXOANT BHYTPU CUCTEMBI, MO BHYTPEHHUM IP-agpecam. CKpunT He NpoBepsieT LOCTYMbl U3
BHELLHel ceTu, NO3TOMY TakKue LOCTYMbl HEOEXOAMMO NPOBEPSATb OTAENbHO.

YacTb NpOBEepPOK BbINOHAETCA MO SIoraM NPUIIOXEHNA, C pacYeTOM Ha 3aMnycK CKpuUnTa pas B MUHYTY. Ecnu
3anyckaTb CKPUNT Yallle Unn pexe, Moporn cpabaTbiBaHNA MPOBEPOK Mo Nor-daiiiam MoryT OKa3aTbCa
HeafeKBaTHbIMY TEKYLLIM HAaCTPOKaM.

dopmat BbiIBOga CKpUnTa
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®dopmat BbiBOfa CKpUnTa cooTBeTCTBYEeT TpeboBaHusam check_mk local checks: <status> <metric_name>

<perfdata> <details>

MapameTp OnucaHue Tvin
DaHHbIX
status CraTyC NnpoBepKU: int
0—-0OK
1—WARING
2 — CRITICAL
metric_name YHVKaNbHOE UMS METPUKNA. string
perfdata CueTtyukn B dopmaTte check mk.
details TekcToOBOE OnuMcaHmne BbINONHEHHOM NPOBEPKN B MPON3BOSIbHOM

Buae. MoxeT cogepxaTb CTaTyC B CTPOKOBOM OTOBPaxXeHNN,
4aCTb CYETUMKOB U T. M.

WNHTerpauna ckpunTta B CACTEMY MOHUTOPUHra

YT06bl MHTErpnpoBaTb /usr/share/check-mk-agent/local/local_check_exec.py B CUCTEMY MOHUTOPVHIa
o6CnyXMBaloLLLEe OpraHn3aun, HeOBXOAMMO Bbi3biBaTb CKPUVMT Pa3 B MUHYTY 1 4O6aBNSATb B CUCTEMY CTaTyCbl
OTBETOB OT cKpunTa. Kaxgas npoBepKa BbIBOANTCS OTAENbHOW CTPOKOW, KOTOPYIO CNeAyeT BHOCUTb B 5400

MOHUTOPVHIa Kak OTAESbHYIO MPOBEPKY.

BHUMaHune

Ecnn Ha mOmMeHT 3anyCkKa nepecTtaloT OTAaBaTbCA AaHHbIE MO OfgHoM nnn 6onee NPOBEPOK, TO 3TO cnenyet

CYNTaTb KPUTNYHON NPOBIEMOIA.

Ecnu cnctema MOHUTOPVIHIA O6CNYXMBAIOLLEN OPraH3aLm NO3BOMSET CObUpaTb CTaTUCTUYECKIE OaHHbIE 1
COCTaB/ATb MO HUM rpadurkn, PEKOMEHAYETCH CTPOUTb rpaduKkim No cHeTYmkKam ckpunTta. Takme rpadpukm
MO3BOJIAT OTCNEXMBATb HAarpPy3Ky No oTAeNbHbIM cepBrncam (Mamstb, CPU 11 1. n.) n onepaTBHO 1 NPaBUIbHO
KOPPEKTNPOBaTb HACTPOIKN CEPBMCOB, B 3aBUCUMOCTU OT NU3MEHEHUS Harpy3kin. Kpome Toro, gaHHble,
KOTOpPbIE OTK/IOHSAIOTCS OT HOPMbI, MEpefaloTCs BO BCTPOEHHYI0 cuctemy VictoriaMetrics nHctannsumm VK
Teams; onoBeLLEeHNs MOXHO YBUOETb B cepBrce Alertmanager, a B mon.sh 6yayT oTo6paxaTbCs ONOBELLEHNS

n3 VictoriaMetrics.

Tunbl NpoBepoOK

I'IpOBeme no TeKyuwemy sHa4YeHuio
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3anpocoB B CeKyHAbl, BpeMs OTK/MKa U T. N. /IameHAeT cTaTyc OTBeTa, Kak TOJNTbKO MPONCXOANT HopMaan3aums
napameTpoB. MNpoBepKK Takoro Tuna — 60oJiblas YacTb BCEX MPOBEPOK.

MNpoBepku no cpegHeMy

VI3MEeHSI0T CBOE 3HaYeHMe Yepesd HEKOTOPOE BPEMS NOCTE N3MEHEHNS NapameTpa. TakumMn npoBepKamm
ABNSAOTCS, HaNPUMEP, samon-jobs/* — CYETUYNKN HEYAa4YHbIX PEeCTapTOB YacTu cepBUCOoB. [115 NpoBepKn
3aaHbl MOPOr Ha KONMYecTBO pecTapToB kaxable 1/5/15/30 munyT. Mo kaxpomy nHTepsany ctatyc Critical
6y4eT BbIBOOUTLCS B TEYEHVE BPEMEHN, 3a/TOXXEHHOIO B 3TOM UHTEpPBane.

MNpoBepku ¢ 3auncTkom
OLwmbKa ByOeT CHATa TOMbKO MOCHe PYYHOro yaaneHns ctaTyca owmneku. MNprmMepbl KPUTUYHBIX OLLMGOK:

« error_txt

* snmpexec_mon_*_err
KoppekTnpoBKa Takx OLLUNGOK BbIMONHAETCA KOMaHOOoN truncate --size @ /var/tmp/*.{err,txt}

Mo cepBucam 6a3 gaHHbix (MySQL, Tarantool) gononHuTeNnbHO NpPoBepseTca NapameTp uptime . Ecnm
cocTasnsgeT < 15 MuHyT, BbigaeTcs ctaTyc Critical. [NpoBepka NO3BONSET BOBPEMS 3aMETUTb PECTAPT ITUX
CEepPBNCOB.

Mpumepbl npoBepoK
Mpumep 1. NpoBepka cepBuca Beagle Ha Hannyme B Crincke NpoLeccos:

0 ps_ng_beagle-1 count=1|system_cpu=0;;|user_cpu=0;;|pcpu=0;;|vsz=943;;| rss=202;; (.) found 1
process

[MpoBepka npoLwusa ycnewHo, noatomy status — 0 (OK). CyeTumkn gns noCcTpoeHust rpadurkos:

- count — KOJIMYECTBO MPOLECCOB;

- system_cpu — 3aTpaTbl PECYPCOB B KOHTEKCTE CUCTEMbI B MPOLIEHTaX MeXy 3arnyckamu NpoBEpOK,;
- user_cpu — 3aTpaTbl PECYPCOB B KOHTEKCTE MoJib30oBaTeNS;

- vsz — BUPTYyanbHaa NaMsaTb NPOLILECCa;

+ rss — pasmMep CTpaHuL, NamsaTu.
Mpumep 2. NapameTpbl NPOBEPOK A/19 3K3eMnaspa npunoxeHus (nHctaHca) MySQL N26.

OcHoBHble Mna pPamMeTpbl MHCTaHCa:

0 mysql_6_main uptime=1294487s;600:;300:|threads_connected=18;15600;1900|
threads_created=0.00;50;100|threads_running=2;300;500|threads_cached=47;0:;0:|
aborted_connects=0.00;10;100|aborted_clients=0.00;10;100|qcache_hitrate=0.00%;0:;0:|
gcache_lowmem_prunes=0.00;400;600|slow_queries=0.10;2;5| table_lock_contention=0.00%;10;20]|
index_usage=99.67%;0:;0:| open_files=0.00%;70;95|bufferpool_hitrate=100.00%;80:;70: |
bufferpool_wait_free=0.00;1;10]|tablecache_hitrate=94.60%;0:;0:| tablecache_fillrate=34.15%;
0:;0:|connection_time=0.01s;2;10| master_position=694895219;0:;0: |
innodb_buffer_pool_pages_data=54.62%;0:;0:| innodb_buffer_pool_pages_free=43.29%;0:;0:|
innodb_buffer_pool_pages_dirty=13.66%;0:;0:| innodb_buffer_pool_pages_flushed=8.79;0:;0:]|
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innodb_buffer_pool_pages_lru_flushed=0.00;0:;0:|innodb_buffer_pool_size=0.12;0:;0:|
innodb_buffer_pool_pages_total=8191.00;0:;0: OK - 0.00925 seconds. Uptime: 1294487 Threads: 2
Slow queries=0.10

CyeTumkm 3anpocoB (KoMYecTBoO insert, select W T. A. B CEKYHAY):

0 mysql_6_perf queries=731.58;4000;8000|questions=731.58;2000;5000| commit=2.42;500;1000 |
delete=0.52;500;1000|execute_sql=0.00;500;1000| flush=0.00;500;1000|
insert_select=0.00;1000;2000|delete_multi=0.00;100;500| lock_tables=0.00;100;300]|
replace=0.00;500;1000|select=528.49;1000;5000| update=28.50;500;1000 |
update_multi=0.00;500;1000|insert=142.93;500;1000| set_option=0.12;10000;15000]|
call_procedure=0.00;300;900| admin_commands=0.09;1000;5000|change_db=0.00;100;300 |
rollback=28.47;100;300 OK - 0.00843 seconds. Questions: 731.58

[MapameTpbl pennrkaumm (B BapnaHTe C OGHOW BMPTYasibHOW MaLUVHOW, MPOBEpPKa PEMINKaL N OTKIOYEHA U
Bcerga BbigaeT OK):

0 mysql_6_repl exec_master_log_pos=0;0:;0:|read_master_log_pos=0;0:;0: OK - 0.00817 seconds.

Cepsuchl VictoriaMetrics / Grafana

HaunHas ¢ Bepcun 22.10 B HcTannaumax VKTeams npucyTCTBYIOT CEPBMCb MOHUTOPWHIA. JOCTyn K HAM
MOXHO MOMYy4YNTb, aBTOPN30BAaBLUNCH B MHTEPerce agMNHNCTPaTopa.

[ocTyn B nHTEpdEC agMUHNCTPATOPa HaCTParBaeTCsa B COOTBETCTBUN C pasfesioM «HacTpolika okpyXeHus
agMUHUCTPaTopPay (CM. AOKYMEHTbI VIHCTPYKLMS MO YCTaHOBKE Ha OfHY BUPTYasbHYO MalUVHY U
VIHCTpyKLMS NO yCTaHOBKe KacTepa).

Mocne aToro cepsurc Grafana cTaHeT [OCTYMNEH MO agpecy:

- ons Bepcum VK Teams 24.2 n Huxe — https://admin.<DOMAIN>/myteam-grafana

« HauynHas c Bepcum VK Teams 24.3 — https://admin.<DOMAIN>/grafana

YTO6bl NOMYYNTb JIOMMH N NapoSib yYEeTHOW 3annucuy agMmuHncTpatopa Grafana, Heo6xooMmMo Ha MaLlHe
BbINOMHUTb KOMaHAYy:

- ona Bepcumn VK Teams 24.2 n Huxe:

kubectl get secrets -n prometheus prometheus-stack-grafana -o json | jq '.data |
map_values(@base64d)"’

« HauymHasg ¢ Bepcum VK Teams 24.3:

kubectl get secrets -n monitoring grafana -o json | jq '.data | map_values(@base64d)’

Cepsuc VictoriaMetrics gocTyneH no agpecy:

- ons Bepcum VK Teams 24.2 n Huxe — https://admin.<DOMAIN>/myteam-prometheus

+ HaumHas ¢ Bepcum VK Teams 24.3 — https://admin.<DOMAIN>/mon
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Takxe atoT URL-agpec MOXHO 1ncnonb3oBaTh AN NOAKIOYEHNS BHeLLHero cepauca Grafana nnm céopa
MeTPUK OpYyror CUCTEMOW MOHUTOPWHra ¢ nHcTaHca VictoriaMetrics VK Teams.

CepBuc 06paboTk onoBeLLeHnin Alertmanager 4OCTyneH No agpecy:

- ons Bepcum VK Teams 24.2 n Huxe — https://admin.<DOMAIN>/myteam-alert

« HaumHas ¢ Bepcumn VK Teams 24.3 — https://admin.<DOMAIN>/alertmanager

Takxe cyuieCcTtByeT BO3MOXHOCTb HAaCTPOWTb MHTErpauunto C BHELLHEN CUCTEMOW MOHUTOPWHIa. I'Io,u,po6Hee
CM. OOKYMEHT |/|HCprKLI,VIF| Mo NOAKIOYEHMIO K BHELLHEN CUCTEME MOHWUTOPWHIa.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrpaHuua 41 13 47


https://biz.mail.ru/docs/on-premises/Teams/integrations/monitoring/monitoring/index.html

Mpumepbl Npo6aem 1 UX peLleHne

Mpo6nembl, cneunduyHblie AN CEPBUCOB, PAaCCMOTPEHDI B pasgene Pa6oTa ¢ CUCTEMON (CUHXPOHM3aLMS
nosnb3oBaTenell, aBTopur3aluus, [ocTaBka push-coobLeHnin n T. 4.). B aTom pasgene paccMoTpeHbl
noTeHLanbHbIE NPOBIEMbI, KOTOPbIE HE SBASIOTCS CNeUdUYHbIMYI L1191 KOHKPETHOIO CEPBUCA, HO MOTYT

BO3HUKHYTb B rnMpouecce aKCrutyataynm cepBrcCa.

BHUMaHune

Bce onurcaHHble HKe Npo6eMbl MOXHO ONPeaenTb 1 YyCTPaHNTb 3apaHee, NMoka OHY He CTany MeLuaTb
bYHKLMOHPOBaHMIO cepBuca. [ 9TOro 4OCTaTOYHO BBECTY MOHUTOPVIHT STUX MNapaMeTPOB 1 YCTPaHATb
npo6nemMy Npr BO3HUKHOBEHW cTaTyca Warning (To ecTb He [oBoauTb Ao cratyca Critical).

HepocTtaTOuHO MecTa Ha AncKe

YacToTa poTauumn nor-gannos 1 BpeMS XpaHeHNS Nogo6paHbl Tak, YTOB6bl MECTa Ha AUCKe BCerga xsatano. Tem
He MeHee BO3MOXHbl CUTYaLUK, NPY KOTOPbIX MECTO Ha AUCKE MOXET 3akaH4mBaTbcs. Mpumepbi:

« VIHcTannaumsa ncnonb3yeTtca ongd 60/bLUErO YCNa NOb30BaTENEN, YEM npennonarajioCob.

« OQViH 13 CEPBIMCOB CANLLKOM aKTVIBHO CO3AaeT CoobLLeHNs 06 owmnbkax. Hanpumep, Keycloak cosgaet

6onbluve nor-dansbl B cnyvae oy6amkaToB Nosb3oBaTenen.
Kak pewuuTtb npo6nemy
Hangute NncTouyHuK npobaembl, OCBO60ANTE MECTO 1 COOBLIMTE O NpobaemMe pa3paboTunKy:
War 1. lNMpoBepbTe MecTo Ha ancke, BbiNOMHMB KoMaHgy df -h.

LWar 2. BbiiIcH/TE, YeM 3aHSATO MECTO:
du -smx /* 2>/dev/null| sort -rn | head

Kniou -x o6sizateneH. Ecnm o6Hapy>XeH KaTanor, KOTOPbIA CUAbHO NPEBbILLAET AOMYCTMMbIE PadMepbl, TO
BbINOIHNTE KOMaHAY du B 3TOM KaTanore n Hangurte npobnemHoe MecTo. HaunHasa ¢ Bepcun 2.9 B
ANCTPUBYTUB BKJTIOYEHA YTUANTA Ncdu, KOTOPOI yOO6HO OCYLLECTBASTb MOVICK 3aHSTOro MecTa:

>ncdu / // uckatb no Bcem fs
>ncdu -x / // vnckaTb TOMbKO MO KOpHeBoW fs M He TpaTUTb BpeMsA Ha pacyeT 3aHATOro MecTa Ha
data-pguckax

War 3. CobepuTte nubopmaLmio o npodbnemMe n nepepanite ee paspadboTyrkam:

1s -alh /<nyTb K kaTanory c 6onbwuMm nor-édannom>/
head -n 1000 <nyTb Kk 6onbwomy nor-danny>
tail -n 1000 <nyTb K 60nbwomy snor-danny>
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War 4. YoanuTte cTapble nor-¢aisbl 1 BbIMOSHATE KOMaHAy truncate MO TEKyLLEMY, €C/N OH 6OSbLLIOrO
pasmepa.

BosMmoxHa cuTyauusi, korga komaHgbl df v du BblgatoT pasHble pesynbtaThl. Hanpumep, komaHga df
nokasblBaeT, YTo 3aHATO 50 6, a kKomaHga du nokasbiBaeT Tosbko 10 [6. 3TO 3HAUUT, 4TO B PainoBOn cucteme
€CTb YAaneHHble 1 He3akpbiTble dannbl. HaliT Takne dpanbl MOXHO, BbINOSHUB:

1sof +L1 | sort -rn -k 7 | head

Oco6eHHOCTU yaaneHHbIX painos

B akTuBHOM cnucteme takme daiisbl €CTb NPAKTUYECKN BCErga, N HY>XKHO pasnnyaTb, KOrga 3To ABnseTcs
npo6aemoi, a Korga HeT. B 60bLUMHCTBE CyYyaeB Npo6aemMy C HEXBATKOM MeCTa co3aatoT dalinbl XXy PHanos,
KOTOpPbIE HE 6blNV NEPEOTKPDITbl CEPBUCOM. Mpr 3TOM BaXKHO MOHUMAaTb, HACKOJIbKO CTapbili TOr OCTancs

HEe3aKpPbITbIM.
Mpumep

Jlorun He 6bian nepeoTkpbIThbl cepBricom Nginx-im:

nginx 729949 quantum 115w REG 252,71 17601 608228
/mnt/log/oap/icq/domains/local_proxy.icq.com/logs/old_logs/u-error.log-20200410-1860.rot
(deleted)

nginx 729949 quantum 150w REG 252,171 398647142 608229

/mnt/log/oap/icq/domains/local_proxy.icq.com/logs/old_logs/u-access.log-20200410-1800.rot
(deleted)

Ecnun c 18:00 (Bpems poTauum ncxogs n3 nmeHn darna) NpoLusio MeHee ABYX YaCOoB, TO HMKaKUX AENCTBUS He
Tpebyetcs. Nginx o6pabaTtbiBaeT ANMHHblE 3anpochl (long polling), noaTomMy nocne oTnpaBky eMy KOMaHAbl
reopen elle JONroe BpeMs OCTaloTCs CTapble JOYEPHME NPOLLECCHI, KOTOPbIE MPOAOMKAIOT AepXKaTb 3TOT
dain. Ecnmxe ¢ 18:00 npoLuno MHOrO BpEMEHU, HY>XXHO OTNPaBUTb KOMaHAY reopen :

/usr/local/nginx-im/sbin/nginx -c /usr/local/nginx-im/conf/nginx.conf -s reopen

Ecnun nor-daiinbl octanuch B ctatyce deleted, TO HEOBXOAMMO NPOBEPUTD MPaBUNbHOCTb KOHPUTYPALMOHHbIX
dannos Nginx. BeposaTHO, B HUX €CTb CUHTaKCKYeCcKas OLnbKa:

/usr/local/nginx-im/sbin/nginx -c¢ /usr/local/nginx-im/conf/nginx.conf -t

3aKkaH4yMBaeTcsa NnamMmaTb

NannwHee r|0Tpe6neH|/|e NamMAT MOXET NPONCXOANTb MO Pa3HbIM NPUYNHaM. I'Ipmmepb|:

- YTeuyka B [10.

« HekoppekTHble nponopuuy BbigeneHHoro RAM v BbICTaBNEHHBIX IMMUTOB B NPUIOXEHMAX (Hanbonee
BEPOSITHbIN BapuaHT). PasHbie KITMEHTbl NCMOb3YIOT PasHOE KOMMYECTBO akKayHTOB, 1 Mpodusib HarpysKku
3apaHee Hen3BeCTeH, MO3TOMY HEBO3MOXHO NPeayrafgaTb, HACKObKO KOPPEKTHbI BbICTABEHHbIE
HaCTPOWKN 1 TUMUTbI.
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- HenporHosunpyemoe nosbilleHne Harpysku. O6bl4HO NOBbILLEHNE HAarpy3Kky CBA3aHO ¢ noTpebneHnem CPU,
HO pacxof, NamMsiTV B 3TOM Cly4ae MOXET TOXe yBenumymBaTbcs. Takxke MOXeT He xBaTaTb pecypcos CPU

On9 paboTbl COOPLLMKOB MyCOpPa.
Kak pewuntb npoénemy
War 1. BoinonHute free -m.
War 2. /Isyunte napameTpbl free, available, buff, cache.
Free — 9TO Hencnosnblyemas namsiTb.

Available — 3TO NamsiTb, KOTOPYIO CCTEMA MOXET OCBO60AUTD MPU HEOBXOOVMOCTH, B TOM YMCne Tyaa
BXOASAT KaLW 1 6ydep. Ecnmxe namaTtb available cocTtaBnsieT meHee 20-30% OT 06LLel, TO 3TO MOXET 6bITb
npo6aemMon, Tak kak cUcTeme AN 6bICTPON PaboTbl HEOBXOAVMbI Bydep 1 KILL.

War 3. IayunTe cnmcok npoLeccoB, KOTOPble NOTPEBASAIOT NaMsaTb 60sbLue Bcero. MoXHO ncnonb3oBaTb

No60 13 CNOCO6OB:

+ top -o RES
e smem -s rss -p

* ps -ax -0 pid, rss,command --sort rss

LWar 4. [Jng BpeMeHHOro yCTpaHeH s Npo6emMbl nepesanyCcTuTe NpoLecchl, KOTOPbIE 3aHNMAalOT Hanborbluee
KonnyecTso namaT. OgHaKo Hesb3s rapaHTUPOBAaTb, YTO NPo6eMa He NOBTOPUTCS, MOITOMY O653aTeNbHO

NPULINTE Pa3paboTunKy CrenyoLyo NHGOPMaLMIo:

+ BbIBOO, smem -S rss -p
« BbiBOA, top -0 RES -n 1

+ BbIBOA, free -m

Nocne N3y4vyeHna 3TUX OaHHbIX Mbl NPennoXnm BapuaHTbl 14 npeaoTBpalleHna nogo6HoN cutyaumn B

JanbHenLem.

NMpo6nema c aBTOopU3aynen

Mpumep: NnocTynuio obpalleHne Co CTOPOHbI KIIMEHTA, YTO COTPYAHVIK C JIOMVIHOM

user@vkteams.example.com He MOXET 3aTu B CUCTEMY.
Kak pewuTtb npo6aemy

MpoBepbTe, YTO NOMb30BaTENb User@example.com ecTb B CICTeMe — Yepes Beb-rHTepdeiic cepauca

Keycloak (cM. pasgen ABTopusan ) unv 6asy gaHHbIX:

mysql —-S keycloak-mysql-mysql-cluster-im-db-mysql-master.keycloak.svc.cluster.local -e "SELECT
* FROM USER_ENTITY WHERE EMAIL = 'example@examle.com'\G" keycloak

Monb3oBaTens B cucteme HeT

OTO O3HAYaET, UTO eCTb NPOBIEMbI C CUHXPOHM3aLMeN nonb3oBaTenein. [JanbHenwmne oencTens:
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War 1. lMpoBepbTe ¢ noMoLLbio ldapsearch , YTO NONb30OBaTENb AENCTBUTENBHO CYLLLECTBYET B KOPNOPAaTUBHOM
LDAP knuneHTa.

War 2. Ecnn nonb3oBaTenb Hal4eH, BbINOMHUTE NOSHYIO CUHXPOHM3ALLMIO, YTO6bl Y6eanTbCa B KOPPEKTHOCTY
CUHXPOHM3aLLMN. YUNTbIBAATE, YTO MOSIHAS CUHXPOHM3aLNSA MOXET 3aHATb HECKObKO MUHYT.

3a MYCK CMHXPOHM3aunmn:

kccli ldap sync --name <umsa LDAP-nopknio4yeHus>

B cnyyae ecnu Bbl XOTUTE 3anyCTUTb NPUHYAUTENbHYIO CUHXPOHU3aLMIo Bcex LDAP-cepBepoB, BbINOAHUTE:

kccli 1ldap sync

Ecnun nonb3oBaTtenb nossuncs v 6bi1 o6aBNEH HEAABHO, TO faNlbHENLUVX OENCTBUN He TpebyeTcda. OgHako
HY>XHO MPOBEPUTD, YTO Y NONb3OBaTENS 3apaboTala aBTopu3auus. ECnmn nonb3osaTenb He NOABWICS WA OH
3aBefeH JAaBHO, TO BbINOSHUTE OENCTBUS Janee.

LWar 3. NpoeepbTe noru cepprica Keycloak — ckopee Bcero, o6HapyXuTcs owmnbka (Hanpumep, Ay6nnkaTol
3anucen nosibsoBatens). icnpaebTe OWNBKY 1 NepesanyCcTiTe CEPBUC, YTOBbI 3aKPbITh BCE CYLLECTBYIOLLME
coepuiHeHus c LDAP-cepBepom knveHTa (Tak Kak BCe CYLLECTBYIOLLME COEANHEHMS MPOLOIKAIOT paboTaTb CO
CTapbIMU HaCTPOMKaMW).

Mpunmep ncnonb3losaHuns Idapsearch

LDAPTLS_REQCERT=never ldapsearch -H 'CONNECTION_URI' -W -D 'BIND_DN' -b
"BASE_DN' ' (& (ORIGINAL_FILTER) (mail=example@example.com))"’
- ®dnar -W — naponb HYy>XHO BBOAMTb MPW BbINOSIHEHN 3aMNpOCa.

« LDAPTLS_REQCERT=never — NO3BONSET HE peructpupoaTtb cepTudurkaT LDAP-cepsepa B OC npun

ncnonb3oBaHn ldapsearch.

« -H (CONNECTION_URI) — yKa3aHue NOMHON CTPOKW nogkatoyeHns K LDAP cornacHoO gaHHbIM KieHTa (13
defaults.yaml wnu Keycloak).

« -D (BIND_DN) — noruvH gns astopusauum B LDAP.
« -b (BASE_DN) — 6a30BblIi MyTb NOUCKa.

+ ORIGINAL_FILTER — dunbTp, KOTOPLIA ncnonbdyetcs B Keycloak (npepoctaBngeTcs KNIMEHTOM, MOXET
6biTb HangeH B fusr/local/etc/premsetup/idap.yaml). B gaHHOM npumepe K opurnHanbHOMy GUbTpY
[o6aBneHo TpeboBaHMe HalT O6BEKT C MOYTONM user@examle.com.

BHUMaHune

CKob6KI1 06a3aTesbHbI.

MNMonb3oBaTesib B CUCTEME eCTb

1. MpoBepbTe, YTO 3aNPOC Ha ABTOPU3ALLMIO CO CTOPOHbDI NOJSIb30BaTENsA 6bl1 BbINOSHEH. MOAPOBHOCTN CM. B
pasgene Mpumep paboTbl C XKYPHaNOM.
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2. MposepbTe oTnpasky OTP-coobLleHns. MogpobHOCTM CM. B pasaerne primep paboTbl C XXYypHanom.

HecooTBeTcTBIME NOrnHa nonb3oBaTtens U agpeca cepBepa
(APl endpoints)

Korpga nonb3oBaTenb BBOOAUT NOrH Buaa username@vkteams.EXAMPLE.com, npunoxeHne obpallaetcs no

crnepnyoLM agpecam 419 NoyYeHNs KOHEYHbIX ToYeK (3HANonHTOB) API:

« https://uvkteams. EXAMPLE.com/myteam-config.json

« https://vkteams. EXAMPLE.com/myteam-config.json

®aiin myteam-config.json reHepupyeTcs aBToOMaTUYECKU CKpUNToM KoHburypauumn cepsepa VK Teams 1 He

TPe6yeT Py4YHOro penakTMpoBaHMA.

Ecnu cepeep VK Teams ycTtaHoBneH, Hanpumep, no agpecy vkteams.EXAMPLE.com, a agpec nonb3oBaTens

— username@EXAMPLE.com, NpunioXeHne He CMOXET HalTX KOHPUIypaLuViOHHbIA dalin no agpecam:

- https://u. EXAMPLE.com/myteam-config.json
- https://EXAMPLE.com/myteam-config.json

B aTom cllydae npunoxeHmne OTO6pa3I/IT Nnosib30OBaTEJIO AMasioroBoe OKHO C rnpenJjioXxeHnem BBeCTtn agpec
cepBepa, Ha KOTOPOM YyCTaHOBNEH VK Teams. YTo6bl NOAb30OBaTENAM HE NPEULWNOCDH BbIMNO/HATb

OOMNONMHUTENbHbIE AENCTBUS, HACTPONTE PeaupeKT:
https://EXAMPLE.com/myteam-config.json -> https://u.vkteams.EXAMPLE.com/myteam-config.json
[lns KoppekTHOW paboTbl Bpay3epHoi Bepcun (WeblM) HeoBxoanmo K pegupekTy nob6asuts CORS:

access-control-allow-credentials: true
access-control-allow-origin: https://webim.vkteams.EXAMPLE.com

Ecnun HaCTpOIZKa peonpekTa HeBO3MOXHa (Hanpvuvlep, 0Nn4a roCteBblX YH4ETHbIX 3anucen C BHELLHNM ,EI,OMeHOM),

Nnosib3oBaTeslb MOXET:

+ YKa3aTb B [4aNI0roBoM OkHe agpec cepsepa (vkteams.EXAMPLE.com gns npumepa Bbilwe);

« Cpa3sy BBECTU JIOMVH C apecoM cepBepa Yepes 3Hak #:

username@example.com#vkteams.EXAMPLE.com

Torpa npusioxeHne ByneT cpasy obpaLlaTbCs MO agpecam:

« https://uvkteams. EXAMPLE.com/myteam-config.json
« https://vkteams. EXAMPLE.com/myteam-config.json
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[ata o6HOoBNeHNs gokymeHTa: 18.04.2024 .
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